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Method of Delivery & Frequency: 15 x 4 Hrs sessions of lectures, tutorials and practicals.

Method & Criteria of Assessment: 50% Unseen Exam & 50% Coursework

Module Aims:

Investigate the fundamentals concepts behind LAN switching and
forwarding.

Understand the purpose of different intermediate systems and how they
work withing a layered architecture.

Achieve practical skills with initial switch configuration and 10S Software
management.

Understand basic wireless concepts, configurations and device

operations.

Achieve a theoretical understanding of advanced switching protocols such

as VTP and STP.

Understand and be able to apply theories for design and troubleshooting
issues in a switched infrastructure

Use of simulation software (Packet Tracer/GNS3) and network protocols
analyzers (Wireshark)

Learning Objectives and Outcomes:

Use the command-line interface to configure switches.

Design an Ethernet switching infastructure.

Configure Virtual LANs (VLANS)

Understand Spanning Tree Protocol and VLAN Trunking Protocol
Configure Inter-VLAN routing

Understand wireless LAN technologies and be able to configure and
troubleshoot issues specific to wireless LANSs.

Understand the types and functions of network interconnect devices.
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TENTATIVE LECTURE SCHEDULE

Date Topics Covered

Introduction to Ethernet/802.3 and Token Ring/802.5 LANSs. Role of switches
and switching in modern computer networks.

29/10/18
DAY 1
Data Link layer Frame formats; Transparent bridge/switch learning.
Fundamental concepts and techniques of layer 2 switching, including
30/10/18 Spanning Tree Protocols and Virtual LANs.
DAY 2
Network Switch management, configuration and security.
Output of various commands to verify the status of a switched network.
31/10/18 Identification and correcting problems at various OSI layers.
DAY 3 Configuration, verification and troubleshooting of VLANSs, trunking on
relevant switches.
Inter-VLAN routing, VTP, and RSTP.
01/11/18
DAY 4

Introduction to 802.11x WLAN.

02/11/18 | Public Holiday

Wireless LAN security.
05/11/18
DAY 5
Configuring WLAN access. Troubleshooting simple WLAN problems.
Introduction to VoIP and components.
06/11/18
DAY 6

Case -Studies in Network Desigh & Management

07/11/18 | Public Holiday

Open book Class Test + Practical Test (20% + 10%)

08/11/16
DAY 7
Buffer
09/11/18
HALF-DAYS | ReC%P
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READING LIST

RECOMMENDED TEXTS (as per availability in the UTM Resource Centre):

e Tanenbaum A. (2001) Computer Networks: 4" Ed., Prentice-Hall
(D4.6TAN) X

e Lewis W. (2008) LAN Switching and Wireless, CCNA Exploration
Companion Guide: 1* Ed., Cisco Press.

e Stallings W. (2001) Data and Computer Communications: 6" Ed., Prentice-
Hall (D4.6STA) *

e Lowe D. (2005) Networking for Dummies: 7 Ed., Wiley Publishing *

X You can download a copy of these books in e-book format on Nefertum's Shrine at

http://www.rishiheerasing.net/download/network.html

OTHER READING MATERIALS e.g. TEXTS/JOURNALS/ARTICLES/WEBSITES:

e Cisco Academy Website at http://cisco.netacad.net/

LECTURE NOTES

The lecture notes are available on Nefertum’s Shrine at
http://www.rishiheerasing.net/modules/pditn4104/pditn4104.html

The notes are in .pdf format so you will need Adobe Acrobat® Reader to view them. This reader can also be
downloaded from the above-mentioned site in the Downloads Section.
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Introduction to Networks

PDITN4104
LAN Switching & Wireless LAN

Network: Definition

* A set of devices (nodes) connected by
communication links (wired or wireless).

* A node can be a computer, or any device
capable of sending and/or receiving data
generated by other nodes on the network.

* A network must be able to meet a certain
number of criteria. The most important of
those are: Performance, Reliability and

Security.
Slide Set 0 SITE 1 Slide Set 0 SITE 2
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Slide Set 0 SITE 3

* The physical topology refers to the way a
network is laid out physically.

* 2 or more nodes connect to a link. 2 or more
links form a topology. The topology is the
geometric representation of the relationship
of all the links and nodes to one another.

* The are usually four basic topologies: Mesh,
Star, Bus and Ring.

Slide Set 0 SITE 4

Mesh Topology

* In a mesh topology, every node has a

dedicated point-to- t link sery other
node.
A 4
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-
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Star Topology

* In a star topology, each node has a
dedicated point-to-point link only to a
central controller, usually a hub or switch.

ilide Set 0 SITE 6
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Bus Topology

* In a bus topology, a multipoint link is used.
One long cable acts as a backbone to link all
the devices in a network.

ilide Set 0 SITE 7

Ring Topology

* In a ring topology, each node has a
dedicated point-to-point link only with the
two nodes on either side of it.

Slide Set 0 SITE 8

Hybrid: Star Bus Topology

* In a star bus topology, several star
topology networks are linked together with
linear bus trunks.

Slide Set 0 SITE 9

Hybrid: Star Ring Topology

* In a star ring topology, sub hubs are linked
together in a star pattern to a main hub,
rather than to themselves with linear bus
trunks.

Slide Set 0 SITE 10

Network Types Defined

* Body Area Network

* Personal Area Network

* Local Area Network

* Metropolitan Area Networks
* Wide Area Networks

BAN LAN MAN WAN

“m-f0m . -s00m . 20-50Km Range

Slide Set 0 SITE 1"

Body Area Network (BAN)

* Short range wireless
network which consists
of wearable or
implanted electronic
devices that transmit ID
or sensor data to
gateway device.

* Itis also referred to as
Wireless Body Area
Network (WBAN) or
Body Sensor Network
(BSN)

Slide Set 0 SITE 12
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Personal Area Network (PAN)

A Personal Area Network (PAN) is a computer
network used for communication amongst
computing devices (Smartphones, PDAs, Tablets)
close to one person. The reach of a PAN is
typically a few meters.

Personal area networks may be wired by
computer buses such as USB and FireWire.
However, a Wireless Personal Area Network
(WPAN) is made possible with network
technologies such as Infrared (IrDA) and
Bluetooth.

Slide Set 0 SITE 13

Local Area Network (LAN)

* Series of
interconnected .
computers, printing
devices, and other
computer equipment
that share hardware
and software resources

* Service area usually
limited to a given
office area, floor, or
building and is usually
privately-owned.

)
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Metropolitan Area Network

.

Links multiple LANs in a large city or

metropolitan region. s

W ;lr 4 ¢ 'E
May be wholly owned & operated by a private or

public company such as a local telephone company.

Many telcos provide services like Switched Multi-
Megabit Data Services (SMDS).

Slide Set 0 SITE 15

Wide Area Network (WAN)

* Provides long-distance transmission of
data, voice, image and video
information over large geographic
areas that may comprise a country, a
continent, even the whole world.

* The best example of a WAN is the
Internet.

Slide Set 0 SITE 16

Identifying a Network Type

Communications medium

— Wire cable, fiber-optic cable, radio waves,
microwaves, infrared radiation.

Protocol

— How networked data is formatted into discrete
units

— How each unit is transmitted and interpreted
Topology

— Physical layout of cable and logical path
Network type

— Private versus public

Slide Set 0 SITE 17

Network Classification
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Events that Led up to LANs and
WANS

* 1800s * 1900s

— Oersted — Transcontinental and

— Morse transatlantic calls

— Undersea — Voice digitization

cable — Electronic digital computers

— Pony Express — Transistors

— Bell — Sputnik
— Communications satellites
— ASCII

— Mass-produced minicomputers

LAN/WAN History: 1960s

* First WAN

* Hypertext

* Use of fiber optics for phone signals
* Beginning of ARPANET

* Packets and packet switching

* UNIX

* Telecommunications equipment

* First IMP prototype

Slide Set 0 SITE 19 Slide Set 0 SITE 20
LAN/WAN History: LAN/WAN History: 1980s
* Ethernet * Telecommunications * BITNET * Internetwork hosts
sites analog to digital * Dial-up modem ~ 100,000 in 1989
* E-mail * X325 technology * “Cyberspace”

« Terminal emulation ® First wireless gateway

* Internet Protocol

* TCP and IP adopted

) * T-carrier services
as protocol suite for

* International . ARPANET * NFSNET
connections to * LSI'and VLSI chips  First PC LAN * Desktop authoring
ARPANET * ICCB later IAB e Arrival of Internet and multimedia

* SNMP
Slide Set 0 SITE 21 Slide Set 0 SITE 22

LAN/WAN History: LAN/WAN History: 2000s

* ARPANET retired * [Pv6 used for Internet2 backbone

* SS7 technology communications

NSFNET opened to commercial use
* First cyberbank

* Internet service providers

Over 16 million Internet hosts

Slide Set 0 SITE 23

* Video and radio capability

* Prices of 1-Gbps devices fall as
competition increases

Slide Set 0 SITE 24
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LAN/WAN History: 2010s

* Cloud Services commonplace
* Internet Of Things (I0T)

* 10G, 25G, 40G and 100G Ethernet has
been developed

Slide Set 0 SITE 25

LAN/WAN Integration

* Becoming more advanced through
networking devices
— Bridges
— Routers
— Gateways
— Switches
— Firewalls
— Access Points

Slide Set 0 SITE 26

Bridges

* Connect different LANs or LAN segments
using the same access method

Routers

* Connect networks having the same or
different access methods and media

* Route packets and datagrams to
networks by using a decision-making
process based on:

— Routing table data
— Discovery of most efficient routes

— Pre-programmed information from network

administrator
Slide Set 0 SITE 27 Slide Set 0 SITE 28
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Slide Set 1

Objectives

= Explain the role of Data Link layer protocols in data transmission.

= Describe how the Data Link layer prepares data for transmission on
network media.

= Describe the different types of media access control methods.

= ldentify several common logical network topologies and describe how
the logical topology determines the media access control method for
that network.

= Explain the purpose of encapsulating packets into frames to facilitate
media access.

= Describe the Layer 2 frame structure and identify generic fields.

= Explain the role of key frame header and trailer fields including
addressing, QoS, type of protocol and Frame Check Sequence.

Data Link Layer — Accessing the Media

= Describe the service the Data Link Layer provides as
it prepares communication for transmission on specific
media

Data Link Layer — Accessing the Media
= Describe why Data Link layer protocols are required to
control media access

Data Link Layer — Accessing the Media
= Describe the role the Data Link layer plays in linking
the software and hardware layers

Data Link Layer — Accessing the Media
= Identify several sources for the protocols and
standards used by the Data Link layer
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Media Access Control Techniques
= Explain the necessity for controlling access to the
media

Media Access Control Techniques
= |dentify two media access control methods for shared
media and the basic characteristics of each

Media Access Control Techniques
= Define Full Duplex and Half Duplex as it relates to
Media Access Control for non-shared media

Media Access Control Techniques
= Describe the purpose of a logical topology and identify
several common logical topologies

Media Access Control Techniques

= |dentify the characteristics of point-to-point topology
and describe the implications for media access when
using this topology

Media Access Control Techniques

= |dentify the characteristics of multi-access topology
and describe the implications for media access when
using this topology
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Media Access Control Techniques

= |dentify the characteristics of ring topology and
describe the implications for media access when using
this topology

Media Access Control Addressing and Framing Data
= Describe the purpose of encapsulating packets into
frames to facilitate the entry and exit of data on media

Media Access Control addressing and framing data

= Describe the role of the frame header in the Data Link
layer and identify the fields commonly found in
protocols specifying the header structure

Media Access Control addressing and framing data

= Describe the role of addressing in the Data Link layer
and identify cases where addresses are needed and
cases where addresses are not needed

Media Access Control addressing and framing data

= Describe the importance of the trailer in the Data Link
layer and its implications for use on Ethernet, a "non-
reliable” media

Summary
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Data Link Layer Slide Set2 | OQutline Slide Set 2
Our voals: * Introduction and services
* understand principles behind data link layer * LAN addresses and ARP
services: * Ethernet
* link 1 i . .
ink layer addressing * Hubs, bridges, and switches
* instantiation and implementation of various
link layer technologies
1 2
Link Layer: Introduction Slide Set2 | Link layer: context Slide Set 2

Terminology:

* hosts and routers are nodes

(“Iink“

(bridges and switches too)

* communication channels that connect
adjacent nodes along communication path
are links

¢ wired links
* wireless links

«ér r .

* Llayer 2-PDU is a frame, encapsulating a
datagram

data-link layer has responsibility of
transferring datagram from one node
to adjacent node over a link

* Datagram transferred by
different link protocols over
different links:

* e.g., Ethernet on first link,
frame relay on intermediate
links, 802.11 on last link

* Each link protocol provides
different services

* e.g., may or may not provide
reliable data transfer over link

transportation analogy

* trip from Princeton to Lausanne
* limo: Princeton to JFK
* plane: JFK to Geneva
* train: Geneva to Lausanne
* tourist = datagram
¢ transport segment =
communication link
* transportation mode = link
layer protocol
* travel agent = routing
algorithm

Link Layer Services Slide Set 2

* Framing, link access:
* encapsulate datagram into frame, adding header, trailer
* channel access if shared medium

* ‘physical addresses’ used in frame headers to identify source
and destination

* different from IP address!
* Reliable delivery between adjacent nodes
* seldom used on low bit error link (fibre, twisted pair)
* wireless links: high error rates

* Q: why both link-level and end-end reliability?

Adaptors Communicating

datagram
sending =
node ‘
frame
adapter

¢ link layer implemented in
“adaptor” (NIC)
* Ethernet card, PCMCI card,
802.11 card
* sending side:
* encapsulates datagram in a
frame

* adds error checking bits, rdt,
flow control, etc.

Slide Set 2

link layer protocol

frame —-J

adapter

receiving side
* looks for errors, rdt, flow
control, etc

* extracts datagram, passes to
receiving node

adapter is semi-
autonomous

link & physical layers
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LAN Addresses and ARP Slide Set 2

32-bit IP address: (Logical)
* network-layer address

* used to get datagram to destination IP network (recall IP
network definition)

48-bit LAN (or MAC or Physical or Ethernet) address:
* used to get datagram from one interface to another
physically-connected interface (same network)

* 48-bit MAC address (for most LANs) burned in the adapter
ROM hence cannot be changed.

LAN Addresses and ARP Slide Set 2

Each adapter on LAN has unique LAN address

LAN Address Slideset2 | Recall earlier routing discussion Slide Set 2
. . Starting at A, given |P datagram
* MAC address allocation administered by IEEE adgrgessed tg B: A2
* manufacturer buys portion of MAC address * look up net. address of B, find B on — i)
space (to assure uniqueness) samenet asA i VEZRE
* link layer send detagramto B irside 2 1&?23129
) Analogy: Ilnk_laya frame %23 1.1.3 223.1.3.27 231, 2
(a) MAC address: like NIC Number
i . 1 223.1.3.2
(b) IP address: like postal address frame source,  datagram sourcelzzs 3 @
* MAC flat address => portability d?dgss “/Stad\dr‘ess
* can move LAN card from one LAN to another [ B's MAC |A's MAC
* IP hierarchical address NOT portable addr | oddr
* depends on IP network to which node is attached datagram
frame
9 10
ARP: Address Resolution Protocol SlideSet2 |- ARP protocol Slide Set 2

* Each IP node
(host/router) on LAN
has ARP table

* ARP Table: IP/MAC
address mappings for
some LAN nodes

Question: How to determine
MAC address of B knowing B’s IP
address?

< IP address; MAC address; TTL>
* TTL (Time To Live):
time after which
address mapping
will be forgotten
(typically 20 min)

11

* A caches (saves) IP-to-MAC
address pair in its ARP table
until information becomes old
(times out)

* A wants to send datagram to
B, and A knows B’s IP address.

* Suppose B’s MAC address is
not in A’s ARP table.

* Abroadcasts ARP query
packet, containing B's IP
address

* soft state: information that
times out (goes away)
unless refreshed

* ARP is “plug-and-play™:

e all machines on LAN * nodes create their ARP

. tables without
receive ARP query intervention from net
* Breceives ARP packet, replies administrator

to A with its (B's) MAC address

* frame sent to A’s MAC address
(unicast)
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Ethernet I

“dominan*” "~ **"*
* cheap $

* first widely u

* Simpler, chei
* Kept up with speed race: 10,100,1000 Mt s

etcalfe’s Ethernet
etch

Slide Set 2
Ethernet Frame Structure

Sending adapter encapsulates IP datagram (or other
network layer protocol packet) in Ethernet frame

Preamble:

* 7 bytes with pattern 10101010 followed by one byte
with pattern 10101011

* used to synchronize receiver, sender clock rates

Slide Set 2
Ethernet Frame Structure (more)

° Addresses: 6 bytes

- if adapter receives frame with matching destination
address, or with broadcast address (e.g. ARP packet), it
passes data in frame to network layer protocol

- otherwise, adapter discards frame
* Type: indicates the higher layer protocol, mostly IP
but others may be supported such as Novell IPX and
AppleTalk)
* CRC: checked at receiver, if error is detected, the
frame is simply dropped

15

. . ] Slide Set 2
Unreliable, connectionless service

* Connectionless: No handshaking between
sending and receiving adapter.
* Unreliable: receiving adapter doesn’t send acks
or nacks to sending adapter
- stream of datagrams passed to network layer can
have gaps
- gaps will be filled if app is using TCP
- otherwise, app will see the gaps

) Slide Set 2
Manchester Encoding

Manchester Encoding

01 0|0

Eit stream

Biriary
encoding

Marchaster
encoding

* Used in 10BaseT, 100BaseT, 1000 BaseT
Each bit has a transition

Allows clocks in sending and receiving nodes to
synchronize to each other

- no need for a centralized, global clock among nodes!

This is physical-layer stuff !

17

Slide Set 2
Gigabit Ethernet o

* use standard Ethernet frame format
* allows for point-to-point links and shared broadcast channels

* in shared mode, CSMA/CD is used; short distances between
nodes to be efficient

* uses hubs, called here “Buffered Distributors”
* Full-Duplex at 1 Gbps for point-to-point links
* 10, 40, 100 Gbps now !!!
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; Slide Set 2
Interconnecting LAN segments

* Hubs
* Bridges

* Switches
- Remark: switches are essentially multi-port

] ) Slide Set 2
Interconnecting with hubs

* Backbone hub interconnects LAN segments
* Extends max distance between nodes

* But individual segment collision domains become one large
collision domain
- ifanode in CS and a node EE transmit at same time: collision

bridges * Can’t interconnect 10BaseT & 100BaseT
- What we say about bridges also holds for
switches!
19 20
Slide Set 2 Slide Set 2
Bridges Bridges: traffic isolation

* Link layer device
- stores and forwards Ethernet frames

- examines frame header and selectively forwards frame
based on MAC destination address

- when frame is to be forwarded on segment, uses CSMA/
CD to access segment

¢ transparent

- hosts are unaware of presence of bridges
* plug-and-play, self-learning

- bridges do not need to be configured

21

* Bridge installation breaks LAN into LAN segments

* bridges filter packets:

- same-LAN-segment frames not usually forwarded
onto other LAN segments

- segments become separate collision domains

22

Slide Set 2
Self learning

* Abridge has a bridge or forwarding table
* entry in bridge table:
- (Node LAN Address, Bridge Interface, Time Stamp)
- stale entries in table dropped (TTL can be 60 min)

* bridges learn which hosts can be reached through which
interfaces

- when frame received, bridge “learns” location of
sender: incoming LAN segment

- records sender/location pair in forwarding table

23

Slide Set 2
Filtering / Forwarding e

When bridge receives a frame:

index bridge table using MAC dest address
if entry found for destination
then{
if dest on segment from which frame arrived
then drop the frame
else forward the frame on interface indicated

}

else flood -
\ forward on all but the interface

on which the frame arrived

24
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. . Slide Set 2 . . Slide Set 2
Bridge Learning: example Bridge Learning: example
>| add: D reachable via port 2 |
Suppose C sends frame to D and D replies back with frame to C. ==
Q@ 99 R
e | add: C reachable via port 1 ala
g{@ ] B |1
7 G | address | port el 2
3 I K H 3
bridge 2 : Bp1 J| 3
G I E| 2 L o
|‘ H|3 ~=>ID | 2
J|3
\_,' c | 1| * D generates frame for C, sends
* Bridgereceives framefromC * bridge receives frame
~ Insert entry in bridge table that C is on interface 1 ~ Insert entry in bridge table that D is on interface 2
— because D is not in table, bridge sends frame into interfaces 2 and 3 (flooding) — bridge knows C is on interface 1, so selectively forwards frame to interface 1
* framerecaived by D
25 26
. . Slide Set 2 ) . Slide Set 2
Interconnection without backbone Backbone configuration
* Not recommended for two reasons:
- single point of failure at Computer Science hub Recommended !
- all traffic between EE and SE must pass through the
CS segment
27 28
. Slide Set 2 . Slide Set 2
Some Bridge features Bridges vs. Routers
* Both store-and-forward devices
e Isolates collision domains resultin gin hi gh er - routers: network layer devices (examine network layer headers)

total maximum throughput

* limitless number of nodes and geographical
coverage

* Can connect different Ethernet types

* Transparent (“plug-and-play”): no
configuration necessary

29

- bridges are link layer devices

* Routers maintain routing tables, implement routing
algorithms

* Bridges maintain bridge tables, implement filtering,
learning and spanning tree algorithms

30
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) Slide Set 2
Routers vs. Bridges

Bridges + and -

+ Bridge operation is simpler requiring less packet
processing

+ Bridge tables are self learning

- All traffic confined to spanning tree, even when
alternative bandwidth is available

- Bridges do not offer protection from broadcast
storms

31

. Slide Set 2
Routers vs. Bridges

Routers + and -
+ arbitrary topologies can be supported, cycling is
limited by TTL counters (and good routing protocols)
+ provide protection against broadcast storms
- require IP address configuration (not plug and play)
- require higher packet processing

* bridges do well in small (few hundred hosts) while
routers used in large networks (thousands of hosts)

32

. Slide Set 2
Ethernet Switches

* Essentially a multi-interface =
bridge S
* layer 2 (frame) forwarding, =

filtering using LAN addresses
* Switching: A-to-A’ and B-to-B Ehene BE

simultaneously, no collisions swilch
* large number of interfaces = /—\ =
* often: individual hosts, star- e
connected into switch

- Ethernet, but no collisions! P

33

] Slide Set 2
Ethernet Switches

* cut-through switching: frame forwarded from
input to output port without awaiting for
assembly of entire frame

- slight reduction in latency

* Store-N-Forward switching: frame buffered
completely and error-checked (via CRC)
before being forwarded.

34
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A typical LAN (IP network)

WA
- sarver
To extencl (e
Internat Z 100 Mbps
100 Mbps / Meil
; m Senver
™ 100 Mbps I

10Basel hub

10BaseT huo

g, 2 = &=
= '_J_c' <} - F S !

e <) ag

T oS
e i

Electrical Engineering Cempuler Science Systems Engineering

35

; Slide Set 2
Summary comparison

hubs  bridges routers switches
traffic no yes yes yes
isolation
plug & play  yes yes no yes
optimal no no yes no
routing
cut yes no no yes

through

36
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Slide Set 3

Objectives

= Identify the basic characteristics of network media used in Ethernet.
= Describe the physical and data link features of Ethernet.

= Describe the function and characteristics of the media access control
method used by Ethernet protocol.

= Explain the importance of Layer 2 addressing used for data
transmission and determine how the different types of addressing
impacts network operation and performance.

= Compare and contrast the application and benefits of using Ethernet
switches in a LAN as apposed to using hubs.

= Explain the ARP process.

Characteristics of Network Media vsed in Ethernet
= Identify several characteristics of Ethernet in its early
years.

Characteristics of Network Media vsed in Ethernet

= Describe the emergence of the LAN switch as a key
innovation for managing collisions on Ethernet-based
networks

Characteristics of Network Media vsed in Ethernet

= |dentify the characteristics of state-of-the-art Ethernet
and describe its utilization of cabling and point-to-point
topography

Physical and Data Link Features of Ethernet
= Standards and Implementation
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Physical and Data Link Features of Ethernet Physical and Data Link Features of Ethernet
= Describe how the Ethernet operates across two layers = Logic Link Control — Connecting the Upper Layers
of the OSI model

Physical and Data Link Features of Ethernet Physical and Data Link Features of Ethernet

= Media Access Control (MAC) = Physical Implementations of the Ethernet

Function and Characteristics of the Media Access Control Function and Characteristics of the Media Access Control
Method Method

* MAC in Ethernet = Carrier Sense Multiple Access with Collision Detection
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Layer 2 addressing and its Impact on Network Operation and
Performance
= The Ethernet MAC Address

Layer 2 addressing and its Impact on Network Operation and
Performance
* Hexadecimal Numbering and Addressing

Layer 2 addressing and its Impact on Network Operation and
Performance
= Another Layer of Addressing

Layer 2 addressing and its Impact on Network Operation and
Performance
= Ethernet Unicast, Multicast and Broadcast

Compare and Contrast the Use of Ethernet Switches versus
Hubs in a LAN.
= Legacy Ethernet — Using Hubs

Compare and Contrast the Use of Ethernet Switches versus
Hubs in a LAN.
= Ethernet — Using Switches
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Compare and Contrast the Use of Ethernet Switches versus

Hubs in a LAN.

= Describe how a switch can eliminate collisions,
backoffs and re-transmissions, the leading factors in
reduced throughput on a hub-based Ethernet network

Explain the Address Resolution Protocol (ARP) process.
= Mapping IP to MAC Addresses

20

Explain the Address Resolution Protocol (ARP) process.
= ARP — Destinations Outside the Local Network

21

Explain the Address Resolution Protocol (ARP) process.
* ARP — Removing Address Mappings

22

Explain the Address Resolution Protocol (ARP) process.
= ARP Broadcasts - Issues

23

Summary

24
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Slide Set 4

Objectives
= Define the role of the Internetwork Operating System
(10S)

= Use Cisco CLI commands to perform basic router
and switch configuration and verification

= Given a network addressing scheme, select, apply,
and verify appropriate addressing parameters to a
host

= Use common utilities to verify network connectivity
between hosts

= Use common utilities to establish a relative
performance baseline for the network

Role of Internetwork Operating System (10S)
= |dentify several classes of devices that have I0S
embedded

Role of Internetwork Operating System (10S)
= |dentify the relationship between 10S and config

Role of Internetwork Operating System (10S)
» Recognize that Cisco IOS is modal and describe the
implications of modes.

Role of Internetwork Operating System (10S)
= Define the different modes and identify the mode
prompts in the CLI
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Role of Internetwork Operating System (10S)
= |ldentify the basic command structure for IOS
commands

Role of Internetwork Operating System (10S)

= |Identify the types of help and feedback available while
using IOS and use these features to get help, take
shortcuts and ascertain success

Role of Internetwork Operating System (10S)
= |dentify the purpose of the show command and
several of its variations

Role of Internetwork Operating System (10S)
= Identify several of the configuration modes, their
purpose and their associated prompt

Role of Internetwork Operating System (10S)
= Use the CLI to access various 10S configuration
modes on a device

Use Cisco CLI Commands to Perform Basic Router & Switch
Configuration and Verification
= Explain the reasons for naming devices.
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Use Cisco CLI Commands to Perform Basic Router & Switch

Configuration and Verification

= Describe two common approaches to establishing
naming conventions

Use Cisco CLI Commands to Perform Basic Router & Switch

Configuration and Verification

= Describe the role of passwords in limiting access to
device configurations

Use Cisco CLI Commands to Perform Basic Router & Switch

Configuration and Verification

= Describe several ways in which access to a device
configuration can be limited

Use Cisco CLI Commands to Perform Basic Router & Switch

Configuration and Verification

= Use the CLI to set passwords and add banners to a
device

Use Cisco CLI Commands to Perform Basic Router & Switch

Configuration and Verification

= Trace the steps used to examine the startup config,
make changes to config, and replace the startup
config with the running config

Use Cisco CLI Commands to Perform Basic Router & Switch
Configuration and Verification
= Use basic 10S config commands to manage a device.
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Use Cisco CLI Commands to Perform Basic Router & Switch
Configuration and Verification
= Use a text file to backup and restore config settings

Select, Apply, and Verify Appropriate
Addressing Parameters to a Host

= Given a type of host and a master addressing scheme, trace the steps for
assigning host parameters to a host

20

Select, Apply, and Verify Appropriate
Addressing Parameters to a Host

= Trace the steps for using ipconfig/ifconfig to verify host parameter
assignments and for using ping to test assignments

21

Use Common Utilities to Verify Network

Connectivity Between Hosts
= Use the ping command in the CLI to determine if the
IP protocol is operational on a local host

22

Use Common Utilities to Verify Network

Connectivity Between Hosts
= Use the ping command to determine if the IP protocol
is properly bound to an NIC

23

Use Common Utilities to Verify Network

Connectivity Between Hosts
= Use the ping command to determine if a host can
actively communicate across the local network

24
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Use Common Utilities to Verify Network
Connectivity Between Hosts

= Use the ping command to verify that the local host can
communicate across the internetwork to a given
remote host.

25

Use Common Utilities to Verify Network

Connectivity Between Hosts
= |[dentify several conditions that might cause the test to
fail

26

Use Common Utilities to Establish a Relative Performance
Baseline for the Network

= Use the output of the ping command, saved into logs,
and repeated over time, to establish relative network
performance

27

Use Common Utilities to Establish a Relative Performance

Baseline for the Network

= Use the output of the traceroute command, saved into
logs, and repeated over time, to establish relative
network performance

Capluring Trace Route

Sample trace output
28

Use Common Utilities to Establish a Relative Performance

Baseline for the Network

* Trace the steps for verifying the physical addresses of
the hosts

29

Summary

Inthis chapter, you learned to:

+ Define the role of the Internetwork Operating System (I0S).

+ Define the purpose of a configuration file.

+ Identify several classes of devices that have the |0S embedded.

+Identify the factors contributing to the set of I0S commancs available to a device.
+|centify the 10S mocles of operation.

+ |dentify the basic 10S commands.

+ Compare and contrast the hasic show commands.

30
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Switching Concepts

Slide Set 5

Switches and Bridges

* Make decisions when frames are received

select a path or circvit to send a frame to its destination
* Layer 2 devices

increuses the number of collision domains

hosts connected to the switch are part of the sume broadcast domain
¢ Used to

increase available bandwidth

reduce network congestion
* Switch segments a LAN into microsegments

segments with only a single host

creates multiple collision-free domains

Repeaters

* Layer 1 device (physical layer
Ethernet concentrator or a multi-port repeater
No decision made at this level (7o addressing)
Takes data signal in one port
Regenerates, retimes and amplifies the data signals
Sends (Broadcasts) duta signal out all other ports

All users connected to the hub compete for the same bandwidth (shared
bandwidth)

50% — 60% bandwidth available
Increase collision domains (extends)
Increase broadcast domains (extends)
* Only 1 device can transmit at a time

Bridge

* Layer 2 device (data link layer)
+ Creates 2 network segments
2 collision domains — creates smaller collision domains
2 bandwidth domains
+ Do not restrict broadcast traffic - (forwards broadcasts)
+ Learns MAC address of all devices on each segment
Use this to build bridging table
Forwards/blocks traffic based on table
* Makes decisions based on MAC
Increase latency by 10 to 30 percent
Switching occurs using software
+ Store and forward device
* Adds 10% to 30% latency

Switch

Layer 2 device (data link layen)
Multiport bridge or switching hubs
Provides microsegmentation (point-to-point link)
It isolates traffic among segments
creates a collision free environment between the source and destination
Each segment uses CSMA/CD (allows multiple communications on different segments)
Each port has dedicated bandwidth (100% bandwidth available)
Makes decisions based on MAC addresses
Held in Content Addressable Memory
Switching occurs using hardware
Decreases collision domain
1 collision domain per segment (increases number of collision domains)
Increases broudcast domain (Extends)
Broadcasts sent out very port
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Network Performance

+ LANs are increasingly congested and overburdened
Growing population of network users
Multitasking environment

increased demand for network resources
The use of network intensive applications

e.g. WWW, multimedia, e-mail
Client/server applications

« This has resulted in
a need for more bandwidth
slower response times
longer file transfers
network users hecoming less productive

Elements of Ethernet 802.3

* Used to transport data between devices on a network
(computers, printers, and file servers)

* Multi-access broadcast technology
Shared media

* Uses CSMA/CD to allows one station transmit at a
time

* Latency as frames travel across media
- Repeaters extend distances (/ncrease latency)
* Layer 2 devices improve performance

Network Latency

> Latency, or delay, is the time ua frame or a packet takes to travel from the
source to the final destination

Latency sources:
Transmit delay and Buffering delay (NIC Delay)

The time it takes to inject the data (as pulses) on the network at the sender
and the time to buffer the data at the receiver

Transmit delay = Buffering delay = size of data/bandwidth available
Propagation delay

Signal tnll(es time to travel along the cable = Distance traveled/speed of
signa

About 0.556 microseconds per 100 m for Cat 5 UTP
Networking devices

Layer 1 no decisions less latency

Layer 2 devices make layer 2 decisions increased latency

Layer 3 devices make layer 3 decisions most latency

Ethernet X-BaseT Transmission

+ The time it takes a frame to he transmitted
Number of hits being sent *  Technology Bit time

« 10 Mbps Ethernet bit has a 100 ns transmission window (hit time
of 100 ns)

1 hyte is 8hits * 100ns = 800 ns to transmit
* 100Mbps = 10ns
1000Mbps = 1 Ghps = 1ns

Transmission Time in Microseconds

Frame Size in Bytes

52 410
1000 BOO
1518 1214

LAN Segmentation with Bridges

S Interface

MAC address
(260.8c01.1111

'
0260.8¢01.1111

0260.8¢01.3333 ED
0260.8c01.2222

ED
Q E1 0260.8c01.3333
s

'
0260.8¢01.2222

El 0260.8c01.4444
0260.8c01.4444

Operation of a bridge is transparent to other network devices
Bridge increases latency by 10% to 30%

Due to decision making process
Bridge is a store-and-forward device

Examine the destination address field

Calculate the cyclic redundancy check (CRC)

Forward the frame
Bridge can temporarily store the frame if a port is busy
Forward broadcasts

LAN Segmentation with Switches

Segment LAN into microsegments
Decreases collision domains size

Extends broadcast domain

Virtual network circuit is
established within the switch and
exists only when the nodes need
to communicate
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How do Switches and Bridges Filter Frames

+ Bridges are capable of filtering frames based on any Layer 2 fields
+ Bridge can be programmed to reject/not forward
All frames sourced from a particular network
Based on upper network layer protocols
filters out unnecessary broadcast and multicast packets

Ignoring a frame is called filtering.

Copying the frame is called forwarding.

Symmetric and Asymmetric Switching

+ based on the way bandwidth is allocated to the switch ports
+ Symmetric switch

switched connections between ports with the same bandwidth (all 10Mbps
or all 100Mbps)

+ Asymmetric switch
switched connections between ports of unlike bandwidth
combination of 10 and 100 Mbps ports

Enables more handwidth to be dedicated to the server switch port in order
to prevent a hottleneck

Memory buffering is required (keeps the frames contiguous hetween
different data rate ports)

Symmetric Switching Asymmetric Switching

100 Mbps —E

10 Mbps

o g
£

Switching Methods

1. Store and Forward

Entire frame is received hefore any forwarding

Increases latency

Filters can be applied to destination and source addresses

Frame can be checked for errors and hence discarded if corrupted
2. Cut-Through

At least the frame destination address must be read before the frame can be
forwarded

Decreases latency (Buffer time at switch decreases proportionally)
No error detection

Types of Cut-Through Switching

1. Fast-forward

Lowest level of latency

Immediately forwards packet after reading destination address

No error checking

Destination network adapter will discard the faulty packet upon receipt
2. Fragment-free

Filter out collision fragments hefore forwarding begins

Reads first 64 bits to identify if a collision occurred

Frame Transmission Modes

7 bytes 1byte 6 bytes 6 bytes 2 bytes max 1500 bytes 4 bytes

Preamble |SFD Diest. Sourca | Length Data FCS
Address | Address

Fast-forward
Lowest latency Low latency

No error checking Checks for collisions
Default Filters most errors

Fragment-frea Store-and-forward
Highest latency

All errors filtered
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Switches and Broadcast Domains

Unicast

=
Eroadcast

r
Multicast

-

—=

one transmitter tries to
reach one receiver

one transmitter

tries to reach only a subset
or a group

of the entire segment.

one transmitter
tries to reach all receivers
in the network

» When a device wants to send out a Layer 2 broadcast

Destination MAC address in the frame is set to all ones
FF:FF:FF:FF:FF:FF in hexadecimal
MAC broadcast domain
When a switch receives a broadcast
it forwards it to each port on the switch except the incoming port

Each attached device must process the broadcast frame

Broadcasts reduce available handwidth

20
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Switch Configuration

Slide Set 6

Switch

- Switches are dedicated, specialized
computers

Central processing unit (CPU)
Random access memory (RAM)
Operating system
* Switch ports for
Connecting hosts (for inter-host communication)

Management (console port for configuration)

Switch LED Indicators

+ If Mode is STAT (default mode)

off No link

Solid green  Link operational

Flashing green  Port sending/ receiving
Green/Amber Fault on link

Solid Amber Port disabled or Port blocked by STP
* If mode is UTL

OffReduction by half total b/w

Green All Green — using50% bandwidth

* If mode is FDUP

OffHalf-duplex mode

Green Full-duplex mode

*+ If mode is 100

Off Operating at 10Mbps

Green Operating at 100Mps

Verifying Switch LEDs

° POST
runs automatically
verify that the switch functions correctly

* The System LED indicates success/failure of POST
System LED off and switch is plugged in, POST running
System LED green, POST was successful
System LED amber, POST failed (fatal error)

* The Port Status LEDs changes during switch POST

Port Status LEDs amber (30 secs) switch discovers network topology and
searches for loops

Port Status LEDs green, Link established between port and PC
Port Status LEDs off, nothing is plugged into the port

To Configure a Switch

Device with Console

R.J-45-t0-R.J-45
Rollover Cable

RJ-45-10-DB-9 Adapter
labeled TERMINAL

Set hyperterminal link with Com port Settings

9600bps

8 data bits Switch can be configured
No parity Manually or

1 stop bit y

Hardware flow control System Configuration Dialog

To Configure a Switch

* By default

Data is in running configuration file

Hostname is Switch

No passwords set on the console or vty lines

Switch ports or interfaces are set to auto mode

No IP Address
Switch may be given an IP address for management purposes
This is configured on the virtual interface, VLAN 1

All switch ports are in VLAN 1
default management VLAN
No VLAN database or configuration file

10S image is in flash directory by default

One broadcast domain

Spanning-Tree Protocol is enabled and allows the bridge to construct a

loop-free topology across an extended LAN .
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Obtaining help

* Command Syntax help
? List all possible commands

Command ? List of sub commands for
command

Switch Command Modes

+ User Executive Mode * Privileged Exec Mode

Default mode Should be password

Prompt > protected

Case sensitive
Commands at this level

Does not appear on

change terminal screen

settings
. Prompt #
perform basic tests
i commands
display system i
information All allowed in user
exec mode

Show commands )
configure command
to access other

modes

>enable change into Privileged
Exec Mode

Switch Configuration

* Switch>enable

* Switch#delete flash:vlan.dat deetes vian information

* Switch#erase startup-config erase configuration files

* Switch#reload reioad switch

° SWItCh#Conflg terminal enter configuration mode

* Switch(config)#hostname newName configure hostname

Switch Configuration

* To configure a console password
Switch(config)#line con 0
Switch(config-line)#password <password>

Switch(config-line)#login

* To configure a telnet password
Switch(config)#line vty 0 4
Switch(config-line)#password<password>
Switch(config-line)#login

Switch Configuration

* To make switch accessible by Telnet and
other TCP/IP applications set

IP addresses and a default gateway
* By default, VLAN 1 is management VLAN

* Configuration needed

To access, configure, and manage all
internetworking devices

Switch(config)#interface VLAN1
Switch(config-if)#ip address <add> <sub-mask>
Switch(config-if)#exit

Switch(config)#ip default-gateway <next hop>

Switch Configuration

* Once a switch is configured with an IP
address and gateway, it can be accessed
through the web browser

* This allows you to verify configuration
settings
* To do this HTTP service must be turned on
Switch(config)#ip http server

Enables a http server

Switch(config)#ip http port 80
Port 80 is the default port for http
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Managing the MAC Address Table

* MAC Address

Dynamically learned

Held in CAM — MAC address table

Switches examines the source address

Record or tag mac address

MAC Address discarded after 300 seconds of no taging
* To see the MAC Address table

show mac-address—table
* To remove all entries from MAC Address table

Clear mac-address-table

Configuring Static MAC Address

° Why assign a static mac address
MAC address will not be aged out automatically by the switch

A specific server or user workstation must be attached to the port
and the MAC address is known

Security is enhanced
* Configuration
Switch(config)#mac-address-table static <mac>
* To remove a static mac address

Switch(config)#no mac-address-table static <mac>

Configuring Port Security

* Access layer switch ports are a potential entry point to
the network by unauthorized users.

* Port security limits the number of addresses that can be
learned on an interface

» Set port security on a switch interface
Can be limited to 1
Switch(config)#interface fa0/2
Switch(config-if)#port security max-mac-count <number>

» switch#show port security

What to Configure when Adding a New Switch

* Switch name

* IP Address form management purposes
* Default gateway

* Passwords for console, aux, vty

* Security

* Access switch ports

Moving a MAC Address

Add the address to a new port
* Configure port security on new switch
* Remove old port configurations

* Administrator should

document and maintain the operational configuration files for
networking devices (back up on a server or disk)

Backup 10S to a local server

Password Recovery

* Enter the setup program
Deleting the switch configuration file
Rebooting the switch
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Virtual LAN

Slide Set 7

Overview

¢ Define VLANs

¢ List the benefits of VLANs

* Explain how VLANs are used to create broadcast domains

¢ Explain how routers are used for communication between VLANs
¢ List the common VLAN types

¢ Define ISL and 802.1Q

¢ Explain the concept of geographic VLANs

¢ Configure static VLANs on 29xx series Catalyst switches

¢ Verify and save VLAN configurations

¢ Delete VLANSs from a switch configuration

VLAN introduction

* VLANSs provide segmentation based on broadcast domains.

* VLANSs logically segment switched networks based on the functions, project
teams, or applications of the organization regardless of the physical
location or connections to the network.

¢ All workstations and servers used by a particular workgroup share the same
VLAN, regardless of the physical connection or location.

VLAN introduction

¢ VLANS are created to provide segmentation services traditionally
provided by physical routers in LAN configurations.

¢ VLANSs address scalability, security, and network management. Routers in
VLAN topologies provide broadcast filtering, security, and traffic flow
management.

* Switches may not bridge any traffic between VLANS, as this would violate
the integrity of the VLAN broadcast domain.

¢ Traffic should only be routed between VLANSs.

. Broadcast domains with VLANs and
routers

* A VLAN is a broadcast domain created by one or more switches.
* The network design above creates three separate broadcast domains.

Broadcast domains with VLANs and
routers

10.1.0.0/16
10.2.0.0/16
1) Without
VLANs
10.3.0.0/16

One link per VLAN or a single VLAN

* 1) Without VLANS, each group isona Trunk (later) 10.1.0.0116

different IP network and on a different

switch. 2) With
* 2) Using VLANSs. Switch is configured with VLANs

the ports on the appropriate VLAN. Still,

each group on a different IP network; 102.0.0116
however, They are all on the same switch.

* What are the broadcast domains in
each? 10.3.0.0/16
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VLAN operation

Configuring VLANs Description

Statically Network administrators configure port-by-port.
Each Port is associated with a specific VLAN.
The network administrator is responsible for keying in
the mappings between the ports and VLANs.
Dynamically The ports are able to dynamically work out their VLAN

configuration.

Uses a software database of MAC address to VLAN
mappings (which the network administrator must set up
first).

¢ Each switch port can be assigned to a different VLAN.
¢ Ports assigned to the same VLAN share broadcasts.
¢ Ports that do not belong to that VLAN do not share these broadcasts.

VLAN operation

¢ Static membership VLANSs are called port-based and port-centric
membership VLANs.

* As a device enters the network, it automatically assumes the VLAN
membership of the port to which it is attached.

¢ "The default VLAN for every port in the switch is the management VLAN. The
management VLAN is always VLAN 1 and may not be deleted.”

— This statement does not give the whole story. We will examine
Management, Default and other VLANSs at the end.
e All other ports on the switch may be reassigned to alternate VLANSs.
¢ More on VLAN 1 later.

VLAN

256.955.90610 172.30.2.12
VLANT 255.255.255.0
VLAN 2
. 172.30.2.10 172.30.1.23
255.255.255.0 255.255.255.0
©| [99opoo | [oo VLAN 2 VLAN 1
12 3|4 5 6 . Port
|_1| j_1|2 21.VLAN Two VLANs

¢ Two Subnets

Important notes on VLANSs:

1. VLANSs are assigned on the switch port. There is no “VLAN” assignment done on the
host (usually).

2. Inorder for a host to be a part of that VLAN, it must be assigned an IP address that
belongs to the proper subnet.
Remember: VLAN = Subnet

3. Assigning a host to the correct VLAN is a 2-step process:
1. Connect the host to the correct port on the switch.
2. Assign to the host the correct IP address depending on the VLAN memebership

VLAN operation

¢ Dynamic membership VLANSs are created through network management
software. (Not as common as static VLANs)

¢ CiscoWorks 2000 or CiscoWorks for Switched Internetworks is used to
create Dynamic VLANSs.

¢ Dynamic VLANs allow for membership based on the MAC address of the
device connected to the switch port.

¢ As a device enters the network, it queries a database within the switch for a
VLAN membership.

Benefits of VLANs

All users attached to the same switch port must be in the same VLAN.

If a hub is connected to VLAN port on a
switch, all devices on that hub must
belong to the same VLAN.

¢ The key benefit of VLANs is that they permit the network administrator to
organize the LAN logically instead of physically.
¢ This means that an administrator is able to do all of the following:
— Easily move workstations on the LAN.
— Easily add workstations to the LAN.
— Easily change the LAN configuration.
— Easily control network traffic.
— Improve security.

11

Without VLANs — No Broadcast Control

ARP Request

255.395.258.0 17230212
. ) . 255.255.255.0
172.30.2.10 172.30.1.23
255.255.255.0 255.255.255.0
No VLANs

* Same as a single VLAN
* Two Subnets

* Without VLANS, the ARP Request would be seen by all hosts.
* Again, consuming unnecessary network bandwidth and host processing cycles.
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With VLANs — Broadcast Control

Switch Port: VLAN ID
ARP Request

266 385 2550 17230212
VIANT 255.255.255.0
VLAN 2

|
o] (000000 [00]

172.30.2.10 172.30.1.23 e}
255.255.255.0 255.255.255.0
VLAN 2 VLAN 1 123456 .Port
121221.VLAN
Two VLANs

¢ Two Subnets

13

VLAN Types

14

VLAN Tagging

VLAN Tagging is used when a link needs to carry traffic for more than one
VLAN

— Trunk link: As packets are received by the switch from any attached end-
station device, a unique packet identifier is added within each header.

This header information designates the VLAN membership of each packet.

The packet is then forwarded to the appropriate switches or routers based on the
VLAN identifier and MAC address.

Upon reaching the destination node (Switch) the VLAN ID is removed from the
packet by the adjacent switch and forwarded to the attached device.

Packet tagging provides a mechanism for controlling the flow of broadcasts and
applications while not interfering with the network and applications.

This is known as a trunk link or VLAN trunking.

15

VLAN Tagging

No VLAN Tagging
VLAN Tagging
|

e VLAN Tagging is used when a single link needs to carry
traffic for more than one VLAN.

16

VLAN Tagging

¢ There are two major methods of frame tagging, Cisco proprietary Inter-
Switch Link (ISL) and IEEE 802.1Q.

¢ ISL used to be the most common, but is now being replaced by 802.1Q frame
tagging.

¢ Cisco recommends using 802.1Q.

* VLAN Tagging and Trunking will be discussed in the next slide set 8.

17

Two Types of VLANs

* End-to-End or Campus-wide VLANs
* Geographic or Local VLANs

18
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End-to-End or Campus-wide VLANs

19

Geographic or Local VLANs

20

End-to-End or Campus-wide VLANs

* End-to-End or Campus-wide VLANs
— Same VLAN/Subnet no matter what the location is on the network
— Trunking at the Core
— Usually not recommended by Cisco or other Vendors
— Adds complexity to network administration
— Does not resolve Layer 2 Spanning Tree issues

21

End-to-End or Campus-wide VLANs

When to use End-to-End?
° Since the core layer router is being used to route between subnets (VLANS), the rule
is:
— The network is engineered to have 80 percent of the traffic contained within a
VLAN.

— The remainin‘% 20 percent crosses the router to the enterprise servers and to the
Internet and WAN.

— Note: This is known as the 80/20 rule. With today’s traffic patterns, this rule is
becoming obsolete.

22

Geographic or Local VLANs

° As many corporate networks have moved to centralize their resources, end-
to-end VLANSs have become more difficult to maintain.

* Users are required to use many different resources, many of which are no
longer in their VLAN.

* Because of this shift in placement and usage of resources, VLANs are now
more frequently being created around geographic boundaries rather than
commonality boundaries.

23

Geographic or Local VLANs

¢ This geographic location can be as large as an entire building or as small
as a single switch inside a wiring closet.

¢ In a VLAN structure, it is typical to find the new 20/80 rule in effect. 80
percent of the traffic is remote to the user and 20 percent of the traffic is
local to the user.

¢ Although this topology means that the user must cross a Layer 3 device in
order to reach 80 percent of the resources, this design allows the network to
provide for a deterministic, consistent method of accessing resources.

24
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Configuring static VLANs

* The following guidelines must be followed when configuring VLANSs on
Cisco 29xx switches:

— The maximum number of VLANs is switch dependent.
* 29xx switches commonly allow 4,095 VLANs

— VLAN 1 is one of the factory-default VLANS.

— VLAN 1 is the default Ethernet VLAN.

— Cisco Discovery Protocol (CDP) and VLAN Trunking Protocol (VTP)
advertisements are sent on VLAN 1.

— The Catalyst 29xx IP address is in the VLAN 1 broadcast domain by
default.

— "The switch must be in VTP server mode to create, add, or delete VLANs."”
(This is not true. Switch could be in VTP Transparent mode. VTP will
be discussed in a moment.)

25

Creating VLANSs

Assigning access ports (non-trunk ports) to a specific VLAN
Switch(config)#interface fastethernet 0/9
Switch(config-if)#switchport access vlan vlan_number

Create the VLAN: Switch#vlan database

Switch(vlan)#vlan vlan_number
Switch(vlan)#exit

26

Creating VLANSs

%/_4;\,_}

Default vian  Default
vian 1 10 vian 1

* Assign ports to the VLAN
Switch(config)#interface fastethernet 0/9
Switch(config-if)#switchport access vlan 10

* access - Denotes this port as an access port and not a trunk link (later)

27

Creating VLANSs

H_J|H_/

Default vian  Default
vian 1 300 vian 1

28

Configuring Ranges of VLANs

-

vlan 2

SydneySwitch(config)#interface fastethernet 0/5
SydneySwitch(config-if)#switchport access vlan 2
SydneySwitch(config-if)#exit

SydneySwitch(config)#interface fastethernet 0/6
SydneySwitch(config-if)#switchport access vlan 2
SydneySwitch(config-if)#exit

SydneySwitch(config)#interface fastethernet 0/7
SydneySwitch(config-if)#switchport access vlan 2

29

Configuring Ranges of VLANs

H_J

vian 3

SydneySwitch(config)#interface range fastethernet 0/8,
fastethernet 0/12

SydneySwitch(config-if)#switchport access vlan 3
SydneySwitch(config-if)#exit

This command does not work on all 2900 switches, such as the 2900 Series
XL. It does work on the 2950.

30
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Creating VLANSs

%/_/|\w_/

Default vilan  Default
vian 1 300 vian 1

SydneySwitch(config)#interface fastethernet 0/1
SydneySwitch(config-if)#switchport mode access
SydneySwitch(config-if)#exit

Note: The switchport mode access command should be configured on all
ports that the network administrator does not want to become a trunk port.

31

Creating VLANSs

Y.

Default: dynamic desirable This link will become a trunking link unless one of the ports is

configured with as an access link, l.e. switchport mode access

* By default, all ports are configured as switchport mode dynamic
desirable, which means that if the port is connected to another switch with an port
configured with the same default mode (or desirable or auto), this link will become a
trunking link. (See my article on DTP on my web site for more information.)

¢  When the switchport access vlan command is used, the switchport mode
access command is not necessary since the switchport access vlan
command configures the interface as an “access” port (non-trunk port).

32

Verifying VLANs — show vian

i

vian 1
default

vilan 2 vlan 3

-hiéshow vlan

33

Verifying VLANs — show vlan brief

i

vian 1
default

vian 2 vilan 3

iLché#show vlan brief

34

vlan database commands

¢ Optional Command to add, delete, or modify VLANSs.

¢ VLAN names, numbers, and VTP (VLAN Trunking Protocol) information can
be entered which “may” affect other switches besides this one. (Discussed
in Slide Set 8).

¢ This does not assign any VLANs to an interface.

Switch#vlan database

Switch(vlan)#?

VLAN database editing buffer manipulation commands:
abort Exit mode without applying the changes
apply Apply current changes and bump revision number
exit Apply changes, bump revision number, and exit mode
no Negate a command or set its defaults
reset Abandon current changes and reread current database
show  Show database information
vlan Add, delete, or modify values associated with a single VLAN
vtp Perform VTP administrative functions.

35

g) #interface fastathernat 0/9
£) iswitchport access vlan 300
faxit

Switch(config-if)#no switchport access vlan vlan_number

Deleting a VLAN
¢ Switch#vlan database
Switch(vlan)#No vlan vlan_number
Switch(vlan)#exit

36
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VLAN Trunking Protocol

Slide Set 8

Objectives

* Trunking
* VTP
* Inter-VLAN routing

History of Trunking

Trunking Concepts

Frame Filtering

Frame Tagging
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Inter-Switch Link Protocol

VLANSs and Trunking

Frame Tagging and Encapsulation
Methods

Identification Tagging (insertion

Method Encapsulation into frame)

VTP Benefits

= VLAN configuration consistency across the network
= VLANSs are trunked over mixed media. For example, an Ethernet VLAN is mapped to

802.1Q No Yes Ethernet .
= = S high-speed ATM LANE or FDDI VLAN
IsL B8 2 Ethernst = Accurate tracking and monitoring of VLANs
802.10 No No FDDI « Dynamic reporting of added VLANSs across the network
LANE No No ATM * "Plug-and-play" configuration when adding new VLANs
9 10
VTP Concepts VTP Modes

The role of VTP is to maintain VLAN
configuration consistency across a common
network administration domain.

* Server
* Client

* Transparent
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VTP Mode Comparison

Client

Transparent

Source VTP Messages
Listen to VTP Messages
| Create VLANs
Remember VLANs

No
Yes*®

Yes®

*Locally Significant only

VTP Operation

VTP Implementation

° There are two types of VTP advertisements:
Requests from clients that want information at bootup
Responses from servers

* There are three types of VTP messages:
Advertisement requests

Summary advertisements

Subset advertisements

VTP Basic Configuration Steps

Determine the version number
Choose the domain
Choose the VTP mode

Password protect the domain

O bd =

Inter-VLAN Routing

Inter-VLAN Issues and Solutions

Two of the most common issues that arise in a multiple-
VLAN environment are as follows:

The need for end-user devices to reach non-local
hosts

The need for hosts on different VLANs to
communicate
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Router on a Stick

Physical and Logical Interfaces

20

Dividing Physical Interfaces into Subinterfaces

21

Configuring Inter-VLAN Routing

jdney (config) 4interface FastEthernet 0/0.1

rdney (config-subif) #description Management VLAN1
Sydney (config-subif) 4encapsulation 802.1q 1
Sydney (config-subif) #ip address 192.168.1.1
255.255.255.0

ciydneyi{config) #interface FastEthernet 0/0.2
Sydney (config-subif) #description Accounting VLAN 20
Sydney (config-subif) #encapsulation 802.1q 20
Sydney (config-subif) #ip address 192.168.2.1
255.255.255.0

Sydney (config) 4interface FastEthernet 0/0.3

ney (cenfig-subif) #deseription Sales VLAN 30
rdney (config-subif) #encapsulation B02.1qg 30
Sydney (config-subif)4#ip address 192.168.3.1
255.255.255.0

22




Master Page 45 of 108

Spanning Tree Protocol

Slide Set 8.5

Overview

* Define redundancy and its importance in networking
* Describe the key elements of a redundant networking topology
* Define broadcast storms and describe their impact on switched networks

* Define multiple frame transmissions and describe their impact on switched
networks

* Identify causes and results of MAC address database instability

* |dentify the benefits and risks of a redundant topology

* Describe the role of spanning tree in a redundant-path switched network
* Identify the key elements of spanning tree operation

* Describe the process for root bridge election

* List the spanning-tree states in order

* Compare Spanning-Tree Protocol and Rapid Spanning-Tree Protocol

Redundancy

Theore 5 one car, wark? There  can | deiver 1o work?

* Achieving such a goal requires extremely reliable networks.

* Reliability in networks is achieved by reliable equipment and by designing
networks that are tolerant to failures and faults.

* The network is designed to reconverge rapidly so that the fault is bypassed.
* Fault tolerance is achieved by redundancy.
* Redundancy means to be in excess or exceeding what is usual and natural.

Redundant topologies

N TN

)
Town Conter } Town Center

‘ S Vam
Suburt b
Suburb
At A g
One Bridge Redundant Bridges

* A network of roads is a global example of a redundant
topology.
* If one road is closed for repair there is likely an alternate

route to the destination .

Types of Traffic

I
3
| 1

[ Duta |
i
Host ¥ [Fost x| Data

Unknown Unicast

[Hast ¥]¥ost ] Ot |
Hest ¥ A

* Known Unicast: Destination addresses are in Switch Tables

* Unknown Unicast: Destination addresses are not in Switch Tables

* Multicast: Traffic sent to a group of addresses

* Broadcast: Traffic forwarded out all interfaces except incoming interface.

Types of traffic (Layer 2 perspective)

Redundant switched topologies

SarverHost X
Router ¥

Segment 1

Switch A Swiich B

Segment 2

* Switches learn the MAC addresses of devices on their ports so that data can
be properly forwarded to the destination.

* Switches will flood frames for unknown destinations until they learn the MAC
addresses of the devices.

* Broadcasts and multicasts are also flooded. (Unless switch is doing Multicast
Snooping or IGMP)

* A redundant switched topology may (STP disabled) cause broadcast storms,
multiple frame copies, and MAC address table instability problems.

6
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Broadcast Storm

A state in which a message that has been
broadcast across a networkresults in even
more responses, and each response results in
still more responses in a snowball effect.
www.webopedia.com

Broadcasts and multicasts can cause problems in a switched network.

If Host X sends a broadcast, like an ARP request for the Layer 2 address of
the router, then Switch A will forward the broadcast out all ports.

Switch B, being on the same segment, also forwards all broadcasts.

Switch B sees all the broadcasts that Switch A forwarded and Switch A sees
all the broadcasts that Switch B forwarded.

Switch A sees the broadcasts and forwards them.

Switch B sees the broadcasts and forwards them.

The switches continue to propagate broadcast traffic over and over.
This is called a broadcast storm.

Multiple frame transmissions

ServerHost X - Router ¥ ﬁL
Segment 1
=n ! =)
Switch A Switch B
Segmemt 2

* In a redundant switched network it is possible for an end device to receive
multiple frames.

* Assume that the MAC address of Router Y has been timed out by both
switches.

* Also assume that Host X still has the MAC address of Router Y in its ARP
cache and sends a unicast frame to Router Y.

Multiple frame transmissions

SarveriHos! X

Router ¥ ﬁi_

Segment 1

}
Switch A Switch B

Soegment 2

(Some changes to curriculum)

The router receives the frame because it is on the same segment as Host X.

Switch A does not have the MAC address of the Router Y and will therefore flood the
frame out its ports. (Segment 2)

Switch B also does not know which port Router Y is on.

Note: Switch B will forward the the unicast onto Segment 2, creating multiple frames on
that segment.

After Switch B receives the frame from Switch A , it then floods the frame it received
causing Router Y to receive multiple copies of the same frame.

This is a causes of unnecessary processing in all devices.

Media access control database instability

Serves/Host X al
Router ¥ o
Segrment 1
| pon0
Switch A Swilch B

Segment 2
* In a redundant switched network it is possible for switches to learn the wrong
information.

* A switch can incorrectly learn that a MAC address is on one port, when it is
actually on a different port.

¢ Host X sends a frame directed to Router Y.
¢ Switches A and B learn the MAC address of Host X on port 0.
* The frame to Router Y is flooded on port 1 of both switches.

* Switches A and B see this information on port 1 and incorrectly learn the MAC
address of Host X on port 1.

10

Layer 2 Loops - Flooded unicast frames

Host - A

Where’s
Host B?
FLOOD

AL

"

And the floods continue

Uh oh. ﬂiﬂ
1/2 1/2
AN L /

Removed from the network
; Host-BK

"

Redundant Paths and No Spanning Tree

Another problem, incorrect MAC Address
Tables 10BaseT Ports (12) 100BaseT Ports

Catalyst 1500

S g NToe alw

Hub 00-90-27-76-96-93

10BaseT Ports (12)

1 Zatalyst 15600

Larry H H

100BaseT Ports

ol SR

Host Baran

00-90-27-76-5D-FE
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Redundant Paths and No Spanning Tree

Host Kahn sends an Ethernet frame to Host Baran. Both Switch Moe and Switch Larry
see the frame and record Host Kahn’s Mac Address in their switching tables.

100BaseT Ports

Catalyst 1900

10BaseT Ports (12)

Hub 00-90-27-76-96-93

10BaseT Ports (12)

1 Jatalyst 15000

""""" ve

100BaseT Ports

00-90-27-76-5D-FE 13

Redundant Paths and No Spanning Tree

Both Switch Moe and Switch Larry see the frame and record Host Kahn’s Mac Address
in their switching tables.

SAT (Source Address Table)

1 Port 1: 00-90-27-76-96-93
10BaseT Ports (12)

Canalyst 1900

gt S e

Jatalyst 1900

1 2 100BaseT Ports
== Host Baran |SAT (Source Address Table)
Port 1: 00-90-27-76-96-93 14

00-90-27-76-5D-FE

Redundant Paths and No Spanning Tree

Both Switches do not have the destination MAC address in their table so they both
flood it out all ports. Host Baran receives the frame.)

SAT (Source Address Table)

1 Port 1: 00-90-27-76-96-93
10BaseT Ports (12)

Catalyst 1900

Hub 00-90-27-76-96-93

10BaseT Ports (12) | A

1 “atalyst 1900

100BaseT Ports

SAT (Source Address Table)
Port 1: 00-90-27-76-96-93

00-90-27-76-5D-FE

Redundant Paths and No Spanning Tree

Switch Moe now learns, incorrectly, that the Source Address 00-90-27-
76-96-93 is on Port A.

SAT (Source Address Table)

1 10BaseT Ports (12)

Hub 00-90-27-76-96-93

10BaseT Ports (12) | A

Jatalyst 1900

E 100BaseT Ports

Host Baran SAT (Source Address Table)

Port 1: 00-90-27-76-96-93 ‘ 16
00-90-27-76-5D-FE

Redundant Paths and No Spanning Tree

Switch Larry also learns, incorrectly, that the Source Address 00-90-27-76-96-93 is on
Port A. SAT (Source Address Table)

1 10BaseT Ports (12)

dbdbdid

Hub 00-90-27-76-96-93

10BaseT Ports (12) | A

1 “atalyst 1900

ptrecreee oy
1 2 E 100BaseT Ports

% Host Baran SAT (Source Address Table)

: 17
00-90-27-76-5D-FE Port A: 00-90-27-76-96-93

Redundant Paths and No Spanning Tree

Now, when Host Baran sends a frame to Host Kahn, it will be sent the longer way,
through Switch Larry’s port A.

SAT (Source Address Table)
Port A: 00-90-27-76-96-93

1 10BaseT Ports (12)

Catalyst 1900

100BaseT Ports

Host Baran SAT (Source Address Table)
Port A: 00-90-27-76-96-93 18

00-90-27-76-5D-FE
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Redundant Paths and No Spanning Tree

* Then, the same confusion happens, but this time with
Host Baran.

* Okay, maybe not the end of the world.

* Frames will just take a longer path and you may also see
other “unexpected results.”

* But what about broadcast frames, like ARP Requests?

Broadcasts and No Spanning Tree

Lets, leave the switching tables alone and just look at what happens with the frames.
Host Kahn sends out a layer 2 broadcast frame, like an ARP Request.

1 10BaseT Ports (12)

Canalyst 1900

TP HH

Jatalyst 1900

"""""" .

100BaseT Ports

Host Baran "

00-90-27-76-5D-FE

Broadcasts and No Spanning Tree

Because it is a layer 2 broadcast frame, both switches, Moe and Larry, flood the frame
out all ports, including their port A’s.

1 10BaseT Ports (12)

Catalyst 1900

Hub 00-90-27-

-96-93

10BaseT Ports (12)

1 “atalyst 1900

"""" .

100BaseT Ports

21

Broadcasts and No Spanning Tree

Both switches receive the same broadcast, but on a different port. Doing what switches
do, both switches flood the duplicate broadcast frame out their other ports.

1 10BaseT Ports (12)

Catalyst 1900

el ee e e Moe H H

Duplicate frame

|

Jatalyst 1900

"""""" .

100BaseT Ports

Host Baran
= 22
00-90-27-76-5D-FE

Broadcasts and No Spanning Tree

Here we go again, with the switches flooding the same broadcast again out its other
ports. This results in duplicate frames, known as a broadcast storm!

1 10BaseT Ports (12)

Catalyst 1900

S EEEvice ol

A

Duplicate frame

aaaaaa . Host Kahn

Hub 00-90-27-76-96-93

Duplicate frame

10BaseT Ports (12)
1 atalyst 1900

100BaseT Ports
Host Baran

23
00-90-27-76-5D-FE

Broadcasts and No Spanning Tree

Remember, that layer 2 broadcasts not only take up network bandwidth, but must be
processed by each host. This can severely impact a network, to the point of making it
unusable.

1 10BaseT Ports (12)

Catalyst 1900

...... "

a

Jatalyst 1900

Larry H H

100BaseT Ports

Host Baran
24
00-90-27-76-5D-FE
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Redundant topology and spanning tree

Server Farm Server Farm

wiring closet

Unlike IP, in the Layer 2 header there is no Time
To Live (TTL).

The solution is to allow physical loops, but create
a loop free logical topology.

The loop free logical topology created is called a
tree.

This topology is a star or extended star logical
topology, the spanning tree of the network.

Redundant topology and spanning tree

Server Farm

¢ ltis a spanning tree because all devices in the network are reachable or
spanned.

¢ The algorithm used to create this loop free logical topology is the spanning-
tree algorithm.

* This algorithm can take a relatively long time to converge.

* A new algorithm called the rapid spanning-tree algorithm is being introduced
to reduce the time for a network to compute a loop free logical topology. (later)

26
Spanning-Tree Protocol (STP) Spanning-Tree Protocol (STP)
Roet Bridge
Interconnections Com=18 5 2 Comt=10
econid Fiition == m.m/ \cw:n
o Designatedfort Designiledon
2 ook Cost= 13
I Root Peet Root Por
Cost(Revised IEEE  Cost (Previous IEEE
. Link Speed
Radia Perlman, st e Se) o | ooeniron o osri, X7 G
i 1 1 Gbps. e ] Com=19
networkmg hero! 100 Mbga 1o {10 We will see how this works
10 Mops | 100 1% in a moment.
* Ethernet bridges and switches can implement the IEEE 802.1D Spanning-Tree * Shortest path is based on cumulative link costs.
Protocol and use the spanning-tree algorithm to construct a loop free shortest path * Link costs are based on the speed of the link.
network. } ) ) ) ) * The Spanning-Tree Protocol establishes a root node, called the root bridge.

* Radia Perlman “is the inventor of the spanning tree algorithm used by bridges « ThesS ina-T Protocol tructs a topol that h th f
(switches), and the mechanisms that make link state routing protocols such as IS-IS € spanning-iree Frotocol constructs a topology that has one path Tor
(which she designed) and OSPF (which adopted many of the ideas) stable and efficient. reaching every network node.

Her thesis on sabotage-proof networks is well-known in the security community.” * The resulting tree originates from the root bridge.
* Redundant links that are not part of the shortest path tree are blocked.
27 28
. Spanning-Tree Protocol o
Spanning-Tree Protocol (STP) (SpTP) 9 s 5}‘ -
Cost=0 Cost=0
BPDU Roet Bridge Designatedfort Designated®ort
H Cost = 19 1 5 12 Cost = 18 Cost= 13
Root BID 4—— Whao is the root bridge? nmm/ \cM:n Root Pet Reot Port
Root Path Cost | €——  How far away is the root bridge? TR Sbneams . DaSwedpor  Nonesgnaiespont X176
Sender BID 4—— What is the BID of the bridge that hals Comt = 19
sent this BPOUT Frook Pert Reoot Port
e == Whatpoton e sendg Hidge s BPDUs contain enough information so that all switches can do the following:
H i DasignatadPar Kon-DesignatedPort | x

Cost= 18

* Itis because certain paths are blocked that a loop free topology is possible.
* Data frames received on blocked links are dropped.

* The Spanning-Tree Protocol requires network devices to exchange messages
to detect bridging loops.

* Links that will cause a loop are put into a blocking state.
* topology, is called a Bridge Protocol Data Unit (BPDU).
* BPDUs continue to be received on blocked ports.
e This ensures that if an active path or device fails, a new spanning tree can be
calculated.
29

¢ Select a single switch that will act as the root of the spanning tree
¢ Calculate the shortest path from itself to the root switch

¢ Designate one of the switches as the closest one to the root, for each
LAN segment. This bridge is called the “designated switch”.

— The designated switch handles all communication from that LAN towards
the root bridge.

* Choose one of its ports as its root port, for each non-root switch.
— This is the interface that gives the best path to the root switch.

¢ Select ports that are part of the spanning tree, the designated ports. Non-
designated ports are blocked.

30
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Let’s see how this is done!

Some of this is extra information or information
explained that is not explained fully in the curriculum.

31

Two Key Concepts: BID and Path Cost

Rost Bridge

Cost= 18 " @ 2 Cost=19

Cost=0

DesignatesPort

Rt Pest

Cost=0
Designited®ort
Cost=19

Rool Por

STP executes an algorithm called Spanning Tree Algorithm (STA).

STA chooses a reference point, called a root bridge, and then determines the
available paths to that reference point.

— If more than two paths exists, STA picks the best path and blocks the rest
STP calculations make extensive use of two key concepts in creating a loop-
free topology:

— Bridge ID

— Path Cost

32

Rick Graziani graziani@cabrillo.edu

Bridge ID (BID)

BID - 8 Bytes
Bridge
Priority LSS
2 Bytes 6 Bytes

Range: 0-65,535
Default: 32,768

* Bridge ID (BID) is used to identify each bridge/switch.

* The BID is used in determining the center of the network, in respect to STP,
known as the root bridge.
* Consists of two components:
— A 2-byte Bridge Priority: Cisco switch defaults to 32,768 or 0x8000.
— A 6-byte MAC address

From Backplane / Supervisor

33

Bridge ID (BID)

BID - 8 Bytes
Bridge
Priority LSS
2 Bytes 6 Bytes

Range: 0-65,535
Default: 32,768
* Bridge Priority is usually expressed in decimal format and the MAC
address in the BID is usually expressed in hexadecimal format.
* BID is used to elect a root bridge (coming)
* Lowest Bridge ID is the root.

* If all devices have the same priority, the bridge with the lowest MAC address
becomes the root bridge. (Yikes!)

From Backplane / Supervisor

34

Path Cost
10 Gbps. 2 1
1 Gbps 4 —||
100 Mbps 19 10
10 Mbps 100 100

* Bridges use the concept of cost to evaluate how close they are to other
bridges.

* This will be used in the STP development of a loop-free topology .

* Originally, 802.1d defined cost as 1000/bandwidth of the link in Mbps.
— Cost of 10Mbps link = 100 or 1000/10
— Cost of 100Mbps link = 10 or 1000/100
— Cost of 1Gbps link = 1 or 1000/1000

* Running out of room for faster switches including 10 Gbps Ethernet.

35

Path Cost
Cost(Revised IEEE Cost (Previous IEEE
Link Speed Spec) Spec)
10 Gbps 2 1
1 Gbps 4 1
100 Mbps 19 10
10 Mbps 100 100

* |EEE modified the most to use a non-linear scale with the new values of:
— 4 Mbps 250 (cost)
— 10 Mbps 100 (cost)
— 16 Mbps 62 (cost)
— 45Mbps 39 (cost)
— 100 Mbps 19 (cost)
— 155 Mbps 14 (cost)
— 622 Mbps 6 (cost)
— 1 Gbps (cost)
- 10Gbps 2 (cost)

N

36
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Path Cost
8ID 5 Bytes
e MAC
2 Byes o byes

Range: 0-65,535
Default: 32.768

From Backplane [ Supervisor

Cost(Revised IEEE

Spec)
10 Gbps 2 1
1 Gbps I i
100 Mbps | 19 10
10 Mbpe [100 100

* You can modify the path cost by modifying the cost of a port.
— Exercise caution when you do this!

* BID and Path Cost are used to develop a loop-free topology .

e Coming very soon!

* But first the Four-Step STP Decision Sequence

37

Four-Step STP Decision Sequence

* When creating a loop-free topology, STP always
uses the same four-step decision sequence:

Four-Step decision Sequence

Step 1 - Lowest BID

Step 2 - Lowest Path Cost to Root Bridge
Step 3 - Lowest Sender BID

Step 4 - Lowest Port ID

* Bridges use Configuration BPDUs during this four-
step process.

— There is another type of BPDU known as Topology
Change Notification (TCN) BPDU.

38

Four-Step STP Decision Sequence

BPDU key concepts:
* Bridges save a copy of only the best BPDU seen on every port.

*  When making this evaluation, it considers all of the BPDUs received on
the port, as well as the BPDU that would be sent on that port.

* As every BPDU arrives, it is checked against this four-step sequence to
see if it is more attractive (lower in value) than the existing BPDU saved
for that port.

*  Only the lowest value BPDU is saved.

* Bridges send configuration BPDUs until a more attractive BPDU is
received.

* Okay, lets see how this is used...

39

Four-Step STP Decision Sequence

BPDU key concepts:
* Bridges save a copy of only the best BPDU seen on every port.

* When making this evaluation, it considers all of the BPDUs received on
the port, as well as the BPDU that would be sent on that port.

* As every BPDU arrives, it is checked against this four-step sequence to
see if it is more attractive (lower in value) than the existing BPDU saved
for that port.

* Only the lowest value BPDU is saved.

* Bridges send configuration BPDUs until a more attractive BPDU is
received.

* Okay, lets see how this is used...

40

Three Steps of Initial STP Convergence

* The STP algorithm uses three simple steps to converge on a loop-free
topology.

* Switches go through three steps for their initial convergence:

STP Convergence
Step 1 Elect one Root Bridge
Step 2 Elect Root Ports
Step 3 Elect Designated Ports

* All STP decisions are based on a the following predetermined sequence:
Four-Step decision Sequence
Step 1 - Lowest BID
Step 2 - Lowest Path Cost to Root Bridge
Step 3 - Lowest Sender BID
Step 4 - Lowest Port ID

41

Three Steps of Initial STP Convergence

STP Convergence

Step 1 Elect one Root Bridge

Step 2 Elect Root Ports
Step 3 Elect Designated Ports

42
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Step 1 Elect one Root Bridge
Root
Bridge

Cost=19 11 ﬁ 12 Cost=19

1M 1M
112 112
Cost=19 43

Step 1 Elect one ?;,D?ZB,AA—AA—AA—AA—AA—AA
Root Bridge | am the root! ‘-_'—r_—’_»"'
All hail me! Wm f

" 11

=

| 112 1f2|

BID = BID =
32,768.BB-BB-BB-BB-BB-BB 32,768.CC-CC-CC-CC-CC-CC

*  When the network first starts, all bridges are announcing a chaotic mix of
BPDUs.

* All bridges immediately begin applying the four-step sequence decision
process.

* Switches need to elect a single Root Bridge.
* Switch with the lowest BID wins!

Note: Many texts refer to the term “highest priority” which is the “lowest” BID
value.

* This is known as the “Root War.”

44

Step 1 Elect one Root Bridge

Cat-A has the lowest Bridge MAC Address, so it wins the Root War!

BID =
32,768 AA-AA-AA-AA-AA-AA

| am the root!
All hail me!

1M 1M
| 112 112 |
BID = BID =
32,768 BB-BB-BB-BB-BB-BB 32,768.CC-CC-CC-CC-CC-CC

All 3 switches have the same default Bridge Priority value of 32,768
45

Step 1 Elect one Root Bridge

BPDU Its all done with BPDUs!
802.3 Header

Destination: 01:80:C2:00:00:00 Mcast 802.1d Bridge group

Source: 00:D0:CO:F5:18:D1

LLC Length: 38
802.2 Logical Link Control (LLC) Header

Dest. SAP: 0x42 802.1 Bridge Spanning Tree
Source SAP: 0x42 802.1 Bridge Spanning Tree
Command: 0x03 Unnumbered Information =E—— Wha is the root bridge’?

802.1 - Bridge Spanning Tree
Protocol lIdentifier: 0
Protocol Version ID: 0

~— How far away i the root bridge?

Message Type: 0 Configuration Message ~&— What is the BID of the bridge that
Flags: %00000000 sont this BPOUT
Root Priority/ID: 0x8000/ 00:D0:CO:F5:18:C0O

— What port on the sending bridge
Cost OF Path To Root: 0x00000000 (0) did ths BPDU come from?

Bridge Priority/ID: 0x8000/ 00:D0:CO:F5:18:CO

Port Priority/In: 0x80/ 0x1D
Message Age: 0/256_seconds (exactly 0 seconds)
Maximum Age: 5120/256 seconds (exactly 20 seconds)
Hello Time: 512/256 seconds (exactly 2 seconds)
Forward Delay: 3840/256 seconds (exactly 15 seconds)

Configuration BPDUs are sent every 2 seconds by
default. 4

Step 1 Elect one Root Bridge
BID =
32,768.AA-AA-AA-AA-AA-AA
I am the root!
1M 192

1” 11

= - 4

112 12 |

BID= BID =
32,768 BB-BB-BB-BB-BB-BB 32,768.CC-CC-CC-CC-CC-CC

* At the beginning, all bridges assume they are the center of the universe and
declare themselves as the Root Bridge, by placing its own BID in the Root BID
field of the BPDU.

* Once all of the switches see that Cat-A has the lowest BID, they are all in
agreement that Cat-A is the Root Bridge.
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Three Steps of Initial STP Convergence

STP Convergence

Step 1 Elect one Root Bridge
Step 2 Elect Root Ports

Step 3 Elect Designated Ports

48
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Step 2 Elect Root Ports

Costeto " —a Costeto
e
Cat-A

Cost=19

* Now that the Root War has been won, switches move on to selecting Root
Ports.

* A bridge’s Root Port is the port closest to the Root Bridge.

° Bridges use the cost to determine closeness.

* Every non-Root Bridge will select one Root Port!

* Specifically, bridges track the Root Path Cost, the cumulative cost of all

links to the Root Bridge.
49

Root
Bridge

Cost=19 11 ﬁ 12 Cost=19

Our Sample Topology

7 n

112 12

Cost=19

50

Root
Bridge

Cost=19 1M 12 Cost=19
Step 2 Elect ﬁi
Root Ports
Cost=0 Cost=0
BPDU BPDU
" Cost=0+19=19 Cost=0+19=19 "
12 112
Step 1 Cost=19

* Cat-A sends out BPDUSs, containing a Root Path Cost of 0.

* Cat-B receives these BPDUs and adds the Path Cost of Port 1/1 to the Root
Path Cost contained in the BPDU.

Step 2

* Cat-B adds Root Path Cost 0 PLUS its Port 1/1 cost of 19 = 19
51

Root
Bridge
Cost=19 1 12 Cost=19

Step 2 Elect

Root Ports
Cost=0 Cost=0
BPDU BPDU
" Cost=19 Cost=19 n

=

12 BPDU BPDU 12
BPDU | Cost=19 Cost=19 I ] BPDU
Cost=38 (19=19) Cost=38 (19=19)

Cost=19

Step 3

¢ Cat-B uses this value of 19 internally and sends BPDUs with a Root Path Cost
of 19 out Port 1/2.

Step 4

* Cat-C receives the BPDU from Cat-B, and increased the Root Path Cost to 38

(19+19). (Same with Cat-C sending to Cat-B.) o

Root
Step 2

Cost=19 11 12 Cost=19
Elect Root — ﬁ
BPDU BPDU
Ports

BPDU BPDU
Cost=19 Cost=19
n Root

—_—
Root Port E ﬁ Port

112 12
BPDU I

| | BPDU
Cost=38 (19=19) Cost=38 (19=19)
Step 5

* Cat-B calculates that it can reach the Root Bridge at a cost of 19 via Port 1/1 as
opposed to a cost of 38 via Port 1/2.

* Port 1/1 becomes the Root Port for Cat-B, the port closest to the Root Bridge.

¢ Cat-C goes through a similar calculation. Note: Both Cat-B:1/2 and Cat-C:1/2
save the best BPDU of 19 (its own).

Cost=19
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Three Steps of Initial STP Convergence

STP Convergence

Step 1 Elect one Root Bridge
Step 2 Elect Root Ports

Step 3 Elect Designated Ports
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{ “Rool ]
RootPath Cost=0 _Bridge ' Root Path Cost=0

Costmis " " Cosmts
Segment 1 E Segment 2

Step 3 Elect
Designated Ports

Root Path Cost= 18 oot Path Cost= 19

o E Root Port Root PuﬂE i: "

" "
Root Path Cost= 19
Segment 3
Costeth
* The loop prevention part of STP becomes evident during this step, electing designated
ports.
¢ A Designated Port functions as the single bridge port that both sends and
receives traffic to and from that segment and the Root Bridge.
* [Each segment in a bridged network has one Designated Port, chosen based on
cumulative Root Path Cost to the Root Bridge.
* The switch containing the Designated Port is referred to as the Designated Bridge for
that segment.
¢ To locate Designated Ports, lets take a look at each segment.

* Root Path Cost, the cumulative cost of all links to the Root Bridge.

55

Root
Root Path Cost = 0 Bridge Root Path Cost = 0

Cost=19

Cost=19 n 112
Segment 1 ﬁ
Step 3 Elect

Designated Ports

Segment 2

Root Path Cost =19 Root Path Cost =19

Root Port — | 1

S

112 12
Root Path Cost = 19

M ___ Root Port

Root Path Cost = 19

Segment 3

Cost=19

* Segment 1: Cat-A:1/1 has a Root Path Cost = 0 (after all it has the Root Bridge) and
Cat-B:1/1 has a Root Path Cost = 19.
* Segment 2: Cat-A:1/2 has a Root Path Cost = 0 (after all it has the Root Bridge) and
Cat-C:1/1 has a Root Path Cost = 19.
* Segment 3: Cat-B:1/2 has a Root Path Cost = 19 and Cat-C:1/2 has a Root Path
Cost=19. It's atie!
56

Root
Root Path Cost = 0 Bridge Root Path Cost = 0
Cost=19 11 12 Cost=19
Segment 1 /ﬁ \ Segment 2

Designated Port Designated Port

Step 3 Elect
Designated Ports

Root Path Cost = 19
n

Root Path Cost = 19

n

«—— Root Port Root Port —

Root
Root Path Cost = 0 Bridge Root Path Cost = 0
Cost=19 11 12 Cost=19
Segment 1 /ﬁ \ Segment 2

Designated Port Designated Port

Root Path Cost = 19 Root Path Cost =19

11 ___ Root Port Root Port "

1/2 1/2 1/2 1/2
Root Path Cost=19 Root Path Cost =19 Root Path Cost =19 Root Path Cost=19
Segment 3 Segment 3
Cost=19 Cost=19
Segment 1 Segment 3
* Because Cat-A:1/1 has the lower Root Path Cost it becomes the Designate * Both Cat-B and Cat-C have a Root Path Cost of 19, a tie!
Port for Segment 1. *  When faced with a tie (or any other determination) STP always uses the four-step
Segment 2 decision process:
* Because Cat-A:1/2 has the lower Root Path Cost it becomes the Designate 1. Lowest Root BID; 2. Lowest Path Cost to Root Bridge;
Port for Segment 2. . 3. Lowest Sender BID; 4. Lowest Port ID "
Root Path Cost = 0 Bridge Root Path Cost = 0 .
Costs o Goseto Stages of spanning-tree port states
Segment 1 /ﬁ \ Segment 2

Designated Port Designated Port

Root Path Cost = 19 Root Path Cost =19

n

n | Root Port Root Port

112N  32,768.8B-BB-BB-BB-BB-BB 12
Root Path Cost = 19 Root Path Cost =19

Designated Port Segment3 Non-Designated Port

Cost=19
Segment 3 (continued)
* 1) All three switches agree that Cat-A is the Root Bridge, so this is a tie.
* 2) Root Path Cost for both is 19, also a tie.

¢ 3) The sender’s BID is lower on Cat-B, than Cat-C, so Cat-B:1/2 becomes the
Designated Port for Segment 3.

* Cat-C:1/2 therefore becomes the non-Designated Port for Segment 3.

Blocking
Listaning
(forwaed deday = 15 sec) | W::rm Link comes up
Ris aroot
port or &
Leaming designaled port)
(forward detay = 15 sec)

!

¢ Time is required for (BPDU) protocol information to propagate throughout a
switched network.

¢ Topology changes in one part of a network are not instantly known in other
parts of the network.

* There is propagation delay.
¢ A switch should not change a port state from inactive (Blocking) to active
(Forwarding) immediately, as this may cause data loops.

¢ Each port on a switch that is using the Spanning-Tree Protocol has one of five
states, 60
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State Purpose Root Bridge

Forwarding Sending / recetving user data

Leaming Building bridging table
) Designated Ports & Root Ports

Forwarding

Root Bridge
STP POrt States Segment 1 | Forwarding 11151.@ Forwarding | Segment 2
Deslonated Designated
Fort
= |
Ploss of BPOU detected] Forwarding Forwarding
mas age » 20 wect Fort

Listening Building "active” lopalogy

Non-Designated Ports

n

oo

N

&

z Bk
Laterg
== T %
- s amat

: 1] s
Blocking Receives BPDUs only PR part) |
112 orend delay = 15 sec) ||"vs-1-—|
Designated [ Fuw;.ming] Pon Blacking
sabled Forwarding o _
5 T (o] 7r o
Segment 3 . .
¢ Inthe blocking state, ports can only receive BPDUs.
— Data frames are discarded and no addresses can be learned.
— It may take up to 20 seconds to change from this state.
¢ Ports go from the blocked state to the listening state.
— Switch determines if there are any other paths to the root bridge.
— The path that is not the least cost path to the root bridge goes back to the
blocked state.
— The listening period is called the forward delay and lasts for 15 seconds.
— In the listening state, user data is not being forwarded and MAC addresses are not
being learned.
— BPDUs are still processed.
61 62
Root Bridge
STP Port States segment {[reeanat L= e 1] Fomrarasegmen 2 STP Timers
Designated Deslmaned
Port
| oo Forwarding
m
= == e
Listening
12 (forward delay = 15 sec) o ket
Deaigrated ||, Itis a root
[ Farwarsing | e Port = . Blocking wllnrr:m]

¢ Ports transition from the listening to the learning state.

— In this state user data is not forwarded, but MAC addresses are learned from
any traffic that is seen.

— The learning state lasts for 15 seconds and is also called the forward delay.
— BPDUs are still processed.
* A port goes from the learning state to the forwarding state.
— In this state user data is forwarded and MAC addresses continue to be learned.
— BPDUs are still processed.

Some details have been left out, such as timers, STP FSM, etc.
The time values given for each state are the default values.

These values have been calculated on an assumption that there will be a
maximum of seven switches in any branch of the spanning tree from the root
bridge.

63 64
Root Bridge Root Bridge
Segment 1 | Forwarding 1]1@112 Farwarding Segment 2 Segment 1 | Forwarding 1,‘1@1,‘2 Forwarding Segment 2
Designated Designated Designated Designated
Port Port Port Port
Aot Forwaraing] Root Foo W eonvarding |
Port Port Port
il 1M nm 1M

e 4

Not seeing HPPU from Cat-B
Ages out BPDU and goes into Listening mode
Hub L™ |

Segment 3

112 X _Eails
Designated

o)) o

e Cat-B:1/2 fails.

* Cat-C has no immediate notification because it’s still receiving a link from the
hub.

* Cat-C notices it is not receiving BPDUs from Cat-B.

* 20 seconds (max age) after the failure, Cat-C ages out the BPDU that lists
Cat-B as having the DP for segment 3.

* This causes Cat-C:1/2 to transition into the Listing state (15 seconds) in
an effort to become the DP.

65

)

1/2 K _Eails ﬁlwz
Designated
Port Forwarding Mode
Hub L
Segment 3

Because Cat-C:1/2 now offers the most attractive access from the Root Bridge

to this link, it eventually transitions to Learning State (15 seconds), then
all the way into Forwarding mode.

In practice this will take 50 seconds (20 max age + 15 Listening + 15
Learning) for Cat-C:1/2 to take over after the failure of Cat-B:1/2.

66
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Port Cost/Port ID

o2 Blocking ’
[ ATII

Forwarding

Assume path cost and port priorities are
default (32). Port ID used in this case. Port 0/1
would forward because it's the lower than Port
0/2.

If the path cost and bridge IDs are equal (as in the case of parallel links), the

Port Cost/Port ID

[ BID=327¢8,BBBB.BBEB.BBBB

Blocked Port (B) H2
Cost =19 (100Mbps)

Designated Port (F)

11 Root Port (F)
Cost=100 (10Mbps)

112 [ Designated Port (F) |

Root Bridge

Designated Port (F)  |1/11

Cast =100 (10Mbps)
Root Port (F) 1/1

| BID=32768,AAAA AAAA AAAA |

[ Designated Port (F) ]
Cost =19 (100Mbps)
Blocked Port (B)

switch goes to the port priority as a tiebreaker.
* Lowest port priority wins (all ports set to 32).
* You can set the priority from 0 — 63.

¢ If all ports have the same priority, the port with the lowest port number forwards
frames.

67

[BID=32788,CCCC.CCCC.CCCC |

* If all ports have the same priority, the port with the lowest port number
forwards frames.

68

STP Convergence Recap

* Recall that switches go through three steps for their initial
convergence:

STP Convergence
Step 1 Elect one Root Bridge
Step 2 Elect Root Ports
Step 3 Elect Designated Ports

* Also, all STP decisions are based on a the following predetermined
sequence:

Four-Step decision Sequence

Step 1 - Lowest BID

Step 2 - Lowest Path Cost to Root Bridge
Step 3 - Lowest Sender BID

Step 4 - Lowest Port ID

69

Rapid Spanning Tree Protocol (RSTP)

Switch 2
Root Bridge
Port 0
Designated Port (F)
100BASE -T
Root Port (F)
Root Port (F)
Port 0 Port 0
Switch X .
Designated Bridge Switch Y
Port 1 Port 1
Designated Port (F)
Alternate Port (DIS)
100BASE -T

70

Rapid Spanning Tree Protocol (RSTP)

Switch Z
Root Bridge
Por 0
Designated Port (F)

100BASE -T
Root Pert (F)
Root Port (F)
Por 0 Porl 0
Swilch X
Designated Bridge Swilch Y
Port 1 Port 1
Designated Port (F)
Altemate Port (DIS)
100BASE -T

* The Rapid Spanning-Tree Protocol is defined in the IEEE 802.1w LAN
standard. The standard and protocol introduce the following:

— Clarification of port states and roles
— Definition of a set of link types that can go to forwarding state rapidly

— Concept of allowing switches, in a converged network, to generate their
own BPDUs rather than relaying root bridge BPDUs

* The “blocked” state of a port has been renamed as the “discarding” state.

71

RSTP Link Types

Switch Z
Root Bridge
Por 0
Designated Port (F)

100BASE -T
Root Pert (F)
Root Port (F)
Por 0 Porl 0
Swilch X
Designated Bridge Swilch Y
Port 1 Port 1
Designated Port (F)
Altemate Port (DIS)
100BASE -T

* Link types nave peen aerninea as point-to-point, eage-type, and shared.
* These changes allow failure of links in switched network to be learned rapidly.

* Point-to-point links and edge-type links can go to the forwarding state
immediately.

* Network convergence does not need to be any longer than 15 seconds with
these changes.

* The Rapid Spanning-Tree Protocol, IEEE 802.1w, will eventually replace the
Spanning-Tree Protocol, IEEE 802.1D
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RSTP Port States RSTP Port Roles

- Switch Z
Roat Bridge
Por 0
Designated Port (F)

100BASE -T
Roat Port (F)
Root Pord (F)
Port 0 Port0
Switeh X — =
STP (802.1D)  RSTP (802.1w)  Is Port Includedin Ts Port Learning Mac Bomnatoanige P P svirv
Port State Port State Active Topology? Addresses? Port 1 Fort 1
" " " Designated Port (F)
Dizabled Dizcarding Mo Mo Atermate Port (DIS)
Blocking Discarding No No 100BASE -T
Listening Dizcarding Mo Mo
Learmqg Learnmg Mo Tes ¢ The role is now a variable assigned to a given port.
Forwarding Forwarding Tes Tes ¢ The root port and designated port roles remain.

¢ The blocking port role is now split into the backup and alternate port roles.

¢ The Spanning Tree Algorithm (STA) determines the role of a port based on Bridge
Protocol Data Units (BPDUs).

* To keep things simple, the thing to remember about a BPDU is that there is always a
way of comparing any two of them and deciding whether one is more useful than the

other.
¢ This is based on the value stored in the BPDU and occasionally on the port on which
73 they are received. 74

Rapid Spanning Tree Protocol (RSTP) Cisco’s Port Fast and RSTP’s Edge Fast

Evolution of STP

_Cisco's Implementation i Sﬂ;ﬁgﬁmﬁﬁocel Process IEEE Standard ) * A common problem is with DHCP and STP Port States.
e M i * The workstation will power up and start looking for a DHCP servers before its
2 Mo Spomi Trea ST [sr] port has transitioned to Forwarding State.
1 [mw | [Rz] [mee]  t { * The workstation will not be able to get a valid IP address, and may default to
Y T Pl an IP address such as 169.x.x.x.
* fackhosetes T ST (e et * Spanning-tree PortFast causes a port to enter the spanning-tree forwarding

251
= Backbone Fast Engine iCisco
Hackbann Fas)

state immediately, bypassing the listening and learning states.

= @ @) ' ' * You can use PortFast on switch ports connected to a single workstation or
I | [ server to allow those devices to connect to the network immediately, instead of

| [rawz] [ran3] waiting for the port to transition from the listening and learning states to the
forwarding state.
O st Ler | WST (buple Spanming Tree: * Caution PortFast should be used only when connecting a single end station to
D G ey [rant] [mas] [ s s a switch port.
' ] . ) . i — If you enable PortFast on a port connected to another networking device,
* RSTP adds features to the standard similar to vendor proprietary features such as a switch, you can create network loops.

including Cisco’s Port Fast, Uplink Fast and Backbone Fast.

e Cisco recommends that administrators upgrade to the IEEE 802.1w standard
when possible.

75 76
Algorithm by Radia Periman

| think | shall never see First the root must be elected.

A graph more lovely than a tree. By ID is is elected.

A tree whose crucial property Least-cost paths from root are traced.

Is loop-free connectivity In the tree, these paths are placed.

A tree that must be sure to span A mesh is made by folks like me,

So packets can reach every LAN. Then bridges find a spanning tree.

77
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Error Control: Detection and Correction

Slide Set 9

Error Detection

EDC = Error Detection and Correction bits (redundancy)
D = Data protected by error checking, may include header fields

* Error detection not 100% reliable!
* protocol may miss some errors, but rarely
* larger EDC field yields better detection and correction

Single Bit Parity Checking (Detect Only)

Even Parity Scheme:
Parity bit chosen so that total
number of 1s including the parity

This is an example of odd parity: blt iS EVEN.
The parity bit is chosen (0) in
such a way that the total number
of 1s is odd (9) .
0dd Parity Scheme:

Parity bit chosen so that total

IMPORTANT number of 1s including the parity
A single bit parity bit is ODD.
check will only be

able to detect 1 or
and odd number of
bits in error.

It is highly efficient since a single
parity bit is needed for any length
of data bits (Message M).

2-D Bit Parity Checking (Detect & Correct)

In this technique, the data bits are
rearranged in an nxm matrix. Ideally a
square matrix for higher efficiency. The
parity bit is chosen for each row and
column in the matrix. An additional
parity bits can be used for checking the
parity bits themselves but this is

IRIPBRTANT

A 2-D bit parity check will only be
able to detect 1 or and odd number
of bits in error in either a column
or a row but can also correct single
bit errors if they occur in different
rows and columns.

This is an example of even parity:
The parity bits are chosen in such
a way that the total number of 1s
is either a column or row is even

Cyclic Redundancy Check (Detect Only)

* view Message bits, M, as a binary number
* choose r+1 bit pattern divisor (generator), G
* goal: choose r CRC bits, R, such that

* <M,R> exactly divisible by G (modulo 2)

* receiver knows G, divides <M,R> by G. If non-zero
remainder occurs: error detected!

Example of CRC in an Ethernet frame

CRC appends redundant bits to the frame trailer
called Frame Check Sequence (FCS)

The FCS bits are used at Receiver for error detection

In a given frame containing a total of n bits, we define:
k = the number of original data bits (Message M)

(n - k) = the number of added bits as the FCS field or Code Bits (CB)
So, the total frame length is k + (n - k) = n bits or Code Word (CW)

M (k) CB (n-k)
CW(n) 1010001101 ‘ 01110 ‘
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n

| )1

1101

Modulo-2 Arithmetic

CRC Error Detection Process

Given k-bit data (M), the Sender generates an (n - k)-bit FCS field
(CB) such that the total n-bit frame (CW) is exactly divisible by a
predefined (n-k+1) bit divisor (G) (i.e. gives a zero remainder

In general, the received frame (CW') may or may not be identical to
the sent frame (CW).

Let the received frame be (CW’)
Only in error-free transmissions that we have CW’ = CW

Receiver divides (CW’) by the same known divisor (G) and checks if there is
any remainder, if division yields a remainder then the frame is erroneous

If the division yields zero remainder then the frame is error-free unless many
erroneous bits in CW’ resulted in a new exact division by G.

This is extremely unlikely but possible, causing an undetected error!

Example — Modulo-2 Arithmetic Method

Given

0 M=1010001101

0 G=110101 (i.e. xs+x4+x2+1)
Find the FCS field
Solution:

0  First we note that:
The size of the data block M is k = 10 bits
The size of G is (n - k + 1) = 6 bits
O Hence the FCSlengthisn-k=5
O  Total size of the CW is n = 15 bits

At the Sender (source) side

Example — Modulo-2 Arithmetic Method

Solution (continued):
Q Multiply 20-k x M
20x1010001101=101000110100000

This is a simple shift to the left by five positions and
inserting (n-k) zeroes.

0 Divide 2-0 x M / G (see next slide for details)
101000110100000+110101yields:
O QuotientQ=1101010110
0 Remainder R=01110
0 So,FCS=R=01110: Append it to M to get the full
frame CW to be transmitted
0 CW=101000110101110

| N
M FCS

11

Example — Modulo-2 Arith. Method

1loildi1o110<0
6G>110101 /101000J1107100000«2"*y
Do not enter 110101 i E i i i
leading zeros i i i i ‘:
115 0 P R SR e i
Lriodol it
110101044 |
#ofbits=#0.fpi.tsir'lG, 111110 E
= result of division is 1 110101 ‘E p
101100
e R e
# of bits < # of bits in G, 110010
= result of division is 0, and use next digit 11010714

Checks you should do (exercise): i(_) j EE Ol «— R=FCS=CB

- Verify correct operation, i.e. that 20YM = G*Q + R
- Verify that the obtained CW(101000110101110) divides G (110101) exactly
(i.e. with zero remainder)
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Example - Modulo-2 Arith. M d

F B
10110

110011/1110001100

110011414
101111, ,;
110011

111000
110011+

T 101100.

110011,
111110!
110011"

iIc = 11010

Ccv r: 111

Hamming Code (Detect & Correct)

Hamming Code is an error control technique where the redundant
bits (CB) are spread at strategic position within the message bits
(M).

* The position of these redundant bits are always at position 2*n
(where n =0,1,2,3,...) i.e. position 1,2,4,8,...

* The number of redundant bits needed depends on the number of
bits in the message (M).

* It is usually expressed as a function H(CW,M) e.g H(11,7) i.e. 7
message bits and 4 Code Bits (CB) yielding an 11-bit Codeword
(cw)

Hamming Code: Code Bits Generation

At the SENDER:
Suppose M = 101000001 (9 bits)

13 1211109 8 7 6 5 4 3 1
IHOI\dwhm\MOW\lﬂM

We reserve 4 boxes: 1,2,4 and 8 for the code bits, and insert the message bits
in the remaining boxes. There are 13 boxes in all that will represent the 13 bits
in the codeword.

* To obtain the values of the code bits (the 4 boxes with mterrogatlon marks), we
perform a modulo-2 addition of all the box positions containing a '1' bit.

* In modulo-2 addition, we count the number of '1's in each column respectively.

If the number of '1's is even, the addition yield 0 else if the number of '1's is odd,

the addition yields 1.

15

Hamming Code: Code Bits Generation

Modulo-2 addition yields:

13: 1101
11: 1011
3 : 0011

0101 = Code Bits

These become the code bits and are substituted back in the interrogation mark
boxes. The transmitted codeword therefore becomes:

13 12 11
101

\_II—‘

98765432
[ofo[of[d[ 1] 101

\0\"
\0\

Hamming Code: Error Checking

At the RECEIVER:

13 12 11 1098 76 54 3 2
1\0\1\0\0M>d0\01\10H

A modulo-2 addition is performed on the received codeword with all the
box positions containing a '1":

13: 1101
11: 1011
4: 0100
3: 0011
1: 0001

VOO  Since addition is 0, it implies that no errors have taken
- place.

17

Hamming Code: Error Correction

Assume that at the RECEIVER, bit number 11 is in error:

13 12 11 1098 76 54321
1] [o] [o] [ol[o][0]ofofof 1101

A modulo-2 addition is performed on the received codeword with all the
box positions containing a '1":

13: 1101
4: 0100
3: 0011
1: 0001

1011 Since addition is NOT 0, it implies that a error has taken
place. The bit position in error is given by the result of the
addition i.e. 1011 = 11t bit. So to correct, we simply invert the
bit value
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Hamming Code

* It is always assumed that the code bits are not
corrupted during transmission.

* Hamming code can only detect and correct 1 bit in
error in the message M.

* The efficiency of Hamming Code increases as the
number of bits in the message becomes larger.

Summary

* Single parity bit checking can only detect 1 or an odd
number of bits in error in the message M. It has the highest
efficiency as it needs only one code bit irrespective of the
length of the message M.

* 2-Dimensional parity bit checking can detect and correct 1
or more errors as long as 1 or an odd number of bits in error
occur in different rows and/or columns.

* CRC can only detect any number of bits in error in the
message M. The number of code bits needed is always one bit
less than the divisor irrespective of the length of the message
M.

* Hamming code can detect and correct a single bit in error in
the message M. The number of code bits needed increases
with the the length of the message M.

20
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Wireless LANs

Slide Set 10

Slide Set 10

Characteristics of wireless LANs

Advantages

Flexibility and Mobility: very flexible within the reception area

Planning: Ad-Aoc networks without previous planning possible

Design: (almost) no wiring difficulties (e.g. historic buildings, harzardous media, firewalls)
Robustness: more robust against disasters like, e.g., earthquake, fire or flood...

Cost: Adding additional users to a wireless network will not increase the cost. Cheap Hardware.

Disadvantages

Throughput: typically lower speed compared to wired networks but increasing everyday.
Proprietary solutions: many proprietary solutions, especially for higher bit-rates, standards take
their time (e.g. IEEE 802.11). Now, 802.11n is a popular solution.

Legal Restrictions: Have to conform to many national restrictions if working with wireless.
Safety and Security: Precautions have to be taken to prevent safety hazards and interference.

@entiuliw and integrity must be enforced.
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Wireless LAN (WLAN) Access Point

Large Wired Ethernet LAN
Access
Ethernet Switch Point
e
| > R ———
e N Radio
Transmission
B Laptop
Router| ™ Communication Mobile
Client
Server Access point bridges wireless
stations to resources on wired
LAN—servers and routers for
(\f Internet access

\ Qnter et
==t

Slide Set 10

L/

2.
Electromagnetic
Interference
EMI) from 1
her stations,

Attenuation: signal gets
weaker with distance

Blocking

Direct Signal Object

Shadow
Zone
(Dead Spot)

L/
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Laptop

4. Multipath
Interference

Reflected Signal

Direct and reflected signals may cancel out

Wireless Propagation Problems

® Some problems are Frequency-Dependent
Higher-frequency signals attenuate faster
® Absorbed more rapidly by moisture in the air
Higher-frequency signals blocked more by obstacles

® At lower frequencies, signal refract (bend) around
obstacles like an ocean wave hitting a buoy

® At higher frequencies, signals do not refract; leave a
\ complete shadow behind obstacles

Slide Set 10

/

5

Channel Bandwidth

® Channel Bandwidth

An 88.0 MHz to 88.2 MHz channel (FM radio) has a
bandwidth of 0.2 MHz (200 kHz)

Higher-speed signals need wider bandwidths

Amplitude 88.0 MHz 88.2 MHz
Frequency
\ Bandwidth = 0.2 MHz = 200 kHz /
Slide Set 10 6
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Transmission Speed

® Shannon Capacity Theorem

C=B Log;, (1+S/N)

® C = Maximum possible transmission

speed in the channel (bps)

® B = Bandwidth (Hz) (Like thickness of a hose)

® S/N = Signal-to-Noise power
Note that doubling the bandwidth (B) doubles the maximum possible
transmission speed

More generally, increasing the bandwidth by X increases the
maximum possible speed by X

Increasing S/N helps slightly but usually cannot be done to any
significant extent

o /
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The Golden Zone

® The Golden Zone

Most organizational radio technologies operate in the “golden zone”
High megahertz to low gigahertz range
At higher frequencies, there is more available bandwidth

At lower frequencies, signals propagate better.

Frequencies should be high enough for there to be large total

bandwidth
Frequencies should be low enough to allow fairly good propagation
characteristics.
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Typical 802.11 Wireless LAN
Operation with Access Points

1
Ethernet ‘ 802.3 Frame ‘ 802.11 Frame ‘

'/ UTP T T Radio
Fram
v

Ny
‘ Access Transmission
Point A Laptop

z

Access point bridges the
networks (translates between
Server the 802.11 wireless frame and
the Ethernet 802.3 frame used
within the LAN)

Large Wired LAN

/
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Infrastructure
network

@%5@?

,"‘ AP: Access Point
.

wired network
< (]

e

=3
3§3 /

Ad-hoc network

=
N

802.11 - Architecture of an ad-hoc

network

Direct communication
within a limited range:

802.11x LAN

STA‘ /} = \‘)

ST.
IBSS, s

U Station (STA):
terminal with access
STA, mechanisms to the
wireless medium
U Independent Basic
= - Service Set (IBSS):
group of stations using

IBSS,

o

STAZ\‘ the same radio frequency

\ 802.11x LAN
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Station (STA)
802.x LAN O terminal with access mechanisms to the
wireless medium and radio contact to
the access point
Basic Service Set (BSS)
QO group of stations using the same radio
Portal frequency
Access Point (AP)
O station integrated into the wireless LAN
and the distribution system

Distribution System

£ss Access Portal
Point O bridge to other (wired) networks

Distribution System
O interconnection network to form one
logical network (ESS: Extended Service
Set) based on several BSS

\)
\ SRy 802.11x WLAN  STA /

Slide Set 10 12
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802.11x Wireless Access Point and Wireless LAN Adapters

(PCMCIA, PCI & USB)

A 802.11g Access
Point with two
antennas

USB: Most popular and portable.
Works with any device with USB
ports

IEEE standard 802.11

PCMCIA: used in PCI: used in Desktop PCs
old laptops with no built-in WLAN Adapter
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fixed
- terminal
mobile terminal ml
s
infrastructure
network
access point
application application
TCP TCP
P P
LLC LLC LLC
802.11 MAC 802.11 MAC | 802.3 MAC 802.3 MAC
802.11 PHY 802.11 PHY | 802.3 PHY 802.3 PHY /
\ | | |
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The 802.11 Protocol Stack

Part of the 802.11 protocol stack.
|, Upper
layers
Logical link control
e e e e e e mmmmmmm e mm mmm e mmmm mm mm *Dalalirlk
layer
MAC .
sublayer
Boz.11 a02.11 a02.11 802.11a | 802.11b | 802.11g Physical
\ Infrared | FHSS | DSSS | OFDM | HR-DSSS| OFDM W,J
Slide Set 10 15

802.11 - Frame format

Types

U control frames, management frames, data frames
Sequence numbers

U important against duplicated frames due to lost ACKs
Addresses

U receiver, transmitter (physical), BSSID, sender (logical)

Miscellaneous
U sending time, checksum, frame control, data
bytes 2 2 6 6 6 2 6 0-2312 4
Frame |Duration/ | Address | Address | Address |Sequence| Address Data ‘ CRC ‘
Control ID 1 2 3 Control 4
bits! 2 2 4 4 1 ATt A1
Protocol To |From| More Power| More
\ version T |z DS | DS | Frag IRelimy Mgmt | Data W= O /
) -
Slide Set 10 16

MAC address Configurations

scenario toDS |from |address 1 |address 2 |address 3 |address 4
DS

ad-hoc network 0 0 DA SA BSSID -

infrastructure 0 1 DA BSSID SA -

network, from AP

infrastructure 1 0 BSSID SA DA -

network, to AP

infrastructure 1 1 RA TA DA SA

network, within DS

DS: Distribution System
AP: Access Point

DA: Destination Address
SA: Source Address

0 Ad-hoc network: packet exchanged between two wireless nodes without a distribution system
Q Infrastructure network, from AP: a packet sent to the receiver via the access point

BSSID: Basic Service Set Identifier
RA: Receiver Address
TA: Transmitter Address

Q Infrastructure network, to AP: a station sends a packet to another station via the access point
O Infrastructure network, within DS: packets transmitted between two access points over the
distribution system.

Slide Set 10 17

bytes 2 2 6 4
Acknowledgement .
ACK Frame BT Receiver RC
Control Address
bytes
Request To Send 2 2 6 6 4
Frame - Receiver | Transmitter
RTS Control D Address | Address G ‘
Clear To Send bytes 2 6 4
Frame 5 Receiver
\ crs Control Dt Address BRE ‘ /
Slide Set 10 18
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Channel selection (non-overlapping)

Europe (ETSI)
channel 1 channel 7 channel 13
2400 2412 2442 2472 2483 5
22 MHz [MHZz]
US (FCC)/Canada (IC)
channel 1 channel 6 channel 11

2400 2412 2437 2462 2483 5
T 2wz [MHZ
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4 or more AP Configuration for

minimal Interference in close vicinit

AP A AP B APC
Channel 1 Channel 6 Channel 6
$p —— $p —
! OK Interference .
Non-optimal
OK I Interferencet [ OK Configuration

B oo S o S

- Interference I I
AP D APE APF
Channel 6 Channel 6 Channel 11

Optimal Configuration - '.y ERg .
N oF
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802.11 Wireless LAN Standards

. %
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802.11x Security

® Automated Drive-By Hacking (War Driving)
Can read traffic from outside the corporate walls

Can also send malicious traffic into the network

Slide Set 10 22

802.11 Security, Continued

® Wired Equivalent Privacy (WEP)

Initial flawed security method developed by the 802.11
Working Group for 802.11 devices

All stations share the same encryption key with the access
point

This key is cannot be changed

This is a shared static key

]

- %
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802.11 Security, Continued

® Wired Equivalent Privacy (WEP)

Shared static keys means that a large volume of traffic is
encrypted with the same key

With so much traffic generated with one unchanging key,
cryptanalysts (code-breakers) can crack the key by collecting
data for a few days

Once the key is cracked, the attacker can read all messages
and send attack messages into the network without going
through a firewall filter

. %

Slide Set 10 24
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802.11 Security, Continued

® Wired Equivalent Privacy (WEP)

Software that automates the hacking process is widely
available e.g. AirSnort

® Locate vulnerable access points by driving around

(war driving) @

® No longer recommended to use WEP nowadays

o /
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® Collect traffic and crack the key

802.11 Security, Continued

® 802.11i Security
Products started becoming available in late 2003
® WiFi Protected Access (WPA)

Stopgap security method introduced before full
802.11i security could be developed

Introduced some parts of 802.11i in 2002 and 2003

It was often possible to upgrade older WEP products

" %
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802.11 Security, Continued

® 802.11i Security (WPA2) (Stronger than WPA)

Later, 802.11 Working Group introduced strong
security

®802.11i

802.11i specifies the Temporal Key Integrity Protocol
(TKIP)

® Each station gets a separate key for confidentiality

® This key can be changed frequently

- /
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802.11 Security, Continued

® Ways to strengthen your Wireless LAN
Do not use WEP. Use WPA or WPA2 instead

Enforce MAC address Association (i.e only allowed
wireless adapters can join your wireless network)

Disable BSSID broadcast once all permitted stations
have been allowed to join the wireless network.

Enable Access Point firewall features to prevent

\ potential attacks. /
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802.11 Security, Continued

® The Transition to Strong Security

We will soon have a mix of no security, WEP, 802.11i,
WPA, and other security protocols

Only as strong as the weakest link

Legacy equipment that cannot be upgraded to
802.11i will have to be discarded

(802.11i is sometimes called WPA2)

N /
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802.11 Security, Continued

® Rogue Access Points

Unauthorized access points set up by department or
individual

Often have very poor security, leaving a big opening
for hackers

Often operate at high power, attracting many clients
to these access points with weak security

. %
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Introduction to TCP/IP

Chapter 8 o 1 T / Internet

@ \_ —— TCPIP
Networks with
TC PII P Early protocol suite

Universal

Cisco Svstems

> 1999, Cisco Systems, Inc. www.cisco.com |CND—8-2

TCP/IP Protocol Stack

Application Layer Overview

File Transfer

Application -TFTP *
-FTP*
Presentation --NFS
Application abplication =
Session PP - SMTP f
Remote Login
- Telnet *
Transport Transport - rlogin *
Transport Network Management
Network Internet - SNMP *
I Name Management
nternet DNS*
Data Link :
Network
. Interface Network
Physical
Y Interface *Used by the router

Transport Layer Overview

TCP Segment Format

Bit 0 Bit15 Bit16 Bit 31

Source port (16) Destination port (16)
. Transmission Control Connection-
Application Protocol (TCP) Oriented Sequence number (32)
jiianspont User Datagram Connectionless Acknowledgement number (32) 20
Protocol (UDP) Bytes
Internet Header
length (4) | Reserved (6) | Code bits (6) Window (16)
Data Link
Checksum (16) Urgent (16)
Physical
Options (0 or 32 if any)
Data (varies)

51989, Gsco Systems, Inc www.cisco.com IcND—8.5 51999, Cisco Systems, Inc www.cisco.com IcND—8.6
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Port Numbers _ TCP Port Numbers

Source Dest.
Port Port
F T S D T S R
Application| T E M N F N |
Layer P L T s T M P & HostA Host 2
N | P P | P *= L]
E pa—
T
SP DP Dest. port = 23.
Send packet to my
—————— 8.0 @60 08w e [
Transport umbers application.
Layer TCP upp

TCP Three Way Handshake/
Open Connection

Host A Host B Sender Receiver
I} [ ] Send 1
»| Receive 1
 a——
1 Send SYN i Send ACK 2
(seq=100 ctl=SYN) Receive ACK 2
\ SYN received
Send 2
./ Send SYN, ACK 3) »| Receive 2
SYN received (seq=300 ack=101 ctl=syn,ack)
i Send ACK 3
3 Established Receive ACK 3
(seq=101 ack=301 ctl=ack) \ Send 3 -
»| Receive 3
Receive ACK 4 Send ACK 4
Window size =1

TCP Sequence and

TCP Windowing

>

Acknowledgment Numbers

Source Dest. Sequence Acknowledgement
Port Port # #

Sender V‘Q:d"‘” sizej=i3 » Receiver

Window size = 3 N

Ve N

=
Source Dest. %‘Ack.
Source Dest. Seq. Ack.
(1028 | 23 TR 1 | —,  Source Dest. Seq. Ack.
mm“ 11 g\lingo“wsize=3 >
—— en
—_— < ACK5
|1028| 23 n 2 I Source Dest. Seq. Ack. N

—
[ 2 [0z ] 2 B2

51999, Cisco Systoms, Inc www.cisco.com IoND—s-11 51999, Cisco Systoms, Inc. www.cisco.com IcND—s-12

I just got #11,

now | need #12. Window size = 3 .

B ACK 3 Packet 3 is
< Window size = 2 Dropped

Window size =3 >
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UDP Segment Format Internet Layer Overview

Bit 0 Bit15 Bit16 Bit 31
Source port (16) Destination port (16) g
Bytes Application Internet Protocol (IP)
Length (16) Checksum (16) Internet Control Message
Transport Protocol (ICMP)
Data (if an
( 4 Internet Address Resolution
Protocol (ARP)
e Reverse Address
No sequence or acknowledgment fields — Resolution Protocol (RARP)
OSI network layer corresponds to the
TCP/IP internet layer

IP Datagram Protocol Field

Bit 0 Bit15 Bit16 Bit 31
Version Header Priority & Type
4) Length (4) of Service (8) Total Length (16)
Flags Transport UDP
Identification (16) (3) Fragment offset (13) Layer icp

Time to live (8) Protocol (8) Header checksum (16) B 3&5 —————— @ @ :L?;%‘:_Is

Source IP Address (32) IT:;:? ™
Destination IP Address (32)
Options (0 or 32 if any)
Determines destination upper-layer protocol
Data (varies if any)

Internet Control Message

Protocol Address Resolution Protocol

| heard that broadcast.
The message is for me.
Here is my Etherne

| need the Ethernet,
address of

Application

Transport Destination
o Unreachable
ICMP

| rowe | Echo (Ping)

Data Link IP: 172.16.3.2
Ethernet: 0800.0020.1111 I

I 172.16.3.1 172.16.3.2

Physical

Map IP — —Fthernet
Local ARP

51989, Gsco Systems, Inc www.cisco.com IcND—8.17 51999, Cisco Systems, Inc www.cisco.com IcND—8.18
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Introduction to TCP/IP

Reverse ARP Addresses

I heard that
broadcast.
Your IP
address is
172.16.3.25.

What is my 172.18.0.1 172.16.0.1
P
address?

)

172.18.0.2 172.16.0.2
HDR [SA|DA|DATA
10.13.0.0 I— — 192.168.1.0
192.168.1.1

10.13.0.1 172.17.0.1 172.17.0.2

— L Ethernet: 0800.0020.1111 1P =222 | |

Ethemetif0£00,0020 I * Unique addressing allows communication
IP: 172.16.3.25 :
between end stations

» Path choice is based on location

Map Ethernet —— IP

51999, Cisco Systoms, Inc www.cisco.com IeND—8-19 51989, Gisco Systoms, Inc www.cisco.com IeND—8.20

IP Addressing IP Address Classes

32 bits . _ .
Dotted 8 bits 8 bits 8 bits 8 bits
Decimal Network Host Class A: ‘ Network | Host | Host | Host |
Maximum 255 255 e 255 Class B: ‘ Network | Network | Host | Host |

1 9 16 17 24 25 32 Class C:
Binary 11111111 11111111 (11111111 (11111111

JgeeraRI[E &§38°
<

‘ Network | Network | Network | Host |

Class D: Multicast

Example Class E: Research
BeamPE| 172 16 122 204

Example|10101100 |00010000 |{01111010 | 11001100

Binary

51999, Cisco Systems, inc www.cisco.com IeND—8.21 51989, Gsco Systems, Inc www.cisco.com IcND—8.22

IP Address Classes Host Addresses

e 1 8 9 16 17 24 25 32 p—
Bits: 172.16.2.1 _. 10.1.1.1
10.6.24.2
ONNNNNNN Host Host Host — [
Class A: o @ E1 —
Range (1-126) 172.16.3.10 — EO ——10.250.8.11
Bits: 1 8 9 16 17 24 25 32 172.16.2.1
. B —
10NNNNNN Network Host Host
Class B: 172.16.12.12 10.180.30.118
Range (128-191) QL? ﬂi
. 1 8 9 16 17 24 25 32 oy —7
Bits:
110NNNNN Network Network Host
Class C:
Range (192-223) Routing Table
Bits: 1 89 16 17 2425 32 | 172.16 I A |12 .12 | Network Interface
1110MMMM | Multicast Group | Multicast Group | Multicast Group Network Host 172.16.0.0 EO
Class D:
Range (224-239) 10:0.0:0 e

51999, Clsco Systems, inc www.cisco.com IcND—8.23 51999, Cisco Systems, Inc www.cisco.com IcND—8.24
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Determining Available Host IP Address Classes Exercise

Addresses Answers
Network Host
1 72 1 6 0 0 Address Class Network Host

RS2t eenrensad 10.2.1.1 A 10.0.0.0 0.2.1.1

10101100 00010000 |00000000 00000000 1
00000000 00000001 2 128.63.2.100 B 128.63.0.0 0.0.2.100
00009000 0000_001 1 3 201.222.5.64 c 201.222.5.0 0.0.0.64
11111111 11111101 65534 192.6.141.2 c 192.6.141.0 0.0.0.2
11111111 11111110 65535 130.113.64.16 B 130.113.0.0 0.0.64.16
11111111 11111111 | 65536

- 2 241.256.201.10 Nonexistent
2N-2 = 216.2 = 65534 65534

www.cisco.com ICND—8-25

Addressing without Subnets Addressing with Subnets

39354

172.16.3.0
17216.01 17216.0.2 17216.0.3  172.16.255.253 172.16.255.254 @
...... 1721640
ITT TT 000 1000
N = :
172.16.0.0 | | | | | |
\ \o 1721610 172.16.2.0

Network 172.16.0.0 Network 172.16.0.0

www.cisco.com ICND—8-27 01999, Cisco Systems,nc. ~ Www.cisco.co m

Subnet Addressing Subnet Addressing

172.16.2.200 172.16.3.5 172.16.2.200 172.16.3.5
@—, 172.16.3.1 7ﬁj, 172.16.3.1 ﬂ'

e E1 = e E1 P
172.16.2.2 EO @ 172.16.3.100 172.16.2.2 EO @ 172.16.3.100
g 172.16.2.1 " 172.16.2.1 _Q?

]
=
172.16.2.160 172.16.3.150 172.16.2.160 172.16.3.150
jmo = =
= — = ~

New Routing Table New Routing Table
|172.16 l A | 2 .160 l Network Interface |172.16 l | 2 | | 160 l Network Interface
Network Host 172.16.0.0 EO Network  Subnet Host 172.16.2.0 EO

172.16.0.0 E1 172.16.3.0 E1

www.cisco.com

1999, Cisco Systems, Inc. www.cisco.com
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Network Host
|
et 172 | 16 0 0
Network Host
Default
subrle@IS5 255 0 0
11111111 11111111 00000000 00000000
Also written as “/16” where 16 represents the number of 1s in the
mask.
Network Subnet Host
8-bit
Subnet 255 255 255 0
Mask

Also written as “/24” where 24 represents the number of 1s in the
mask.

© 1999, Cisco Systems, Inc.

www.cisco.com

ICND—8-31

Decimal Equivalents of Bit
Patterns

T N N U U G Gy
N e N U G G )
P T N P S — I )
R N e e T - I - I -

> 1999, Cisco Systems, Inc.

e = - T — T — T )
= =2 =2 0 0O O o o
- =2 O O O O o o

www.cisco.com

- O ©O © O ©o o o
n

LIFJER RH3(EE

ICND—8-32

Subnet Mask without Subnets

Subnet Mask with Subnets

172.16.2.160

Network
Number

Network Host
10101100 00010000 00000010 | 10100000
11111111 11111111 00000000 | 00000000
10101100 00010000 00000000 | 00000000
‘ 172 | 16 ‘ 0 ‘ 0 |

Subnets not in use—the default

© 1999, Cisco Systems, Inc.

www.cisco.com

ICND—8-33

Network Subnet | Host
172.16.2.160 10101100 | 00010000 | 00000010 | 10100000
(25525545500 | 11111111 | 11111111 | 11111111 | 00000000
10101100 | 00010000 | 00000010 | 00000000
ERERE R
Network
Number ‘ 172 ‘ 16 ‘ 2 ‘ 0 |

Network number extended by eight bits

1999, Cisco Systems, Inc.

www.cisco.com

ICND—8-34

Subnet Mask with Subnets

(cont.)

Network Subnet |Host

172.16.2.160 10101100 | 00010000 | 00000010 10100000

"255.255p55.492 | 11111111 | 11111111 | 11111111 11000000

10101100 | 00010000 | 00000010 1a|oooooo

as:s:@@ﬁzsssm
Network

Number ‘ 172 ‘ 16 ‘ 2 ‘ 128 |

Network number extended by ten bits

1999, Cisco Systems, Inc.

www.cisco.com

ICND—8-35

Subnet Mask Exercise

Answers

Address Subnet Mask Class Subnet
172.16.2.10 | 255.255.255.0 B 172.16.2.0
10.6.24.20 255.255.240.0 A 10.6.16.0
10.30.36.12 255.255.255.0 A 10.30.36.0

1999, Cisco Systems, Inc.

www.cisco.com

ICND—8-36
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Broadcast Addresses
]
?"T T

£
233

172.16.2.0

TH[ 1721610

I—» 172.16.3.255 ——
(Directed broadcast)

255.255.255.255 ——)(
(Local network broadcast)

172.16.255.255 ——
(All subnets broadcast)

www.cisco.com

ICND—8-37

Addressing Summary
Example

172.16.2.160 10101100 00010000 00000010 10100000 Host (@)
25525525592 11111111 11111111 11111111 11000000 Mask @)
172162128 (J) 10101100 00010000 00000010 10[000000 Subnet o
1721462191 @) 10101100 00010000 00000010 10111111 Broadcast
172.16.2.129 10101100 00010000 00000010 10000001 First ()
172.16.2.190 10101100 00010000 00000010 10111110 Last ()

www.cisco.com ICND—8-38

Class B Subnet Example

IP Host Address: 172.16.2.121
Subnet Mask: 255.255.255.0

Network Network Subnet Host
172.16.2.121: 10101100 00010000 00000010 | 01111001
255.255.255.0: 11111111 11111111 11111111 | 00000000
Subnet: 10101100 00010000 00000010 | 00000000
Broadcast: 10101100 00010000 00000010 11111111

© 1999, Cisco Systems, Inc.

Subnet Address =172.16.2.0

Host Addresses = 172.16.2.1-172.16.2.254
Broadcast Address = 172.16.2.255

Eight bits of subnetting

www.cisco.com ICND—8-39

1999, Cisco

N

Systems, Inc.

Subnet Planning

20 subnets
5 hosts per subnet
Class C address:

gﬁ \ 192.168.5.0

192.168.5.16 )
Other

.. ..
BT T T

i

www.cisco.com

ICND—8-40

Class C Subnet Planning

Example

IP Host Address: 192.168.5.121
Subnet Mask: 255.255.255.248

Network Network Network |Subnet | Host
192.168.5.121: 11000000 10101000 00000101 | 01111p01
255.255.255.248: 11111111 11111111 11111111 | 11111p00
Subnet: 11000000 10101000 00000101 | 01111p00
Broadcast: 11000000 10101000 00000101 | 01111111

1999, Cisco Systems, Inc.

Subnet Address = 192.168.5.120

Host Addresses = 192.168.5.121-192.168.5.126
Broadcast Address = 192.168.5.127

Five Bits of Subnetting

www.cisco.com ICND—8-41

Answers
Address Subnet Mask Class Subnet Broadcast
201.222.10.60  255.255.255.248 C 201.222.10.56 201.222.10.63
15.16.193.6 255.255.248.0 15.16.192.0 15.16.199.255
128.16.32.13 255.255.255.252 128.16.32.12 128.16.32.15
153.50.6.27 255.255.255.128 B 153.50.6.0 153.50.6.127

1999, Cisco S

www.cisco.com ICND—8-42
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WireShark Lab 0 - Getting Started

One’s understanding of network protocols can often be greatly deepened by “seeing protocols in
action” and by “playing around with protocols” - observing the sequence of messages exchanged
between two protocol entities, delving down into the details of protocol operation, and causing
protocols to perform certain actions and then observing these actions and their consequences.
You'll be running various network applications in different scenarios using a computer on your
desk, at home, or in a lab. You'll observe the network protocols in your computer “in action,”
interacting and exchanging messages with protocol entities executing elsewhere in the Internet.
Thus, you and your computer will be an integral part of these “live” labs. You'll observe, and
you'll learn, by doing.

The basic tool for observing the messages exchanged between executing protocol entities is
called a packet sniffer. As the name suggests, a packet sniffer captures (“sniffs”) messages being
sent/received from/by your computer(s); it will also typically store and/or display the contents
of the various protocol fields in these captured messages. A packet sniffer itself is passive. It
observes messages being sent and received by applications and protocols running on your
computer, but never sends packets itself. Similarly, received packets are never explicitly
addressed to the packet sniffer. Instead, a packet sniffer receives a copy of packets that are sent/
received from/by application and protocols executing on your machine.

Fig. 1 shows the structure of a packet sniffer. At the right of Fig. 1 are the protocols (in this case,
Internet protocols) and applications (such as a web browser or ftp client) that normally run on
your computer. The packet sniffer, shown within the dashed rectangle in Fig. 1 is an addition to
the usual software in your computer, and consists of two parts. The packet capture library
receives a copy of every link-layer frame that is sent from or received by your computer. Recall
that messages exchanged by higher layer protocols such as HTTP, FTP, TCP, UDP, DNS, or IP all
are eventually encapsulated in link-layer frames

that are transmitted over physical media such as —
an Ethernet_ ce.lble. In Fig. 1, the assumed @ oot
physical media is an Ethernet, and so all upper

layer protocols are eventually encapsulated
within an Ethernet frame. Capturing all link-

operating
system Transport (TCR/UDP)

packet MNetwork {IP)
layer frames thus gives you all messages A Linhj-:ni_;:ii;n‘eﬁ
sent/received from/by all protocols and L, T —
0 . 0 0 fo/from network toffrom network
applications executing in your computer. Figure 1 Packet sniffer stmctue

The second component of a packet sniffer is the packet analyzer, which displays the contents of
all fields within a protocol message. In order to do so, the packet analyzer must “understand” the
structure of all messages exchanged by protocols. For example, suppose we are interested in
displaying the various fields in messages exchanged by HTTP in Fig. 1. The packet analyzer
understands the format of Ethernet frames, and so can identify the IP datagram within an
Ethernet frame. It understands the IP datagram format, so that it can extract the TCP segment
within the IP datagram. It understands the TCP segment structure, so it can extract the HTTP
message contained in the TCP segment. Finally, it understands HTTP and so, knows that the first
bytes of an HTTP message will contain the string “GET,” “POST,” or “HEAD,” headers.

We will use the WireShark packet sniffer (www.wireshark.org) for these labs, allowing us to
display the contents of messages being sent/received from/by protocols at different levels of the
protocol stack. WireShark is a free network protocol analyzer that runs on Windows, Linux, and
Mac computers. It’s an ideal packet analyzer for these labs - it is stable, has a large user base and
good support with a wuser guide (www.wireshark.org/docs/wsug_html), man pages
(www.wireshark.org/docs/man-pages/), FAQ (www.wireshark.org/faq.html), rich functionality
that includes the capability to analyze over 500 protocols, and a well-designed user interface. It
operates in computers using Ethernet to connect to the Internet, as well as so-called point-to-
point protocols such as PPP.
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Getting WireShark

Download WireShark from http://www.rishiheerasing.net/Network.Tools/WireShark/Wireshark-
win64-1.10.5.exe on your computer.

Note: Ensure that you install the WinPcap 4.0 packet capture library if it is not already present
on your machine. Please start WinPcap NPF as a service as well.

Running WireShark

When you run the WireShark program, the WireShark graphical user interface shown in Figure 2
will be displayed. Initially, no data will be displayed in the various windows.

Figure 2
The WireShark interface has 5 major components:

¢ The command menus are standard pull-down menus located at the top of the window. The
File menu allows you to save captured packet data or open a file containing previously captured
packet data, and exit the WireShark application. The Capture menu allows you to begin packet
capture.

* The packet-listing window displays a one-line summary for each packet captured, including
the packet number (assigned by WireShark; this is not a packet number contained in any
protocol’s header), the time at which the packet was captured, the packet’s source and
destination addresses, the protocol type, and protocol-specific information contained in the
packet. The packet listing can be sorted according to any of these categories by clicking on a
column name. The protocol type field lists the highest level protocol that sent or received this
packet.

* The packet-header details window provides details about the packet selected (highlighted)
in the packet listing window. (To select a packet in the packet listing window, place the cursor
over the packet’s one-line summary in the packet listing window and click with the left mouse
button.). These details include information about the Ethernet frame and IP datagram that
contains this packet. The amount of Ethernet and IP-layer detail displayed can be expanded or
minimized by clicking on the crosshairs to the left of the Ethernet frame or IP datagram line in
the packet details window. If the packet has been carried over TCP or UDP, these can similarly
be expanded or minimized. Finally, details about the highest level protocol that sent or received
this packet are also provided.

» The packet-contents window displays the contents of the captured frame in ASCII & Hex.
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» Towards the top of the WireShark graphical user interface, is the packet display filter field,
into which a protocol name or other information can be entered in order to filter the information
displayed in the packet-listing window (and hence the packet-header and packet-contents
windows). In the example below, we’ll use the packet-display filter field to have WireShark hide
(not display) packets except those that correspond to HTTP messages.

Taking WireShark for a Test Run

The best way to learn about any new piece of software is to try it out! Do the following:

1. Start up your favorite web

browser, which will display your

selected homepage.

2. Start up the WireShark software.

7 Wireshark- Capture Options

I [=1 3

rCapture

IP address: 192.168.1.66

¥ Capture packets in promiscuous mode

Interface: IIrrteIIFl} PRO\Wireless 3345ABG Network Connection {Microsaft's Packet Scheduler) ;| = |

[inkdayerhieadertypes | EfEmEL IV Buffer size: |1 ﬂ megabytefs)  Viireless Settings

[~ Limit each packetto |52 ﬂ bytes
Capture Fitter: | || _Iv
rCapture File(s) rDigplay Option:

File: |

I~ Use multiple files
IS et eveny

= Hextfieeveny =
|¥i| Ring bufferwith IZ ﬂ.‘lles
Stop captire =ften |1 j iz

I Update list of packets in real time

¥ | Listomatic serolling inlive captire:

[” Hide capture info dialog

rMame Resolution

¥ Enable MAC name resalution

r Stop Capture ...
| |1 ﬂ;-acks‘.::e',
[~ after |1 ﬂ MED;

| |1 ﬂ minute]s) .

[ Enable network name resolution

¥ Enable transport name resolution

Help

Start I Cancel

Figure 3

3. To begin packet capture, select the List the available capture interfaces... icon on the far-left
menu bar and choose the interface (usually there will only be one interface with an IP address

like 172.16.x.x) and Click on Capture.

4.You can also the select the second-most icon to the
left of the menu bar. This will cause the “WireShark:

Capture Options” window to be displayed, as shownin |, |
the Fig. 3. You then select the appropriate interface (in | scre
case your computer has got 2 network cards) and click | |Tc®

on Start. Please uncheck the first and last Display

Options checkboxes.

IR
-Captured Packets
17 % of total
0 0.0%
R | 882z
DP 0 0.0%
ICMP 0 0.0%
ARP 2 1 11.8%
OSPF 0 0.0%
GRE 0 0.0%
NetBIOS 0 0.0%
IPX 0 00%
VINES 0 00%
Other 0 00%
Running 00:00:12
Help Stop |
Figure 4
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5. Once you begin packet capture, a packet capture summary window will appear, as shown in
Figure 4. This window summarizes the number of packets of various types that are being
captured, and contains the Stop button that will allow you to stop packet capture. Don’t stop
packet capture yet.

6. While WireShark is running, enter the URL: http://www.fscmauritius.org and have that page
displayed in your browser. In order to display this page, your browser will contact the “HTTP”
server at www.fscmauritius.org and exchange HTTP messages with the server in order to
download this page. The Ethernet frames containing these HTTP messages will be captured by
WireShark.

7. After your browser has displayed the FSC homepage, stop WireShark packet capture by
selecting Stop in the WireShark capture window. This will cause the WireShark capture window
to disappear and the main WireShark window to display all packets captured since you began
packet capture. The main WireShark window should now look similar to Fig. 2. You now have
live packet data that contains all protocol messages exchanged between your computer and
other network entities! The HTTP message exchanged with the “FSC web server” should appear
somewhere in the listing of packets captured. But there will be many other types of packets
displayed as well (e.g., the many different protocol types shown in the Protocol column in Fig. 2).
Even though the only action you took was to download a web page, there were evidently many
other protocols running on your computer that are unseen by the user.

8. Type in “http” (without the quotes, and in lower case - all protocol names are in lower case in
WireShark) into the display filter specification window at the top of the main WireShark
window. Then select Apply (to the right of where you entered “http”). This will cause only HTTP
message to be displayed in the packet-listing window.

9. Select the first http message shown in the packet-listing window. This should be the HTTP
GET message that was sent from your computer to the “www.fscmauritius.org” HTTP server.
When you select the HTTP GET message, the Ethernet frame, IP datagram, TCP segment, and
HTTP message header information will be displayed in the packet-header window. By clicking
on the crosshairs to the left side of the packet details window, minimize the amount of Frame,
Ethernet, Internet Protocol, and Transmission Control Protocol information displayed. Maximize
the amount information displayed about the HTTP protocol. Your WireShark display should now
look roughly as shown in Fig. 2 (Note, in particular, the minimized amount of protocol
information for all protocols except HTTP, and the maximized amount of protocol information
for HTTP in the packet-header window).

10. Exit WireShark.

Congratulations! You’ve now completed the first lab.

What to hand in

The goal of this first lab was primarily to introduce you to WireShark. The following questions
will demonstrate that you've been able to get WireShark up and running, and have explored
some of its capabilities.
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Answer the following questions, based on your WireShark experimentation:

1. Screen-capture the HTTP protocols that appear in the protocol column in the filtered packet-
listing window in step 8 above.

2. How long did it take from when the first HTTP GET message was sent until the respective
HTTP response was received? (By default, the value of the Time column in the packet-listing
window is the amount of time, in seconds, since WireShark tracing began. To display the Time
field in time-of-day format, select the WireShark View pull-down menu, then select Time Display
Format, then select Time-of-day).

3. Why is the HTTP response code not “200 OK” as you would expect?

4. What is the actual HTTP response code received and what does this code mean?

5. What is therefore the Internet address of the actual server where the FSC homepage resides?
6. What is the Internet address of your computer?

7. What did your browser do before the first HTTP GET message was sent to the web server?

8. Why were more GET messages needed to display the FSC homepage?

<4
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WireShark Lab 1 -HTTP

Having gotten our feet wet with the WireShark packet sniffer in the introductory lab, we're now
ready to use WireShark to investigate protocols in operation. In this lab, we’ll explore several
aspects of the HTTP protocol: the basic GET response interaction, HTTP message formats,
retrieving large HTML files, retrieving HTML files with embedded objects, and HTTP
authentication and security.

1. The Basic HTTP GET response interaction

Let’s begin our exploration of HTTP by downloading a very simple HTML file - one that is very
short, and contains no embedded objects. Do the following:

1. Start up your web browser.

2. Start up the WireShark packet sniffer, as described in the introductory lab (but don’t yet begin
packet capture). Enter “http” (just the letters, not the quotation marks) in the display-filter-
specification window, so that only captured HTTP messages will be displayed later in the packet-
listing window. (We're only interested in the HTTP protocol here, and don’t want to see the
clutter of all captured packets).

3. Enter the following to your browser http://pages.intnet. mu/rhh/wireshark/filel.html

Your browser should display the very simple, one-line HTML file.

5. Stop WireShark packet capture.

Your WireShark window should look similar to the window shown in Fig. 1.

7 (Untitled) - Wireshark I [=] 3 ;
File Edit Wew Go Capture Analze Statistics Help

B Weoee ol xes BeasoFeEEacaan|danmx|a

Filter: |http ~ Exession . Clear Apply

No. - Time Source Destination Protocol | Info =

7 . 44 02.168.1.66 c o¥ Tilel. 1
779 15.478984 202.123.2.119 192.168.1.66 HTTP HTTP/1.1 200 ok (text/html)

Frame 777 (376 bytes on wire, 376 bytes captured)
Ethernet II, sSrc: IntelCor_4a:88:97 (00:13:02:4a:88:97), Dst: Sagemsa_3a:4c:79 (00:15:56:3a:4c:79)
Internet Protocol, Src: 192.168.1.66 (192.168.1.66), Dst: 202.123.2.119 (202.123.2.119)
Transmission Control Protocol, Src Port: 3055 (3055), Dst Port: http (80), Seq: 1, Ack: 1, Len: 322
Fl Hypertext Transfer Protocol
® GET /rhh/wireshark/filel.html HTTP/1.1%r\n

Accept: */%*\r\n

Accept-Language: en-gb\rin

UA-CPU: x86“r‘\n

Accept-eEncoding: gzip, deflate\rin

user-agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30)\r"

Host: pages.intnet.mu\r‘n

Connection: Keep-Alive\rin

cache-control: no-cache\rn

rin

HEHEE

WL PLT L -/ML P

0030 40 b0 03 31 00 00 47 45 54 20 2f 72 68 68 2f 77 @..1..Ge T /rhh/w

0040 69 72 65 73 68 61 72 6b 2f 66 69 6c 65 31 2e 68 ireshark /filel.h

0050 74 6d 6¢c 20 48 54 54 50 2f 31 2e 31 Od 0a 41 63 tml HTTP /1.1..Ac
0060 63 65 70 74 3a 20 2a 2f 2a 0d 0a 41 63 83 65 70 cept: */ *..Accep =
#

File: "CADOCUME™T\ADMINI~1\LOCALS~1\Temp'etherXXxXal4264" 571 KB 00:00:20 | P: 1084 D: 2 M: 0 Drops: 0

Fig. 1

The example in Fig. 1 shows in the packet-listing window that two HTTP messages were
captured: the GET message (from your browser to the pages.intnet.mu web server) and the
response message from the server to your browser. The packet-contents window shows details
of the selected message (in this case the HTTP GET message, which is highlighted in the packet-
listing window). Recall that since the HTTP message was carried inside a TCP segment, which
was carried inside an IP datagram, which was carried within an Ethernet frame, WireShark
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displays the Frame, Ethernet, IP, and TCP packet information as well. We want to minimize the
amount of non-HTTP data displayed (we are interested in HTTP here, and will be investigating
the other protocols is later labs), so make sure the boxes at the far left of the Frame, Ethernet, IP
and TCP information have an crosshair (meaning there is hidden, not displayed information),
and the HTTP line has a minus (all information about the HTTP message is displayed).

By looking at the information in the HTTP request/response messages, answer the following
questions. When answering the following questions, you should print out the request/response
messages (see the WireShark Lab 0 for an explanation of how to do this) and indicate where in
the message you've found the information.

1. Is your browser running HTTP version 1.0 or 1.1?

2. Which version of HTTP is the server running?

3. What languages (if any) does your browser indicate that it can accept to the server?

4. What is the IP address of your computer? Of the pages.intnet.mu server?

5. What is the status code returned from the server to your browser?

6. When was the HTML file you just retrieved last modified on the server?

7. How many bytes of content are being returned to your browser?

2. The HTTP CONDITIONAL GET /response interaction

Recall that most web browsers perform object caching and thus perform a conditional GET when
retrieving an HTTP object. Before performing the steps below, make sure your browser’s cache
is empty. (For Internet Explorer, select Tools->Internet Options->Delete File; these actions will
remove cached files from your browser’s cache.) Now do the following:

e Start up your web browser, and make sure your browser’s cache is cleared, as discussed above.
e Start up the WireShark packet sniffer

e Enter the following URL into your browser http://pages.intnet.mu/rhh/wireshark/file2.html
Your browser should display a very simple one line HTML file.

¢ Quickly enter the same URL into your browser again (or simply select the Refresh button on
your browser or press F5).

« Stop WireShark packet capture, and enter “http” in the display-filter-specification window, so
that only captured HTTP messages will be displayed later in the packet-listing window.

Answer the following questions:

8. Inspect the contents of the first HTTP GET request from your browser to the server. Do you
see an “IF-MODIFIED-SINCE” line in the HTTP GET?

9. Inspect the contents of the server response. Did the server explicitly return the contents of the
file? How can you tell?

10. Now inspect the contents of the second HTTP GET request from your browser to the server.
Do you see an “IF-MODIFIED-SINCE:” line in the HTTP GET? If so, what information follows the
“IF-MODIFIED-SINCE:” header?

11. What is the HTTP status code and phrase returned from the server in response to this second

HTTP GET? Did the server explicitly return the contents of the file? Explain.
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3. Retrieving Long Documents

In our examples thus far, the documents retrieved have been simple and short HTML files. Let’s
next see what happens when we download a long HTML file. Do the following:

e Start up your web browser, and make sure your browser’s cache is cleared, as discussed above.
e Start up the WireShark packet sniffer

e Enter the following URL into your browser http://pages.intnet.mu/rhh/WireShark/file3.html
Your browser should display the rather lengthy UTM Act 2002.

 Stop WireShark packet capture, and enter “http” in the display-filter-specification window, so
that only captured HTTP messages will be displayed.

In the packet-listing window, you should see your HTTP GET message, followed by a multiple-
packet response to your HTTP GET request. This multiple-packet response deserves a bit of
explanation. Recall that the HTTP response message consists of a status line, followed by header
lines, followed by a blank line, followed by the entity body. In the case of our HTTP GET, the
entity body in the response is the entire requested HTML file. In our case here, the HTML file is
rather long, and at 45,652 bytes is too large to fit in one TCP packet. The single HTTP response
message is thus broken into several pieces by TCP, with each piece being contained within a
separate TCP segment. Each TCP segment is recorded as a separate packet by WireShark, and
the fact that the single HTTP response was fragmented across multiple TCP packets is indicated
by the “Continuation” phrase displayed by WireShark.

Answer the following questions:

12. How many HTTP GET request messages were sent by your browser?
13. How many data-containing TCP segments were needed to carry the single HTTP response?
14. What is the status code and phrase associated with the response to the HTTP GET request?

15. Are there any HTTP status lines in the data associated with a TCP induced “Continuation”?

4. HTML Documents with Embedded Objects

Now that we've seen how WireShark displays the captured packet traffic for large HTML files,
we can look at what happens when your browser downloads a file with embedded objects, i.e., a
file that includes other objects (e.g. image files) that are stored on another server(s).

Do the following:

e Start up your web browser, and make sure your browser’s cache is cleared, as discussed above.
« Start up the WireShark packet sniffer.

« Enter the following URL into your browser http://pages.intnet.mu/rhh/index.htm

Your browser should display my website with an external link to www.mauritiustopsites.com.
The two images themselves are not contained in the HTML; instead the URLSs for the images are
contained in the style.css file. Your browser will get these two gifs from the indicated web sites.
 Stop WireShark packet capture, and enter “http” in the display-filter-specification window, so
that only captured HTTP messages will be displayed.

(Note: You should ignore any HTTP GET and response for myicon.ico. If you see a reference to
this file, it is your browser automatically asking the server if it has a small icon file (Nefertum)
that is displayed next to the URL in the address bar).

Answer the following question:

16. How many HTTP GET request messages were sent by your browser? To which Internet
addresses were these GET requests sent?
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5 HTTP Authentication

Finally, let’s try visiting a web page that is password-protected and examine the sequence of
HTTP message exchanged for such a site. The URL http://172.16.16.66/wireshark/file4.aspx is
password protected. The username is “CNDM” (without the quotes), and the password is
“wiresh@rk” (again, without the quotes). So let’s access this “secure” password-protected page.

Do the following:

e Make sure your browser’s cache is cleared, as discussed above, and close down your browser.
Then, start up your browser

e Start up the WireShark packet sniffer

e Enter the following URL into your browser http://172.16.16.66/WireShark/file4.aspx

Type the requested user name and password into the form. You will be brought to the file4.aspx
page otherwise an error message will appear if you type the username/password incorrectly.

« Stop WireShark packet capture, and enter “http” in the display-filter-specification window, so
that only captured HTTP messages will be displayed later in the packet-listing window.

Now let’s examine the WireShark output.

Answer the following questions:

18. What is the server’s response (status code and phrase) in response to the initial HTTP GET
message from your browser?

19. Why and where does your browser send the second HTTP GET message?

20. Why are 3 HTTP GET messages needed while requesting only a single page with no external

referencing objects?

The username (CNDM) and password (wiresh@rk) that you entered can be found in the HTTP
POST message sent to my server. If you scroll down in the contents window at the bottom, you
will find the username and password in CLEAR !!!

<
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Wireshark Lab 2 - Ethernet ARP

In this lab, we’ll investigate the Ethernet protocol and the ARP protocol. Before beginning this
lab, you'll probably want to review details of the ARP protocol, which is used by a device to
determine the Ethernet address of a remote interface whose IP address is known.

1. Capturing and analyzing Ethernet frames

Let’s begin by capturing a set of Ethernet frames to study. Do the following:

« First, make sure your browser’s cache is empty. (Select Tools->Internet Options->Delete Files)

o Start up the Wireshark packet sniffer

« Enter the following URL into your browser http://pages.intnet.mu/rhh/wireshark/file3.html

» Stop Wireshark packet capture. First, note down the packet numbers (the leftmost column in
the upper Wireshark window) of the HTTP GET message that was sent from your computer to
pages.intnet.mu, as well as the first of the HTTP response message sent back to you. You should
see a screen like Fig. 1 (where packet 5 in my screenshot contains the HTTP GET message).

Fig. 1

Since this lab is about Ethernet and ARP, we're not interested in IP or higher layer protocols. So
let’s change Wireshark’s “listing of captured packets” window so that it shows information only
about protocols below IP. To have Wireshark do this, select Analyze->Enabled Protocols. Then
uncheck the IP box and select OK. You should now see a Wireshark window that looks like this:

Page 1 of 5
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7 (Untitled) - Wireshark I [=] Y
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Fig. 2
In order to answer the following questions, you'll need to look into the packet details and packet
contents windows (the middle and lower display windows in Wireshark).

Select the Ethernet frame containing the HTTP GET message. (Recall that the HTTP GET message
is carried inside of a TCP segment, which is carried inside of an IP datagram, which is carried
inside of an Ethernet frame). Expand the Ethernet Il information in the packet details window.
Note that the contents of the Ethernet frame (header as well as payload) are displayed in the
packet contents window.

Answer the following questions, based on the contents of the Ethernet frame containing the
HTTP GET message. Whenever possible, when answering a question you should include a
screenshot of the packets captured that you used to answer the question asked.

1. What is the 48-bit Ethernet address of your computer?

2. What is the 48-bit destination address in the Ethernet frame? Is this the Ethernet address of
pages.intnet. mu? (Hint: the answer is No). Which device has this as its Ethernet address? [Note:
this is an important question and one that students sometimes get wrong]

3. Give the hexadecimal value for the two-byte Frame type field. What does this value mean?

4. How many bytes from the very start of the Ethernet frame does the ASCII “G” in “GET” appear

in the Ethernet frame?

Next, answer the following questions, based on the contents of the Ethernet frame containing
the first byte of the HTTP response message.

5. What is the value of the Ethernet source address? Is this the address of your computer, or of
pages.intnet.mu? (Hint: the answer is No). What device has this as its Ethernet address?

6. What is the Ethernet destination address? Is this the Ethernet address of your computer?

7. Give the hexadecimal value for the two-byte Frame type field. What does this mean?

8. How many bytes from the very start of the Ethernet frame does the ASCII “0” in “OK” (i.e., the

HTTP response code) appear in the Ethernet frame?
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2. The Address Resolution Protocol

In this section, we’ll observe the ARP protocol in action. [ strongly recommend that you refresh
yourself on this topic before proceeding.

ARP Caching

Recall that the ARP protocol typically maintains a cache of IP-to-Ethernet address translation
pairs on your comnputer The arp command (in both MSDOS and Linux/Unix) is used to view
and manipulate the contents of this cache. Since the arp command and the ARP protocol have
the same name, it’s understandably easy to confuse them. But keep in mind that they are
different - the arp command is used to view and manipulate the ARP cache contents, while the
ARP protocol defines the format and meaning of the messages sent and received, and defines the
actions taken on message transmission and receipt.

Let’s take a look at the contents of the ARP cache on your computer:

e MS-DOS. Open a Command Prompt Window by typing File->Run and enter cmd then at the
prompt enter arp —-a and press Enter.

The arp -a command will display the contents of the ARP cache on your computer.

11. Write down the contents of your computer’s ARP cache. What is the meaning of each column
value?

In order to observe your computer sending and receiving ARP messages, we'll need to clear the
ARP cache, since otherwise your computer is likely to find a needed IP-Ethernet address
translation pair in its cache and consequently not need to send out an ARP message.

¢ MS-DOS. The MS-DOS arp -d * command will clear your ARP cache. The -d flag indicates a
deletion operation, and the * is the wildcard that says to delete all table entries.

Observing ARP in action

Do the following:

e Clear your ARP cache, as described above.

* Next, make sure your browser’s cache is empty. (select Tools->Internet Options->Delete Files.)
e Start up the Wireshark packet sniffer

¢ Enter the following URL into your browser http://pages.intnet.mu/rhh/wireshark/file3.html
Your browser should again display the rather lengthy UTM Act 2002.

 Stop Wireshark packet capture. Again, we're not interested in IP or higher-layer protocols, so
change Wireshark’s “listing of captured packets” window so that it shows information only
about protocols below IP. To have Wireshark do this, select Analyze->Enabled Protocols. Then
uncheck the IP box and select OK. You should now see a Wireshark window that looks like:
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0. IntelCor_4a:88: Broadcast who has 192.168.1.17 Tell 192.168.1.

2 0.001738 Sagemsa_3a:4c:79 IntelCor_4a:88:97 ARP 192.168.1.1 is at 00:15:56:3a:4c:79

3 0.001748 IntelCor_4a:88:97 Sagem5a_3a:4c:79 0x0800 IP

4 0.010680 Sagemsa_3a:4c:79 IntelCor_4a:88:97 0x0800 IP

5 0.010710 IntelCor_4a:88:97 Sagem5a_3a:4c:79 0x0800 IP

6 0.010896 IntelCor_4a:88:97 Sagem5a_3a:4c:79 0x0800 IP

7 0.039561 Sagemsa_3a:4c:79 IntelCor_4a:88:97 0x0800 IP

8§ 0.051183 Sagemsa_3a:4c:79 IntelCor_4a:88:97 0x0800 IP
| an nNnR1171 SanemSa 2a-40-70 Tntelror 4a-8&8-97  OxN&ON TP | Jd
A *
Frame 1 (42 bytes on wire, 42 bytes captured)
Ethernet II, Src: IntelCor_4a:88:97 (00:13:02:4a:88:97), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)
cooo ff ff £F £ fF ff 00 13 02 4a 86 97 08 06 00 0L  ........ . B
0010 08 00 06 04 00 01 00 13 02 4a BB 97 c0 a8 01 42 ........ . . B
0020 00 OO0 OO 00 OO OO cO 8 O1L O1L .oo.e. .
File: "C:\DOCUME™1\ADMINI~1\LOCALS~1\Temp"ether}0C(%a03760" 43 KB 00:00:00 | P: 60 D: 60 M: O Drops: 0 A

Fig. 3

In the example above, the first two frames in the capture contain ARP messages.

Answer the following questions:

12. What are the hexadecimal values for the source and destination addresses in the Ethernet
frame containing the ARP request message?

13. Give the hexadecimal value for the two-byte Ethernet Frame type field. What does this mean?
14. Download the ARP specification from http://www.networksorcery.com/enp/protocol/arp.htm
a) How many bytes from the beginning of the Ethernet frame does the ARP opcode field begin?
b) What is the value of the opcode field within the ARP-payload part of the Ethernet frame in
which an ARP request is made?

c) Does the ARP message contain the IP address of the sender?

d) Where in the ARP request does the “question” appear - the Ethernet address of the machine
whose corresponding IP address is being queried?

15. Now find the ARP reply that was sent in response to the ARP request.

a) How many bytes from the very beginning of the Ethernet frame does the ARP opcode field
begin?

b) What is the value of the opcode field within the ARP-payload part of the Ethernet frame in

which an ARP response is made?
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c) Where in the ARP message does the “answer” to the earlier ARP request appear - the IP
address of the machine having the Ethernet address whose corresponding IP address is being
queried?

16. What are the hexadecimal values for the source and destination addresses in the Ethernet

frame containing the ARP reply message?

Extra Credit

EX-1. The arp command:

arp -s InetAddr EtherAddr

allows you to manually add an entry to the ARP cache that resolves the IP address InetAddr to
the physical address EtherAddr. What would happen if, when you manually added an entry, you
entered the correct IP address, but the wrong Ethernet address for that remote interface?

EX-2. What is the default amount of time that an entry remains in your ARP cache before being
removed. You can determine this empirically (by monitoring the cache contents) or by looking

this up in your operation system documentation. Indicate how/where you determined this
value.

<
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LAB 3 - Basic Switch Configuration Commands

This lab explains basic switch configuration commands in detail with examples. Configuration and
commands explained in this tutorial are essential commands to manage a Cisco switch effectively.

Packet tracer network simulator software will be used to explain basic switch configuration commands. You
can use any network simulator software like GNS3 or can use a real Cisco switch to follow this lab. There is
no difference in output as long as your selected software contains the commands explained in this tutorial.

Create a practice lab as shown in following figure:

In this topology

e Two 2960 Series switches are used.

o Switchl (Interface Gig1/1) is connected with Switch2 (Interface Gigl/1) via cross cable.

e Switchl has two PCs connected on interfaces Eth0/1 and Eth0/2 via straight through cable.

e Same as switchl, Switch2 also has two PCs connected on its interfaces Eth0/1 and Eth0/2.

o |P address is configured on all PCs PCO (192.168.1.1/24), PC1 (192.168.1.2/24), PC2 (192.168.1.3/24), PC3
(192.168.1.4/24).

Click Switch1 and click CLI menu item and press Enter Key.

Cisco Switch command modes

Cisco switch runs on proprietary OS known as Cisco IOS. IOS is a group of commands used for monitoring,
configuring and maintaining Cisco devices. For security and easy administration, IOS commands are divided
in the set of different command modes. Each command mode has its own set of commands. Which
commands are available to use, depend upon the mode we are in.

Mode Purpose Prompt Command to enter Command to exit
Allow you to connect with
remote devices, perform Default mode after booting.

User EXEC  basic tests, temporary Router > Login with password, if Use exit command
change terminal setting and configured.

list system information

Allow you to set operating
parameters. It also includes

Privileged high level testing and list ~ Router # Use enable command from Use exit command
EXEC . user exec mode

commands like show, copy

and debug.
Global Contain commands those Use configure terminal

Configuration _affect the entire system Router(config)# command from privileged  Use exit command

exec mode
Contain commands those . Use interface type number Use exit command to
Interface - . Router(config- .
. . modify the operation of an . command from global return in global
Configuration | if)# . . . .
interface configuration mode configuration mode
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Mode Purpose Prompt Command to enter Command to exit

Use interface type sub Use exit to return in

Configure or modify the interface number command previous mode. Use

Sub-Interface . . Router(config- . .
. . virtual interface created . ( & from global configuration = end command to
Configuration L subif) . . L
from physical interface mode or interface configure return in privileged
mode exec mode.
Press CTRL+C to
Used by router to create . . abort. Type Yes to
- >ed by Tol L Router will automatically P .
initial configuration, if Parameter[Para . R . . save configuration, or
Setup . . o insert in this mode if running Lo
running configuration is not meter value]: No to exit without

configuration is not present

present saving when asked in

the end of setup.

If router automatically enter
in this mode, then it
indicates that it fails to
ROMMON locate a valid IOS image. @ ROMMON>
Manual entrance in this
mode Allow you to perform
low-level diagnostics.

Enter reload command from
privileged exec mode. Press
CTRL + Ckey
combination during the first
60 seconds of booting
process

Use exit command.

How to get help on Cisco Switch command mode

Switch provides two types of context sensitive help, word help and command syntax help.

Word help

Word help is used to get a list of available commands that begin with a specific letter. For example if we
know that our command begins with letter t, we can hit enter key after typing t? at command prompt. It will
list all possible commands that begin with letter t.

Switch>t?

telnet terminal traceroute
Switch>t

We can list all available commands, if we don't know the initials of our command. For example to list all
available commands at User exec mode, just type ? at command prompt and hit enter key.

Switch»?

Exec commands:
connect Open a terminal connection
disable Turn off privileged commands
disconnect Disconnect an existing network connection
enable Turn on privileged commands
exit Exit from the EXEC
logout Exit from the EXEC
ping Send echo messages
resume Besume an active network connection
show Show running system information
telnet Open a telnet connection
terminal Set terminal line parameters
tracerocute Trace route to destination

Switch»

Command syntax help

Command syntax help can be used to get the list of keyword, commands, or parameters that are available
starting with the keywords that we had already entered. Enter ? (Question mark) after hitting Space key and
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prompt will return with the list of available command options. For example to know the parameters required
by show ip command type show ip ? and prompt will return with all associate parameters. If prompt
returns with <CR> only as an option, that means switch does not need any additional parameters to complete
the command. You can execute the command in current condition.

Switch¥»show ip ?

arp IEF REP table
dhep Show items im the DHCP database
interface IP interface status and configuration
3sh Information on S55H

Switch¥»show ip arp 7
<Ccr¥

Switch»show ip arp

How to set name on switch

Switch name can be set from global configuration mode. Use hostname [desired hostname] command
to set name on switch. TAB key can be pressed to auto-complete possible command.

Switch¥»enable

Switchicont

Switchfconfigure ter

Switchfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Switch({config) #hostname S5W1

SWl (configi

SW1 (config) g

How to set password on a Catalyst switch

Passwords are used to restrict physical access to switch. Cisco switch supports console line for local login
and VTYs for remote login. All supported lines need be secure for User Exec mode. For example if you have
secured VTYs line leaving console line unsecure, an intruder can take advantage of this situation in
connecting with device. Once you are connected with device, all remaining authentication are same. No
separate configuration is required for further modes.

Switch»enable

Switchiconfigure terminal

Enter configquration commands, one per line. End with CNIL/Z.
Switchiconrig) $line console U

Switch (config-line) fpassword conlZid

Switch (config-line) #login

Switch (config-line) fexit

Switch (config)$line vty 0 15

Switch (config-line) fpassword telnetlZi4
Switchi{config-line) #login UT‘I'"
Switch (config-line) fexit

Switchiconfig) §

Password can be set from their respective line mode. Enter in line mode from global configuration mode.
VTY term stand for virtual terminal such as telnet or SSH. Switch may support up to thousand VTYs lines.
By default, the first five (0 - 4) lines are enabled. If we need more lines, we have to enable them manually.
2960 Series switch supports 16 lines. We can set a separate password for each line, for that we have to
specify the number of the line. In the example above, we have set a common password “telnet1234"” for
all lines.
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Above method is good for small companies, where there are a few network administrators. In above method,
a password is shared among all administrators. The switch supports both local and remote server
authentication. Remote server authentication is a complex process. In local database authentication method,
the switch allows us to set a separate password for each user. Two global configuration commands are used
to set local user database.

Switch(config)#username [Username] password[test123]

Or

Switch(config)#username [Username] secret[test123]

Switchvenable

Switchiconfigure terminal

Enter configuration commands, one per line. End with CHTL/SZ.
Switch {config) fusername rishi password testlZ3
Switch{config)#line console 0

Switch{config-line)f#login local

Switch{config-line) fexit

Switch {config) #exit

Both commands do same job. Advantage of using secret option over password option is that in secret option
password is stored in MD5 encryption format while in password option password is stored in plain text
format.

Along with User Exec mode we can also secure Privilege Exec mode. Two commands are available for it.

Switch(config)# enable password Privilege_EXEC_password
or
Switch(config)# enable secret Privilege_ EXEC_password

Again as mentioned earlier, password stored with secret command is encrypted while password stored with
password command remains in plain text. You only need to use single command. If you would use both
commands as above, enable secret command would automatically replace the enable password command.

How to reset switch to factory defaults

During the practice several times we have to reset switch to factory defaults. Make sure you don't
runfollowing commands in production environment unless you understand their effect clearly. Following
commands will erase all configurations. In production environment you should always takes backup before
removing configurations. In LAB environment we can skip backup process.

Switch>enable

Switch#delete flash:vlan.dat

Delete filename [vlan.dat]? [Press Enter Key]

Delete flash:vlan.dat? [confirm] [Reconfirm by pressing enter key]
Switch#erase startup-config

Switch#reload

How to set IP address in Switch

IP address is the address of device in network. Switch allows us to set IP address on interface level. IP
address assigned on interface is used to manage that particular interface. To manage entire switch we have to
assign IP address to VLAN1 (Default VLAN of switch). We also have to set default gateway IP address from
global configuration mode. In following example we would assign IP 172.16.10.2 255.255.255.0 to
VLAN1 and set default gateway to 172.16.10.1.
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Switch>enable

Switch#configure terminal

Switch(config)#interface vlani

Switch(config-if)#ip address 172.16.10.2 255.255.255.0
Switch(config-if)#exit

Switch(config)#ip default-gateway 172.16.10.1

How to set interface description

Switches have several interfaces. Adding description to interface is a good habit. It may help you in finding
correct interface. In following example we would add description Development VLAN to interface
FastEthernet 0/1.

Switch(config)#interface fastethernet 0/1
Switch(config-if)#description Development VLAN

How to clear mac address table

Switch stores MAC addresses in MAC address table. Gradually it could be full. Once it full, switch
automatically starts removing old entries. You can also clear these tables manually from privileged exec
mode. To delete all entries use following command:

switch# clear mac address-table

To delete only dynamic entries, type switch# clear mac address-table dynamic

How to add static MAC address in CAM table

For security purpose sometime we have to add mac address in CAM table manually. To add static MAC
address in CAM table use following command

Switch(config)#mac address-table static aaaa.aaaa.aaaa vlan 1 interface
fastethernet 0/1

In the above command we entered an entry for static MAC address aaaa.aaaa.aaaa assigned to
FastEnternet 0/1 with default VLAN1.

How to save running configuration in switch

Switch keeps all running configuration in RAM. All data from RAM is erased when we turned off the
device. To save running configuration use following command

Switch# copy running-config startup-config

How to set duplex mode

Switch automatically adjust duplex mode depending upon remote device. We could change this mode with
any of other supported mode. For example to force switch to use full duplex mode use

Switch(config)# #interface fastethernet 0/1
Switch(config-if)# duplex full
To use half duplex use

Switch(config)# #interface fastethernet 0/1
Switch(config-if)#duplex half
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show version

show version command provides general information about device including its model number, type of
interfaces, its software version, configuration settings, location of IOS and configuration files and available
memories.

Switch»show wversion

Cisco Internetwork Operating System Software

I0S (tm) CZ950 Software (CZ2950-I6Q4LZ-M), Versiom 1Z.1(Z22)EA4, RELEASE
SOFTHARE (£cl)

Copyright (c) 1%8¢-2005 by cisco Systems, Inc.

Compiled Wed 18-May-05 2Z2:31 by jharirba

Image text-base: OxB80010000, data-base: 0xB80562000

ROM: Bootstrap program is is CZ350 boot loader
Switch uptime is 27 minutes, 33 seconds
Syatem returned to BOM by power—-on

Cisco W5-CZ2550-24 (RC322300) processor (revision C0) with Z1033E bytes of memory.
Processor board ID FHEO&10ZOWC

Last reset from system-reset

Funning Standard Image

24 FastEthernet/IEEE 8202_.3 interface(s)

634B88E bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address: 0004.3R2c3.4C0A
Motherboard assembly number: 73-5781-03
Power supply part number: 34-09&5-01
Motherboard serial number: FOC0610045Z
Power supply serial number: DRBO&0S127D
Model rewvision number: C0O

Motherboard revision number: &0

Model number: W5-CZ2950-24

System serial number: FHEQO&10ZOWC
Configuration register is 0xF

Switch¥»

show mac-address-table

Switch stores MAC address of devices those are attached with its interfaces in CAM table. We can
use show mac-address-table command to list all learned devices. Switch uses this table to make
forward decision.

Switch¥show mac address—tabkle
Mac Address Takle

Vlan Mac Address Type Borts
1 0000 _.0c2d. 7635 D¥YNAMIC Fals2
1 0000 .0ced.cebl D¥NAMIC Fals3
1 0004 _9akl_4326 D¥NAMIC Fal/s4
1 0080 _5ceZ . cedld D¥YNAMIC Fad/s1

Switchs
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show flash

Switch stores IOS image file in flash memory. show flash command will list the content of flash memaory.
This command is useful to get information about 10S file and available memory space in flash.

Switch¥»enable

sizsctory of s1aon:/ 108 filename of 108

1 -rw- 3058048 <ng date> cZf50-icgili-m=_121-22 _ER4 kin

240168384 bytes total (803583368 bytes free)
Switchg

show running-config

Configuration parameter values are created, stored, updated and deleted from running configuration.
Running configuration is stored in RAM. We can use show running-config command to view the

running configuration.

Switch»enable
Switchishow running-config
Building configuration. ..

Current configuration : 930 bytes
!
wersion 1Z.1
no service timestamps log datetime maec
no service timestamps debug datetime msec
no service password-encryption
!
hostname Switch
!
!
!
spanning—-tree mode pvst
!
interface FastEthernet(/1l
duplex half
!
interface FastEthernetl/Z
!
interface FastEthernet(/,3
!

show startup-config

Any configuration stored in RAM is erased when devices is turned off. We can save running configuration in
NVRAM. If we have saved running configuration in NVRAM, it would be automatically loaded back in
RAM from NVRAM during the next boot. As switch load this configuration back in RAM in startup of
device, at NVRAM it is known as startup-config.

show vlan

show vlan command will display the VLANs. For administrative purpose, switch automatically create
VLAN 1 and assign all its interfaces to it. You can create custom VLANSs from global configuration mode
and then assign them to interfaces.
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Switch#show wlan

VLAN MName Status Eorts

1 default active Fal/1, Fal/f2, Falf3, Falsfd
Fza0/5, Fa0/8, FaO/s7, FalsB8
F=0/%, Fa0/10, Fa0/s11, Fal/slZ
Fa0s13, F=0/14, Fa0/15, Fal/s1l¢

F=0/,17, Fa0/18, Fa0/1%, Fal/20
manually created VLAN Fa0/21, Fa0/22, Fal/23, Fal/24
17 Cutcast &'— active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trmnet-default act/unsup

show interface

show interface command displays information about interfaces. Without argument it would list all
interfaces. To get information about specific interface we need to pass its interface number as an argument.
For example to view details about FastEthernet 0/1, use show interface fastethernet 0/1.

Switchishow interface fastethermet 071
FastEthernetl/1 is up, line protocol is up (connected)
Hardware is Lance, address jis 0010.11dc.8101 (kia 0010.11d4dc.8101)
BW 100000 Fkit, DLY 1000 usec,
reliskility 2557255, txload 1/Z55, rxload 1/Z55
Encapsulation ARPL, loopback not set
Feepalive set (10 sec)
Half-duplex, 100Mb/s3
input flow-control is off, output flow-control is off
LBP type: LRPL, ARRP Timecut 04:00:00
Last input 00:00:08, output 00:00:05, output hang newver
Last clearing of "show interface"™ counters never
Input gqueue: 0/75/0/0 (3ize/max/dropss/flushes); Total output drops: 0
Queueing strategy: fifo
Cutput gueues :0,/40 (3ize/max)
5 minute input rate 0 bkita/sec, 0 packets/sec
5% minute ocutput rate 0 bits/sec, 0 packets/sec
835¢ packets input, 193351 bytes, 0 no buffer
Beceived 95& broadecasts, 0 rumts, 0 giants, 0 throttles
0 input errocrs, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 watchdog, 0 multicast, 0 pause input
0 input packets with dribbkle condition detected
2357 packets output, 283570 bytes, 0 underruns

First line from output provides information about the status of interface.

FastEthernet0/1 is up, line protocol is up (connected)

The first up indicates the status of the physical layer, and second up indicates the status of the data link layer.
Possible interface status

e up and up :- Interface is operational.

e up and down :- Data link layer problem.

¢ down and down :- Physical layer problem.

e Administratively down and down :- Interface is disabled with shutdown command.
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Possible values for physical layer status

o Up :- Switch is sensing physical layer signal.

e Down :- Switch is not sensing physical layer signal. Possible reasons could be cable is not
connected, wrong cable type is used and remote end device is turned off.

e Administratively down :- Interface is disabled by using shutdown command.

Possible values for data link layer status

o Up :- The data link layer is operational.
e Down :- The data link layer is not operational. Possible reasons could be a disabled physical layer,
missed keep alives on a serial link, no clocking or an incorrect encapsulation type.

show ip interface brief

Switch»enable

Switchishow ip interface brief

Interface IP-Lddress OE? Method Status Protocol
FastEthernetl/1 unassigned ¥YES manual up up
FastEthernet0/2Z unassigned ES manuzal up up
FastEthernetl/3 unassigned E5 manual up up
FastEthernetl/4 unassigned ES manual up up
FastEthernetl/,5 unassigned ES5 manual down down
FastEthernetl/ /& unassigned ES5 manual down down
FastEthernetl/7 unassigned ES5 manual down down
FastEthernetl/8 unassigned ¥YES manual down down

show ip interface brief is a extremely useful command to get quick overview of all interfaces on switch. It
lists their status including IP address and protocol.
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LAB3-VLAN: VTP: DTP: STP

This lab explains how to use Packet Tracer for the practice of VLAN Configuration, VTP Server and Client
configuration, DTP configuration, STP Configuration, Intra VLAN communication and Router on Stick
Configuration.

Section A

Scenario and Initial Setup

A company has three offices which are all connected via layer 2 links. For redundancy purpose, each office
has one more layer 2 link. The company has two departments: Sales & Management. In each office, we have
one PC from each department. The Ethernet port of a router is used for inter VLAN communication.

Create a topology in packet tracer, as shown below:

PCs Configuration

Device |IP Address |Subnet Mask|Gateway |VLAN Connected With

PCO 10.0.0.2 255.0.0.0 10.0.0.1 |VLAN 10 |0ffice 1 Switch on F0/1
PC1 20.0.0.2 255.0.0.0 20.0.0.1 |[VLAN 20 |0ffice 1 Switch on F0O/2
PC2 10.0.0.3 255.0.0.0 10.0.0.1 |[VLAN 10 |0ffice 2 Switch on F0/1
PC3 20.0.0.3 255.0.0.0 20.0.0.1 |VLAN 20 |0ffice 2 Switch on F0/2
PC4 10.0.0.4 255.0.0.0 10.0.0.1 |[VLAN 10 |0ffice 3 Switch on F0/1
PC5 20.0.0.4 255.0.0.0 20.0.0.1 |[VLAN 20 |0ffice 3 Switch on F0/2
Office 1 Switch Configuration

Port Connected To VLAN Link Status

FO/1 with PCO VLAN 10 Access |OK

FO/2 with PC1 VLAN 20 Access |OK

Gige/1 wWith Router VLAN 10,20 |Trunk OK

Gige/2 With Switch2 VLAN 10,20 (Trunk OK

FO/24 with Switch2 VLAN 10,20 |Trunk STP - Blocked




Office 2 Switch Configuration

Master Page 98 of 108

Port Connected To VLAN Link Status

Fo/1 with PCO VLAN 10 Access |[OK

FO/2 with PC1 VLAN 20 Access |[OK

Gig 0/2 |with Switch1 VLAN 10,20 |[Trunk OK

Gig 0/1 |with Switch3 VLAN 10,20 |[Trunk OK

FO/24 With Switchi VLAN 10,20 |[Trunk STP - Blocked
FO/23 wWith Switch3 VLAN 10,20 |[Trunk STP - Blocked
Office 3 Switch Configuration

Port Connected To VLAN Link Status

Fo/1 wWith PCO VLAN 10 Access |OK

Fo/2 with PC1 VLAN 20 Access |[OK

Gig 0/1 |wWith Switch2 VLAN 10,20 |Trunk OK

Fo/24 With Switchi VLAN 10,20 |[Trunk STP - Blocked
Router Configuration

Port Connected To VLAN Link Status

Fa0/0 Office 1 Switch Gig 0/1 VLAN 10, 20|Trunk ok

VLAN Configuration

VLAN Number |VLAN Name |Gateway IP |PCs

10 Sales 10.0.0.1 PCO, PC2,PC4

20 Management 20.0.0.1 PC1, PC3, PC5

Assign IP Addresses to PCs

Assigning IP addresses is bit easy task in packet tracer. Just double Click on PC-PT and Click Desktop
menu item and Click IP Configuration Select Static from radio option and fill IP address, subnet mask and
default gateway IP in given input boxes. Use PC Configuration table above to assign correct IP address.

Section B

Configuring VTP Server and Client in Switch

This section explains basic concepts of VTP Protocol, VTP Domain, VTP Messages and VTP modes (Server

mode, Transparent mode and Client mode) and how to configure VTP Server and VTP Clients.

VLAN Trunk Protocol (VTP) is a Cisco proprietary protocol used to share VLAN configuration across the
network. Cisco created this protocol to share and synchronize their VLAN information throughout the

network. Main goal of VTP is to manage all configured VLANs across the network.
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In our scenario, we have only 3 switches. We can easily add or remove VLLAN manually on all three
switches. However this process could be more tedious and difficult if we have 50 switches. In a large
network, we might make a mistake in VLAN configuration. We might forget to add a VLAN in one of the
switch, or we may assign a wrong VLAN number. We may forget to remove a VLAN on one of the switch,
whilst removing VLANS.

VTP is a life-saver protocol in this situation. With VTP, we can add or remove VLANS on one switch and
this switch will propagate VLAN information to all other switches in network.

VTP Messages

VTP share VL ANs information via VTP messages. VTP messages can only be propagate through the trunk
connections. So we need to set up trunk connection between switches. VTP messages are propagated as layer
2 multicast frames.

VTP Domain

VTP domain is a group of switches that share same VL AN information. A switch can have a single domain.
VTP messages include domain name. Switch only update VLAN information if it receive VTP message from
same domain.

VTP can be configured in three different modes.

1. Server
2. Transparent
3. Client

VTP Server Mode

VTP Server can add, modify, and delete VL ANSs. It will propagate a VTP message containing all the changes
from all of its trunk ports. If server receives a VTP message, it will incorporate the change and forward the
message from all remaining trunk ports.

VTP Transparent Mode

VTP Transparent switch can also make change in VLANSs but it will not propagate these changes to other
switches. If transparent switch receives a VTP message, it will not incorporate the change and forward the
message as it receives, from all remaining trunk ports.

VTP Client Mode

VTP client switch cannot change the VLAN configurations itself. It can only update its VLAN configuration
through the VTP messages that it receive from VTP server. When it receives a VTP message, it incorporates
the change and then forwards it to the remaining trunk ports.

Configuring VTP Server

We will configure Office 1 Switch as VTP Server. Double click on Office 1 Switch and Click CLI menu
item and press Enter key to start CLI session.

By default all switches work as VTP server so we only need few commands to configure it. In the following
commands we will:

¢ Set hostname to S1
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* Set domain name to pditn18b
* Set password to test1234. (Password is case-sensitive)

Switch> enable

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# hostname S1

S1(config)# vtp mode server

Device mode already VTP SERVER.

Si(config)# vtp domain pditni8b

Changing VTP domain name from NULL to pditni8b

S1(config)# vtp password test1234

Setting device VLAN database password to test1234

Configure VTP Client

We will configure Office 2 Switch and Office 3 Switch as VTP client switch. Access CLI prompt of Office 2
Switch and execute following commands

Switch> enable

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# hostname S2

S2(config)# vtp mode client

Setting device to VTP CLIENT mode.

S2(config)# vtp domain pditni18b

Changing VTP domain name from NULL to pditni18b
S2(config)# vtp password test1234

Setting device VLAN database password to test1234
S2(config)#

Now access CLI prompt of Office 3 Switch and enter following commands

Switch> enable

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# hostname S3

S3(config)# vtp mode client

Setting device to VTP CLIENT mode.

S3(config)# vtp domain pditni8b

Changing VTP domain name from NULL to pditni8b
S3(config)# vtp password test1234

Setting device VLAN database password to test1234
S3(config)#

We have configured VTP server and VTP client. At this moment, VTP client will not receive VTP messages
from server. We need to configure DTP between switches.

Section C

This section explains VLAN Tagging, VLAN Trunking protocols (ISL & 802.1Q), DTP Modes (ON, DTP
Mode Desirable, Auto, No-Negotiate & OFF) and VLAN Trunk configuration in detail.

In VLAN configuration, a switch port can operate in two mode; access and trunk. In access mode it can carry
only single VLAN information while in trunk mode it can carry multiple VLANs information. Access mode
is used to connect the port with end devices while trunk mode is used to connect two switching devices.
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Access Link and Trunk Link

An access link can carry single VL AN information while trunk link can carry multiple VL ANs information.
Configuring VLANS on single switch does not require trunk link. It is required only when you configure
VLANSs across the multiple switches.

For example if we do not connect all switches in our network, we do not require to configure the trunk link.
In this case PCO, PC2 and PC4 cannot communicate with each other. Although they all belongs to same
VLAN group but they have no link to share this information.

Trunk link connections are used to connect multiple switches sharing same VL ANs information.

You may think why we cannot use access link to connect these switches. We can use access links to connect
switches but we will need to use one separate link for each VLAN. If we have 2 VLANSs, we need 2 links.

With this implementation, we need links equal to VL ANSs that does not scale very well. For example if our
design require 30 VLANSs, we will have to use 30 links to connect switches.

Summary

* An access link can carry single VLAN information.

» Theoretically, we can use access link to connect switches.

» If we use access link to connect switches, we have to use links equal to VLLANSs.
* Due to scalability we do not use access link to connect the switches.

* A trunk link can carry multiple VLAN information.

* Practically we use trunk links to connect switches or switches to routers.

VLAN Tagging
Trunk links use VLAN tagging to carry the multiple VLANS traffic separately.

In VLAN tagging process, sender switch add a VLAN identifier header to the original Ethernet frame.
Receiver switch read VLAN information from this header and remove it before forwarding to the associate
ports. Thus original Ethernet frame remains unchanged. Destination PC receives it in its original shape.

VLAN Tagging process with example

* PCl1 generates a broadcast frame.

* Officel switch receives it and know that it is a broadcast frame for VL AN20.

» It will forward this frame from all of its port associated with VLAN20 including trunk links.

*  While forwarding frame from access links, switch does not make any change in original frame. So
any other port having same VLAN ID in switch will receive this frame in original shape.

*  While forwarding frame from trunk links, switch adds a VLAN identifier header to the original
frame. In our case switch will add a header indicating that this frame belongs to VLAN20 before
forwarding it from trunk link.

* Office2 switch will receive this frame from trunk link.

» It will read VLAN identifier header to know the VLAN information.

* From header it will learn that this is a broadcast frame and belong to VL AN20.

* It will remove header after learning the VLAN information.

* Once header is removed, switch will have original broadcast frame.

* Now office2 switch has original broadcast frame with necessary VLAN information.

* Office2 Switch will forward this frame from all of its ports associated with VLAN20 including trunk
links. For trunk link same process will be repeated.

* Any device connected in ports having VLAN20 ID in Office2 switch will receive original frame.
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Now we know that in VL AN tagging process sender switch adds VL AN identifier header to the original
frame while receive switch removes it after getting necessary VLAN information. Switches use VLAN
trunking protocol for VLAN tagging process.

VLAN Trunking Protocol
Cisco switches supports two types of trunking protocols ISL and 802.1Q.

ISL

ISL (Inter-Switch Link) is a Cisco proprietary protocol. It was developed a long time before the 802.1Q. It
adds a 26-byte header (containing a 15-bit VLAN identifier) and a 4-byte CRC trailer to the frame.

802.1Q

It is an open standard protocol developed by IEEE. It inserts 4 byte tag in original Ethernet frame. Over time,
802.1Q has become the most popular trunking protocols.

Key difference between ISL and 802.1Q

» ISL was developed Cisco while 802.1Q was developed by IEEE.

» [ISL is a proprietary protocol. It will works only in Cisco switches. 802.1Q is an open standard based
protocol. It will works on all switches.

* ISL adds 26 bytes header and 4 byte trailer to the frame.

* 802.1Q inserts 4 byte tag in original frame.

802.1Q is a lightweight and advanced protocol with several enhanced security features. Even Cisco has
adopted it as a standard protocol for tagging in newer switches. 2960 Switch supports only 802.1Q tagging
protocol.

VLAN Trunk Configuration

We can configure trunking in Cisco switches by two ways: statically or dynamically. In static method, we
need to configure trunking in interface statically; while in dynamic mode it automatically done by a DTP
trunking protocol.

Dynamic Trunking Protocol

DTP [Dynamic Trunking Protocol] is a Cisco proprietary protocol. It automatically configures trunking on
necessary ports. It operates in five modes.

DTP Modes

DTP Mode ON

In ON mode, interface is set to trunk, regardless whether remote end supports trunking or not. ON mode
cause interface to generate DTP messages and tag frames based on trunk type.

DTP Mode Desirable

In Desirable mode, interface will generate the DTP messages and send them to other end. Interface will work
as access link until it get replies from remote end. If reply messages indicate that remote device is trunking
capable, DTP will change connection link from access link to Trunk. If the other end does not respond to
DTP message, the interface will work as access link connection.
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DTP Mode Auto

In auto mode interface works as access link and passively listen for DTP messages. Interface will change
connection link to trunk, if it receives a DTP message from remote end.

DTP Mode No-Negotiate

In No-Negotiate mode, interface is set as trunk connection. Interface will tag frames but it will not generate
DTP messages. DTP is a Cisco's proprietary protocol, thus a non Cisco device will not understand it. This
mode is used to trunk connection between Cisco device and a non Cisco device.

DTP Mode OFF

In off mode interface is configured as access-link. No DTP message will be generated nor frames will be
tagged. In our topology, we need to configure trunk on following interfaces:

Switch Interfaces

office 1 |Gig0/1, Gigd/2, FO/24
office 2 |6ig®/1, Gigd/2, FO/23, FO/24
Office 3 |Gig0/1, GigO/2

By default, all interface on a switch starts as access link. switchport mode trunk command is used to
change connection link in trunk. Run this command from interface mode. We will now change all necessary
interfaces (given in above table) connection link in trunk.

Office 1 Switch

S1(config)# interface fastEthernet 0/24

S1(config-if)# switchport mode trunk

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet®@/24,changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24,changed state to up
S1(config-if)# exit

Si(config)# interface gigabitEthernet 0/1

S1(config-if)# switchport mode trunk

Si1(config-if)# exit

S1(config)# interface gigabitEthernet 0/2

S1(config-if)# switchport mode trunk

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet®/2,changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet®/2,changed state to up
S1(config-if)# exit

Si1(config)#

Office 2 Switch

S2(config)# interface gigabitEthernet 0/1

S2(config-if)# switchport mode trunk

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet®/1,changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet®/1,changed state to up
S2(config-if)# exit

S2(config)# interface gigabitEthernet 0/2

S2(config-if)# switchport mode trunk

S2(config-if)# exit

S2(config)# interface fastEthernet 0/23

S2(config-if)# switchport mode trunk

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet®0/23,changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23,changed state to up
S2(config-if)# exit

S2(config)# interface fastEthernet 0/24

S2(config-if)# switchport mode trunk

S2(config-if)# exit



Master Page 104 of 108

Office 3 Switch

S3(config)# interface fastEthernet 0/24
S3(config-if)# switchport mode trunk
S3(config-if)# exit

S3(config)# interface gigabitEthernet 0/1
S3(config-if)# switchport mode trunk
S3(config-if)# exit

That's all the configurations we need. Now our trunk links are ready to move multiple VL AN traffic.

Section D

This final section explains how to create and assign VLAN, VLAN Membership (Static and Dynamic),
Router on Stick and Spanning Tree Protocol (STP) in detail.

Creating VLAN

In Section B, Switch S1 was configured as VTP Server. S2 and S3 were configured as VTP clients. We only
need to create VLANSs in VTP Server. VTP Server will propagate this info to all VTP clients automatically.

vlan vlan number command is used to create the VLAN.

Office 1 Switch

S1(config)# vlan 10
Si(config-vlan)# exit
S1(config)# vlan 20
Si(config-vlan)# exit
S1(config)#

Assigning VLAN Membership

VLAN can be assigned statically or dynamically but at our level, we only need to use the static method to
assign VLAN membership. switchport access vlan [vlan number] command is used to assign
VLAN to the interface. Following commands will assign VLANS to the interfaces.

Office 1 Switch

S1(config)# interface fastEthernet 0/1

S1(config-if)# switchport access vlan 10
S1(config-if)# interface fastEthernet 0/2
S1(config-if)# switchport access vlan 20

Office 2 Switch

S2(config)# interface fastEthernet 0/1

S2(config-if)# switchport access vlan 10
S2(config-if)# interface fastEthernet 0/2
S2(config-if)# switchport access vlan 20

Office 3 Switch

S3(config)# interface fastEthernet 0/1

S3(config-if)# switchport access vlan 10
S3(config-if)# interface fastEthernet 0/2
S3(config-if)# switchport access vlan 20

We have successfully assigned VLAN membership. It's time to test our configuration. To test this
configuration, we will use ping command. ping command is used to test connectivity between two
devices. As per our configuration, devices from same VL AN can communicate. Devices from different
VLANSs must not be able to communicate with each other without router.
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Testing VLAN configuration

Access PC(X) command prompt by Double click PC(X)-PT and click Command Prompt

We have two VLAN configurations VLAN 10 and VLAN 20. Let's test VLAN 10 first. In VLAN 10 we have
three PCs with IP addresses: 10.0.0.2,10.0.0.3 and 10.0.0. 4. These PCs must be able to

communicate with each other's. At this point, PCs from VLAN 10 should not be allowed to access PCs from
VLAN 20. VLAN 20 also has three PCs 20.0.0.2,20.0.0.3 and 20.0.0.4.

We have successfully implemented VLAN 10 now test VLAN 20.

Same as VLAN 10, PCs from VLAN 20 must be able to communicate with other PCs of same VLAN while
they should not be able to access VLAN 10.
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Configure Router on Stick

Typically routers are configured to receive data on one physical interface and forward that data from another
physical interface based on its configuration. Each VL AN has a layer 3 address that should be configured as
default gateway address on all its devices. In our scenario we reserved IP address 10.0.0.1 for VLAN 10 and
20.0.0.1 for VLAN 20.

With default configuration, we need two physical interfaces on router to make intra-VLAN communication.
Due to the high price of a router, it’s not a cost effective solution to use a physical interface of router for each
VLAN. Usually a router has one or two Ethernet interface. For example, if we have 50 VLANSs, we would
need nearly 25 routers in order to make intra-VLANs communication. To deal with situation, we use Router
on Stick.

Router on Stick is router that supports trunk connection and has an ability to switch frames between the
VLANS on this trunk connection. On this router, a single physical interface is sufficient to make
communication between both VLANS.

Access command prompt of Router

To configure Router on Stick we have to access CLI prompt of Router. Click Router and Click CLI from
menu items and Press Enter key to access the CLI

Run following commands in same sequence to configure Router on Stick

Router> enable

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# interface fastEthernet 0/0
Router(config-if)# no ip address

Router(config-if)# no shutdown

Router(config-if)# exit

Router(config)# interface fastEthernet 0/0.10
Router(config-subif)# encapsulation doti1Q 10
Router(config-subif)# ip address 10.0.0.1 255.0.0.0
Router(config-subif)# exit

Router(config)# interface fastEthernet 0/0.20
Router(config-subif)# encapsulation dot1Q 20
Router(config-subif)# ip address 20.0.0.1 255.0.0.0
Router(config-subif)# exit

* In above configuration, we broke up
single physical interface [FastEthernet
0/0] into two logical interfaces, known
as sub-interfaces. A router can support
up to 1000 interfaces

» By default interface link works as access
link. We need to change it into trunk
link. encapsulation commands specify
the trunk type and associate VLAN with
sub-interface.

* In next step we assigned IP address to
our sub-interface.

That's all configuration we need to switch

VLANSs. Now we can test different VLAN

communications. To test intra VLANs communication open command prompt of PC and ping the PC of
other VLAN. PC2 [10.0.0.3] from VLAN 10 can now access PC1 [20.0.0.2] from VLAN 20.

10



Spanning Tree Protocol (STP)

STP is a layer 2 protocol, used
for removing loops. For backup
purpose we typically create
backup links for important
resources. In our scenario, all
offices have backup links that
create loops in topology. STP
automatically removes layer 2
loops. STP multicasts frame that
contain information about
switch interfaces. These frames
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are called BPDU (Bridge Protocol Data Units). Switch use BPDUs to learn network topology. If it
found any loop, it will automatically remove that. To remove loop, STP disables port or ports that

are causing it. (may differ to yours)

APPENDIX: VLAN VTP DTP commands cheat sheet

Command

Switch(config)# vtp mode server
Switch(config)# vtp mode client
Switch(config)# vtp mode transparent
Switch(config)# no vtp mode Configure
Switch(config)# vtp domain domain-name
Switch(config)# vtp password password
Switch# show vtp status

Switch# show vtp counters
Switch(config-if)# switchport mode trunk
Switch(config)# vlan 10
Switch(config-vlan)# name Sales

Switch(config-vlan)# exit

Switch(config)# interface fastethernet 0/1
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch# show vlan

Switch# show vlan brief

Switch# show vlan id 10

Switch# show vlan name sales

Switch(config)# interface fastethernet 0/8

Switch(config-if)# no switchport access vlan 10

Switch(config-if)# exit
Switch(config)# no vlan 10
Switch# copy running-config startup-config

11

Description

Configure Switch as VTP Server

Configure Switch as VTP Client

Configure Switch as VTP Transparent

Switch to default VTP Server Mode

Set VTP Domain name.

Set VTP password. Password is case sensitive
Display VTP status including general information
Show VTP counters of switch

Change interface mode in Trunk

Create VLAN and associate number ID 10 with it
Assign name to VLAN

Return in Global configuration mode from VLAN
configuration mode

Enter in interface configuration mode

Set interface link type to access link

Assign this interface to VLAN 10

Displays VLAN information

Displays VLAN information in short

Displays information VLAN ID 10 only

Displays information about VLAN named sales only
Enter in Interface configuration mode

Removes interface from VLAN 10 and reassigns it to the
default VLAN - VLAN 1

Move back to Global configuration mode
Delete VLAN 10 from VLAN database
Saves the running configuration in NVRAM



IPv4 (RFC 791) format

Bits 0 34 79

15 16
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3

Header

Vearsion length

Type of service

Total length

Identification

Flags

Fragment offset

Time to live

Protocol

Header checksum

32-bit source address

32-bit destination address

Options

Padding

TCP (RFC 793) format

Bits 0 34 9 10

15 16

3

Source port number

Destination port number

Sequence number

Acknowledgment number

Data

offsat Reserved

Flags

Window

Checksum

Urgent pointer

Options

Padding

Ethernet II format
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