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Programme Director: Mr. Pillay Kanaksabee
Module Convenor: Mr. Rishi Heerasing

Office: Room G2.14 Level 2 SITE BLOCK
Phone: 207 5250 Ext. 34
E-mail: rheerasing@umail.utm.ac.mu

Academic Tutoring:  None
Lecture Day and Time: 08:00 – 12:00 (Batch 1) & 13:00 – 17:00 (Batch 2)
Credits & Level: 4 credits
Pre-requisites (If applicable): None
Co-requisites (If applicable): None
Method of Delivery & Frequency: 15 x 4 Hrs sessions of lectures, tutorials and practicals.
Method & Criteria of Assessment: 50% Unseen Exam & 50% Coursework

Module Aims:

 Investigate the fundamentals of data communication and the problems that
affects communication in relation to computer networks.
 Illustrate the concepts and applications of communications technologies
and networks in the context of the OSI and TCP/IP reference models.
 Investigate the various communications standards, protocols, architectures,
and transmission techniques currently available.
 LAN Design and Implementation.
 Routing and Switching principles.
 Introduce the need for error detection and correction of  data  in digital  

networks.
 Understand the different metrics and concepts in network performance.
 Use of simulation software (Opnet Modeler / Packet Tracer) and network  

device configuration

Learning Objectives and Outcomes:

 Understand  the  technical  literature,  fundamental  concepts  and  issues  
involved in data communications and computer networks.

 Understand the requirements for effective and reliable data transmission.
 Understand the layered structure of  computer networks  and distinguish  

the different protocols and type of services provided at each layer.
 Understand the techniques and algorithms that have been devised to effect
proper communication across networks.
 Understand the difference between data moving along the network layer  

and the data link layer.
 Understand how simulation software and protocol  analysers can be used  

to assess network performance. 
 Understand the types and functions of network interconnect devices.
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TENTATIVE LECTURE SCHEDULE

Date Topics Covered

18/04/16
Introduction; Communications Model; ISO-OSI Reference Model; TCP/IP Suite. 
Application Layer

19/04/16
Application Layer (Cont.): Application protocols such as :HTTP, FTP, SMTP, 
POP/IMAP, DNS

20/04/16
Transport Layer: Services and Protocols; TCP vs. UDP; Segment Structure, 
Reliable Data Transfer, Flow Control, Connection Management.

21/04/16 Network Layer: Services and Path selection; IPv4; IPv6.

22/04/16 Network Layer (Cont.): Fragmentation; ICMP; DHCP.

25/04/16 Network Layer (Cont.): IPv4 addressing and Calculation

26/04/16 Data Link Layer: Services; LAN addressing; ARP and RARP. Ethernet.

27/04/16 Wireless Technologies

28/04/16 Error Detection and Correction

29/04/16 Open book Class Test + Practical Test (20% + 10%) 

02/05/16 Routing and Switching Principles

03/05/16 Network Performance and Security

04/05/16  Physical Layer: Encoding Techniques

05/05/16 LAN Design + Assignment Report Submission (20%)

06/05/16 Revision + Assignment Presentation
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READING LIST

RECOMMENDED TEXTS (as per availability in the UTM Resource Centre):

 Kurose & Ross (2002) Computer Networking: A Top-Down Approach 
featuring the Internet: 2nd Ed., Addison-Wesley (D4.6KUR)Ж

 Tanenbaum A. (2001) Computer Networks: 4th Ed., Prentice-Hall 
(D4.6TAN) Ж

 Sallings W. (2001) Data and Computer Communications: 6th Ed., Prentice-Hall 
(D4.6STA) Ж

 Hallsall F. (2001) Data Communications, Computer Networks, and Open 
Systems: 4th Ed., Addison-Wesley (D4.6HAL)

 Lowe D. (2005) Networking for Dummies: 7th Ed., Wiley Publishing Ж

 ЖYou can download a copy of these books in e-book format on my Intr@web   site at 
http://intraweb/~rh/download/network.html

OTHER READING MATERIALS e.g. TEXTS/JOURNALS/ARTICLES/WEBSITES:

1. Addison Wesley Companion Website for Computer Networking: A Top-Down 
Approach , 4th Edition at http://wps.aw.com/aw_kurose_network_4

2. Prentice-Hall Website for Computer Networks, 4th Edition at 
http://authors.phptr.com/tanenbaumcn4/

3. Website for Data and Computer Communications, 8th Edition at 
http://williamstallings.com/DCC/DCC8e.html

LECTURE NOTES

The lecture notes are available on my website: Nefertum’s Shrine at http://  www.rishiheerasing.net

The notes are in .pdf format so you will need Adobe Acrobat® Reader to view them. This reader can also be 
downloaded from the above-mentioned site in the Downloads Section. 
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Data Communications   v.   Networking 

 Communication is concerned with the transmission of 
data over a communication medium/channel between 
two entities. Here we are more concerned about EE 
issues such as physical properties of communication 
medium, physical characteristics of signals and interfaces,
format, and timing of signals, etc.… 

 Networking is concerned with the physical topology of 
two or more communicating entities and the logical 
topology of data transmission. Issues such as addressing, 
routing, reliability, etc become important.

Simplified Communication Model

Major Communication tasks

 Transmission system utilization (DC+Net)
 Addressing (DC+Net)
 Interfacing (DC)
 Routing (Net)
 Signal generation (DC)
 Recovery (DC+Net)
 Synchronization (DC+Net)
 Message formatting (Net)
 Security (Net)
 Error detection and correction (DC+Net)
 Congestion control (Net)
 Flow control (DC+Net)

Simplified Communications Model

Layered Model

 Systems communicate over a shared communication
medium according to an agreed upon convention 
(standard).

 Several sets of standards currently exist:
o DoD: TCP/IP
o ISO: OSI model
o Commercial: SNA, IPX (Novell)
o Proprietary

 In this module, we will basically follow the 7 layer 
approach defined by ISO:OSI.

DoD Model

o DARPA (Defence Advanced Research Projects 
Agency)

o ARPANET => Internet
o TCP/IP Transmission Control Protocol/Internet 

Protocol
o TCP/IP developed concurrently with ISO model. 

TCP/IP does not contain protocols relating to all ISO 
layers. Most of the functionalities of ISO are 
embedded in TCP/IP.

ISO/OSI Model

 Communication functions are partitioned into a 
vertical set of seven layers.

 each layer performs a related subset of functions 
required for communication.

 each layer provides services to next higher layer 
while depending on the previous lower layer to do 
more primitive functions.

 decomposes one problem into a number of more 
manageable sub-problems.

 communication is achieved by having corresponding 
(peer) entities in the same layer in two different 
systems communicate via a protocol. 

 each protocol entity sends data down to the next 
lower layer so as to get data across to its peer entity.

 each entity communicates with entities in the layers 
above it and below it, across an interface.

ISO/OSI provides a common basis for coordination of 
standards and is based on a hierarchical model:

 Application Layer
 Presentation Layer
 Session Layer
 Transport Layer
 Network Layer
 Data Link Layer
 Physical Layer
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TCP/IP vs. ISO-OSI

Application Layer

Goals:
 
 conceptual, implementation aspects of network 

application protocols
 transport-layer service models
 client-server paradigm
 peer-to-peer paradigm

 learn about protocols by examining popular application-
level protocols

 HTTP
 FTP
 SMTP / POP3 / IMAP4
 DNS

Application: communicating, distributed processes
 e.g. Email, Web, P2P file sharing, IM 
 running in end systems (hosts) 
 exchange messages to implement application

Application-layer protocols:
 one “piece” of an application
 define messages exchanged by apps and actions 

taken
 use communication services provided by lower layer 

protocols (TCP, UDP)

Application-layer protocols defines:

 Types of messages exchanged, e.g. request or 
response messages

 Syntax of message types: what fields in messages & 
how fields are delineated

 Semantics of the fields, i.e. meaning of information 
in fields

 Rules for when and how processes send & respond 
to messages

Public-domain protocols:
 defined in RFCs
 allows for interoperability
 eg, HTTP, SMTP

Proprietary protocols:
 eg, Skype, Viber, etc…

Client-Server Paradigm

Client:
 initiates contact with server (“speaks first”)
 typically requests service from server, 
 Web client implemented in browser; email client 

implemented in mail reader
Server:

 provides requested service to client e.g., Web server 
sends requested Web page, mail server delivers e-
mail

Which type of service does an application need?

Data Loss and Timing
 some apps (e.g., audio) can tolerate some loss
 other apps (e.g., file transfer, telnet) require 100% 

reliable data transfer
 some apps (e.g., Internet telephony, interactive games) 

require low delay to be “effective” 

Bandwidth
 some apps (e.g., multimedia) require minimum amount 

of bandwidth to be “effective”
 other apps (“elastic apps”) make use of whatever 

bandwidth they get 
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Transport protocol Services

TCP service:

 connection-oriented: setup required between client and 
server processes

 reliable transport between sending and receiving process
 flow control: sender won’t overwhelm receiver 
 congestion control: throttle sender when network 

overloaded
 does not provide timing or minimum bandwidth 

guarantees

UDP service:

 unreliable data transfer between sending and receiving 
process

 does not provide: connection setup, reliability, flow 
control, congestion control, timing, or bandwidth 
guarantee 

Q: why bother?  Why is there a UDP?

WEB and HTTP

 Web page consists of objects
 Object can be HTML file, JPEG image, Java applet, audio 

file,…
 Web page consists of base HTML-file which includes 

several referenced objects
 Each object is addressable by a URL
 Example URL:

http://pages.intnet.mu/rhh/index.html

HTTP overview

HTTP: HyperText Transfer Protocol
 Web’s application layer protocol
 client/server model

 client: browser that requests, receives, 
“displays” Web objects

 server: Web server sends objects in response to 
requests

 HTTP 1.0: RFC 1945
 HTTP 1.1: RFC 2068
HTTP Uses TCP:

 client initiates TCP connection (creates socket) to server, 
port 80

 server accepts TCP connection from client
 HTTP messages (application-layer protocol messages) 

exchanged between browser (HTTP client) and Web 
server (HTTP server)

 TCP connection closed

HTTP is “stateless”

 i.e. server maintains no information about past client 
requests

HTTP Connections

1. Non-persistent HTTP:
 At most one object is sent over a single TCP 

connection.
 HTTP/1.0 uses non-persistent HTTP.

2. Persistent HTTP:
 Multiple objects can be sent over a single TCP 

connection between client and server.
 HTTP/1.1 uses persistent connections in default 

mode.

Non-persistent HTTP

Suppose a user enters the following URL:

http://www.aplace.com/index.html and that this homepage 
contains some text and references to 6 gif images in total.
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The following interactions will take place:

Response Time Modeling

Definition of Round-Trip Time (RTT) is the time to send a 
small packet to travel from client to server and back.

Response time:

 one RTT to initiate TCP connection 
 one RTT for HTTP request and first few bytes of HTTP

response to return
 file transmission time
Total = 2 x RTT+ transmit time

Non-persistent HTTP issues:

 requires 2 RTTs per object.
 OS must work and allocate host resources for each TCP 

connection.
 but browsers often open parallel TCP connections to 

fetch referenced objects.

Persistent HTTP issues

 Server leaves connection open after sending 
response.

 Subsequent HTTP messages between same 
client/server are sent over same connection.

Persistent HTTP without pipelining

 client issues a new request only when previous 
response has been received.

 one RTT for each referenced object.

Persistent HTTP with pipelining

 default in HTTP/1.1
 client sends requests as soon as it encounters a 

referenced object.
 as little as one RTT for all the referenced objects.

HTTP messages

 There are 2 types of HTTP messages: Request and 
Response.

HTTP Request message

 ASCII (Human readable format)
e.g.

General Format

Uploading Form Input

POST method:

 Web page often includes form input.
 Input is uploaded to server in entity body.
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1.a  HTTP client initiates TCP 
connection to HTTP server 
(process) at www.aplace.com 
on port 80

1.b HTTP server at host 
www.aplace.com waiting for
TCP connection at port 80 
“accepts” connection, 
notifying client.2. HTTP client sends HTTP 

request message (containing
URL) into TCP connection 
socket. Message indicates 
that client wants object 
index.html

3. HTTP server receives 
request message, forms 
response message containing 
requested object, and sends 
message into its socket then 
closes the TCP connection.

4. HTTP client receives 
response message 
containing html file, 
displays html.  Parsing 
html file, finds 6 
referenced gif objects. 5. Steps 1-4 repeated for each 

the 6 referenced gif objects.

Time

GET /images/head.jpg HTTP/1.1
Host: www.utm.ac.mu 
User-agent: Mozilla/4.0
Connection: close 
Accept-language: en 

(extra carriage return, line feed) 

Request line (GET, 
POST, HEAD commands)

Carriage return, line 
feed indicates end of 
message

Header 
Lines
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GET method:

 Uses URL method
 Input is uploaded in URL field of request line: e.g. 

www.xxx.com/indexsearch?engineering

Method Types
HTTP/1.0:

 GET, POST
 HEAD: asks server to leave requested object out of 

response.

HTTP/1.1:

 GET, POST, HEAD
 PUT: uploads file in entity body to path specified in 

URL field.
 DELETE: deletes file specified in URL field.

HTTP Response message
 
e.g. 

HTTP Response Status Code

 Found on the first line of the client-server response 
message.

Some sample status codes:

200 OK: request succeeded, requested object later in this message
301 Moved Permanently: requested object moved, new location later in 
same message 
400 Bad Request: request message not understood by server
404 Not Found: requested document not found on this server
505 HTTP Version not supported: self explanatory.

Trying out HTTP (client side) for yourself

Telnet to Telecom Plus personal pages web server: 

When you are online on your PC, open the Command Prompt 
Window (or choose Run, type cmd) and type the following as 
is: (Pay attention to the spaces)     

telnet(space)pages.intnet.mu(space)80(enter)

The command you just typed has open a TCP connection on 
port 80 on the server pages.intnet.mu. The screen should go 
blank. Now everything you type in will get sent to port 80 of 
the server. Next type your request message: (e.g. try to get 
my site’s homepage)

GET(space)/rhh/index.htm(space)HTTP/1.1(enter)(enter)

If you typed well, you should get something like this: 

Otherwise, you will get a 400 or 404 error codes. 

Note: you might not see your request message on the screen while 

typing. Don’t worry, just type it blindly.

Try it with other referenced objects as well.

Client-Server Interaction: Authorization

Authorization: control access to server content.

 authorization credentials: typically username, 
password 

 stateless: client must present authorization in each 
request

 authorization: header line in each request
 if no authorization: header, server refuses access, 

sends WWW authenticate: header line in response

Cookies: Keeping “State”

Many major websites use cookies nowadays.

Four components:

1) cookie header line in the HTTP response message
2) cookie header line in HTTP request message
3) cookie file kept on user’s host and managed by 

user’s browser
4) Database at Web site

e.g. 
Susan always accesses the Internet from the same PC.
She visits an Ecommerce site for first time e.g. Amazon.
When initial HTTP request arrives at site, site generates a 
unique ID and creates an entry in database for ID.
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HTTP/1.1 200 OK 
Connection close
Date: Thu, 06 Aug 1998 12:00:15 GMT 
Server: Apache/1.3.0 (Unix) 
Last-Modified: Mon, 22 Jun 1998 …... 
Content-Length: 6821 
Content-Type: text/html
 
<HTML><HEAD>data </HEAD> 
<BODY>data data data data ... </BODY> 
</HTML>

Status line 
(Protocol, Status 
code, Status 
Phrase)

Data, in this case, 
the requested HTML
file
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When and where cookies can be used:

authorization, shopping carts, recommendations
user session state (Web e-mail e.g. Hotmail)

Cookies and Privacy:

cookies permit sites to learn a lot about you
you may supply name and e-mail to sites
search engines use redirection & cookies to learn yet more
advertising companies obtain info across sites

FTP: File Transfer Protocol

 transfer file to/from remote host
 client/server model

client: side that initiates transfer (either to/from 
remote)

         server: remote host
 ftp: RFC 959
 ftp server: port 21

Separate Control and Data Connections

 FTP client contacts FTP server at port 21, specifying TCP 
as transport protocol.

 Client obtains authorization over control connection.
 Client browses remote directory by sending commands 

over control connection.
 When server receives a command for a file transfer, the 

server opens a TCP data connection to client.
 After transferring one file, server closes connection.
 Server opens a second TCP data connection to transfer 

another file.
 Control connection: “out of band”
 FTP server maintains “state”: current directory, earlier 

authentication.

Sample commands: sent as ASCII text over control channel

 USER username, PASS password, LIST return list of file in 
current directory

 RETR filename retrieves (gets) file, STOR filename stores 
(puts) file onto remote host.

Sample status codes and phrase: (as in HTTP)

 331 Username OK, password required, 125 data 
connection already open; transfer starting, 425 Cannot 
open data connection, 452 Error writing file.

Electronic Mail

Three major components:
 user agents 
 mail servers 
 simple mail transfer protocol: SMTP
User Agent
 a.k.a. “email reader”
 composing, editing, reading and sending email messages
 e.g., Eudora, Outlook Express, Thunderbird,elm
 outgoing, incoming messages stored on server.

Mail Servers 
 mailbox contains incoming messages for user
 message queue of outgoing mail messages
 SMTP protocol between mail servers to send 

email messages
 client: sending mail server
 server: receiving mail server

SMTP [RFC 2821]

 uses TCP to reliably transfer email message from 
client to server, port 25

 direct transfer: sending server to receiving server
 Three phases of transfer:

handshaking (greeting)
transfer of messages
closure

 command/response interaction
commands: ASCII text
response: status code and phrase

 messages must be in 7-bit ASCII
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Example: Alice sends a message to Bob

Typical SMTP Interaction

TRY sending a mail to yourself using the Command Prompt 
alone.

 telnet smtp.intnet.mu 25
 see 220 reply from server, Enter HELO, MAIL FROM, RCPT

TO, DATA, QUIT.

Summary

 SMTP uses persistent connections.
 SMTP requires message (header & body) to be in 7-bit 

ASCII.
 SMTP server uses CRLF.CRLF to determine end of 

message

 HTTP: pull SMTP: push
 Both have ASCII command/response interaction, status 

codes.
 HTTP: each object encapsulated in its own response 

message.
 SMTP: multiple objects sent in multipart messages.

Mail Message Format

Message format: Multipurpose Internet Mail Extensions

 MIME: multipurpose Internet Mail Extension, RFC 2045, 
2056

 Additional lines in message header declare MIME content
Type and Version.

MIME Types: 
Content-type: type/subtype, parameters

Text: example subtypes: plain, html
Image: example subtypes: jpeg, gif
Audio: example subtypes: basic (8-bit µ-law encoded), 
32kbps PCM (32 kbps coding)
Video: example subtypes: mpeg, qt (QuickTime)
Application:  example subtypes: msword, octet-stream 

Mail Access Protocols

 SMTP: delivery/storage to receiver’s server
 Mail access protocol: retrieval from server

 POP: Post Office Protocol [RFC 1939]
authorization (agent <-->server) and download

 IMAP: Internet Mail Access Protocol [RFC 1730]
more features (more complex)
manipulation of stored messages on server

 HTTP: Hotmail, Yahoo! Mail, etc.
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Properties of POP3

 Previous example uses “download and delete” mode.
 Bob cannot re-read e-mail if he changes client
 “Download-and-keep”: copies of messages on different 

clients
 POP3 is stateless across sessions

IMAP Protocols

 Keep all messages in one place: the server.
 Allows user to organize messages in folders.
 IMAP keeps user state across sessions:

names of folders and mappings between message IDs 
and folder name.

DNS- Domain Name System

People – Many Identifiers: Social Security #, National ID #...

What about internet hosts, routers, etc…?

 IP address (32 bit) – used for addressing datagrams.
 Domain Name, e.g. wtlab.utm.ac.mu used by us.

What is responsible for mapping IP Address to Domain 
Names? DNS

DNS
 Distributed Database - implemented in hierarchy of 

many name servers.
 Application-Layer Protocol – Host, routers, name 

servers to communicate to resolve names 
(Address/Name Translation) Note: Complexity at 
Network’s “edge”

Why not have a centralized DNS?
 Single point of failure
 Traffic volume
 Distant centralized database
 Maintenance
 No one server has all name-to-IP address mappings.

LOCAL NAME SERVERS

 Each ISP, company has a local default name server 
e.g. TPlus:  DNS server is dns1.intnet.mu at IP 
202.123.2.6

 Host DNS query first goes to local name server.

AUTHORITATIVE NAME SERVERS

 For a host: stores that host’s IP address, name. 
 Can perform name/address translation for that 

host’s name.

ROOT NAME SERVERS

DNS: Caching and updating records.

 Once (any) name server learns mapping, it caches 
mapping

 Cache entries timeout and gets refreshed after some
time (24-48 Hours)
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Transport Layer

 Transport Layer Services and Protocols
 Multiplexing and De-multiplexing
 Connectionless Transport: UDP
 Connection-Oriented Transfer: TCP

a. Segment Structure

b. Reliable Data Transfer

c. Flow Control

d. Connection Management

Transport Layer Services and Protocols

Transport Layer Services provide logical communication 
between application processes running on different host.

Transport layer Protocols run on end-systems: 

Sending side: breaks Application Layer messages into 
segments, passes them to Network Layer

Receiving side: reassembles segments into messages, passes
them to Application Layer.

Transport layer Protocols available to applications:

Internet: TCP and UDP

Transport Layer v/s Network Layer

Network Layer provides logical communication between 

hosts.

Transport Layer provides logical communication between 

processes relies on, enhances, network layer services.

Household Analogy: e.g. 12 kids sending letters amongst 
themselves.

 processes = kids
 application messages = letters in envelopes
 hosts = house numbers
 Transport Layer protocol = Ann and Bill (identified &

unique processes.)
 Network Layer protocol = postal service

Internet Transport-Layer Services

TCP
 reliable, in-order delivery
 congestion control 
 flow control, error control
 connection setup

UDP
 no-frills (best-effort service)
 unreliable, unordered delivery

SERVICES NOT AVAILABLE TO BOTH:
 Delay guarantees
 Bandwidth guarantees

Multiplexing and Demultiplexing

How demultiplexing works?

Host receives IP datagrams (will learn later)

1. each datagram has source IP address, destination IP
address. (will learn later)

2. each datagram carries 1 Transport Layer segment
3. each segment has source and destination port numbers.

(recall: well-known port numbers for specific
application ptotocols)

Host uses IP addresses & Port Numbers to direct segment to
appropriate socket.

Generic TCP or UDP segment

Rev. 1    Page 1 of 4

Transport

Application 

Network

Link

Physical

Transport

Application

Network

Link

Physical

Transport

Application 

Network

Link

Physical

= socket

= process

1 3 2 43 1 24

Host A Host B Host C

Multiplexing at sending hosts A & C
Gathering data from multiple sockets, enveloping data with header 
(to be used later for demuxing.  

Demultiplexing at receiving host B
Delivering correct segments to correct socket  

Source port No Dest. port No

Other Header fields

Application Data
(message)

32 bits
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Connectionless demultiplexing: UDP

UDP socket identified by two-parameters: (dest IP address, 
dest port number)

 When host receives UDP segment:
checks destination port number in segment.
directs UDP segment to socket with that port number.

 IP datagrams with different source IP addresses and/or 
source port numbers directed to same socket.

Connection-oriented demultiplexing: TCP

TCP socket identified by four parameters: (source IP address,
source Port number, dest IP address, dest port number)

 Receiving host uses all four values to direct segment to 
appropriate socket.

 Server host may support many simultaneous TCP 
sockets:

o each socket identified by its own 4 parameters.
 Web servers have different sockets for each connecting 

client
o Non-persistent HTTP will have different socket 

for each request.

Connectionless Transport: UDP [RFC 768] 

 “no frills” Internet Transport Protocol
 “best effort” service, UDP segments may be:

o lost
o delivered out of order to applications

 connectionless-oriented:
o no handshaking between parties
o each UDP segment handled independently of 

others

Why is there a UDP?

 no connection establishment (which add delay)
 simple: no connection state at sender, receiver
 small segment header
 no congestion control: UDP can blast away as fast as 

desired

Where do we use UDP?

 often used for streaming multimedia applications
o loss tolerant
o rate-sensitive

 other UDP uses
o DNS (Domain Name Service)
o SNMP (Simple Network Management 

Protocol)

 How to achieve “reliable” transfer over UDP? 

o add reliability at application layer.
o Application-specific error recovery!

UDP Checksum

o Goal: detect “errors” (flipped bits) in transmitted 
segment

o Sender:
o treat segment contents as sequence of 16-bit 

integers.
o checksum: addition (1’s complement sum) of 

segment contents
o sender puts checksum value into UDP 

checksum field
o Receiver:

o compute checksum of received segment
o check if computed checksum equals checksum 

field value:
NO - error detected
YES - no error detected. But maybe errors 
nonetheless? More later ….
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length Checksum
Length, in bytes, of 
UDP segment 
including headers

UDP Segment Format
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Connection-Oriented Transport: TCP [RFC 793] 
Transmission Control Protocol

 point-to-point:
o one sender, one receiver 

 reliable, in-order byte steam:
o no “message boundaries”

 pipelined:
o TCP congestion and flow control set 

window size
 send & receive buffers
 full duplex data:

o bi-directional data flow in same connection
o MSS: maximum segment size

 connection-oriented: 
o handshaking (exchange of control 

messages) initialise sender, receiver states 
before data exchange

 flow controlled:
o sender will not overwhelm receiver

TCP Segment Format

TCP Sequence Nos. and ACK Nos.

Simple Telnet Scenario:

 Sequence Nos.:
o byte stream “number” of first byte in 

segment’s data.
 ACK Nos.:

o Sequence No. of next byte expected from 
other side

o cumulative ACK

TCP Round Trip Time (RTT) and Timeout

Question: How to set TCP timeout value?

 longer than RTT
o but RTT varies

 too short: premature timeout
o unnecessary retransmissions

 too long: slow reaction to segment loss

Reliable Data Transfer

 TCP creates reliable data transfer service on top of 
IP’s unreliable service.

 Pipelined segments.
 Cumulative Acks
 TCP uses single retransmission timer.
 Retransmissions are triggered by:

o timeout events
o duplicate ACKS

 Initially consider simplified TCP sender:
o ignore duplicate ACKS
o ignore flow control, congestion control

TCP Sender Events

 Data received from Applications:
o Create segment with sequence nos.
o Sequence no. is byte-stream number of first 

data byte in segment.
o start timer if not already running (think of timer

as for oldest unACKed segment)
o expiration interval: TimeOutInterval
 

 Timeout:
o retransmit segment that caused timeout
o restart timer

 ACK received:
o If acknowledges previously unACKed segments
o update what is known to be ACKed
o start timer if there are any outstanding 

segments
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3 TCP Transmission Scenarios

TCP Flow Control

Reason: Sender won’t overflow receiver’s buffer by 
transmitting too much,  too fast.

 receive side of TCP connection has a receive buffer:

Application process may be slow at reading from buffer
Speed-matching service: matching the send rate to the 
receiving application’s drain rate.

How it works?

(Suppose TCP receiver discards out-of-order segments)

 spare room in buffer
= RcvWindow
= RcvBuffer-[LastByteRcvd - LastByteRead]

 Reciever advertises spare room by including value of 
RcvWindow in segments

 Sender limits unACKed data to RcvWindow
 guarantees receive buffer doesn’t overflow

TCP Connection Management

 TCP sender, receiver establish “connection” before 
exchanging data segments

 initialize TCP variables:
o seq. #s
o buffers, flow control info (e.g. RcvWindow)

Opening a connection (Three-Way Handshake)

 Step 1: client host sends TCP SYN segment to server
o specifies initial seq #
o no data

 Step 2: server host receives SYN, replies with 
SYNACK segment

o server allocates buffers
o specifies server initial seq. #

 Step 3: client receives SYNACK, replies with ACK 
segment, which may contain data
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Network Layer

 Network Layer Services
 Routing principles: path selection 
 IPv4
 IP Fragmentation, ICMP and DHCP
 IPv6

Network Layer Services
Network Layer Functions

 transport packet from sending to receiving hosts 
 network layer protocols in every host, router

Three important functions:

 path determination: route taken from source to 

destinations. (Routing algorithms)

 forwarding: move packets from router’s input to 

appropriate router output.

 call setup: some network architectures require 

router call setup along path before data flows.

Network Service Model

Which service model for transporting packets from sender 
to receiver?

 guaranteed bandwidth?
 preservation of inter-packet timing (no jitter)?
 loss-free delivery?
 in-order delivery?
 congestion feedback to sender?

The most important abstraction provided by network layer: 
Virtual Circuits or Datagrams?  Big fight!!!

Virtual Circuit: The Telephone Model

Source-to-Destination path behaves much like a telephone 
circuit:

 performance-wise
 network actions along source-to-destination path

How it works?

 call setup, teardown for each call before data can 
flow

 each packet carries VC Identifier (not destination 
host ID)

 every router on source-destination path keeps state 
for each passing connection

Note: Transport-layer connections only involved in the
two end systems.

 link, router resources (bandwidth, buffers) may be 
allocated to VC to get circuit-like performance.

Signaling Protocols

 used to setup, maintain & teardown Virtual Circuit
 used in ATM, frame-relay, X.25  (more later)

Datagram Network: The Internet Model

 no call setup at network layer
 routers: no state about end-to-end connections

o no network-level concept of “connection”
 packets forwarded using destination host address

o packets between same source-destination pair 
may take different paths

Network Layer Service Model Comparison Chart
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Datagram v/s VC Network: Why?

Internet: 
 data exchange among computers

“elastic” service, no strict timing requirements. 
 “smart” end systems (computers)

can adapt, perform control, error recovery.
simple inside network, complexity at “edge”

 many link types 
different characteristics, thus a uniform service is 
difficult to achieved.

ATM:
 evolved from telephony
 human conversation: 

o strict timing, reliability requirements
o need for guaranteed service

 “dumb” end systems
o telephones
o complexity inside network

Routing Principles: path selection
Routing Protocol:

Goal: Determine “good” path through network from source 
to destination

Graph abstraction for routing algorithms:
 graph nodes are routers
 graph edges are physical links
 Link cost: delay, physical cost, or congestion level.

e.g.

What does “good” path mean?
 typically means minimum cost path
 other definitions also possible

Routing Algorithms Classification

Global:
 all routers have complete topology & link cost info.
 “link state” algorithms

Decentralized: 
 router knows physically-connected neighbours, link 

costs to neighbours only
 iterative process of computation, exchange of info 

with neighbours
 “distance vector” algorithms

Static: 
 routes change slowly over time.

Dynamic:
 routes change more quickly

o periodic update in changes in link costs

An example of a static, “link-state” algorithm: Dijkstra’s 
Algorithm

 net topology, link costs known to all nodes
o accomplished via “link state broadcast” 
o all nodes have same info

 computes least cost paths from one node (‘source”) 
to all other nodes

o gives routing table for that node.
 iterative: after k iterations, know least cost path to k

destinations

Notation:

 c(i,j): link cost from node i to j. cost infinite if not 
direct neighbours

 D(v): current value of cost of path from source to 
destination V

 p(v): predecessor node along path from source to v, 
that is next v

 N: set of nodes whose least cost path definitively 
known

Pseudo-Code:

1  Initialization: 
2    N = {A} 
3    for all nodes v 
4      if v adjacent to A 
5        then D(v) = c(A,v) 
6        else D(v) = infinity 
7 
8   Loop 
9     find w not in N such that D(w) is a minimum 
10    add w to N 
11    update D(v) for all v adjacent to w and not in N: 
12       D(v) = min( D(v), D(w) + c(w,v) ) 
13    /* new cost to v is either old cost to v or known 
14     shortest path cost to w plus cost from w to v */ 
15  until all nodes in N 

e.g.
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Dynamic, Distance Vector Routing algorithm

iterative:
 continues until no nodes exchange info.
 self-terminating: no “signal” to stop

asynchronous:
 nodes need not exchange info/iterate in lock step!

distributed:
 each node communicates only with directly-

attached neighbours

Distance Table data structure 

 each node has its own

 row for each possible destination

 column for each directly-attached neighbour to 

node

 eg: in node X, for destination Y via neighbour Z:

Example:

Distance Table:

Distance Table gives Routing Table:

Summary

Iterative, asynchronous: each local iteration caused by: 
 local link cost change 
 message from neighbour: its least cost path change from

neighbour
Distributed:
 each node notifies neighbours only when its least cost 

path to any destination changes
 neighbours then notify their neighbours if necessary

The Internet Protocol Version 4 (IPv4) revisited

Network Layer Functions (overview)

IP Addressing “Class-full” (revisited)
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Classless Inter Domain Routing (CIDR)

IP has been extremely successful with its exponential 
growth, but it is running out of address space.

In principle, over 2 billion addresses exist, but in practice 
millions of them are wasted by classes.

For most organizations, class A with 16 million addresses is 
too big and class C with 256 addresses is too small.

A class B network with 65,536 is just right.
Studies have shown that more than half of all class has fewer

than 50 hosts.
Another problem is table explosion. Routers do not have to 

know about all the hosts, but they know about other 
networks.

Having ½ a million class C networks, every router would 
require a table with ½ a million entries.

The routing table problem can be solved by going to a 
deeper hierarchy (like telephone), but it requires more 
than 32-bit for IP addresses.

Most solutions solve 1 problem but create new ones.
One solution currently being implemented is Classless Inter 

Domain Routing.

The basic idea behind CIDR is to allocate the remaining class 
C networks (almost 2 million) in variable-sized blocks.
 If a site needs 2000 addresses, it is given 2048 addresses 

(8 contiguous class C networks), and not a full class B 
address.

In addition to using contiguous blocks, the allocation rules 
were also changed. The world was partitioned into four 
zones.
 Europe: 194.0.0.0 to 195.255.255.255
 North America: 198.0.0.0 to 199.255.255.255
 Central and South America: 200.0.0.0 to 201.255.255.255
 Asia and Pacific: 202.0.0.0 to 203.255.255.255

Each region was given 32 million addresses, with another 
320 million class C addresses from 204.255.255.255 to 
223.255.255.255 reserved for future use. Within each 
block allocate sub-block to ISP. ISP then allocates to 
customers.

Restrict block sizes to powers of 2

All routers must understand CIDR addressing

Lets see this at work…

Hierarchal Addressing: Route Aggregation

Hierarchical addressing: more specific routes

DCL has a more specific route to Organization 1

How does Host get IP address?

 Hard-coded by system admin in a file
o Wintel: control-panel->network-

>configuration->tcp/ip->properties
o UNIX: /etc/rc.config file

 DHCP: Dynamic Host Configuration Protocol: 
dynamically get address from as server

o “plug-and-play”  (more later)

How does an ISP get block of addresses?

 ICANN: Internet Corporation for Assigned Names 
and Numbers

o allocates addresses
o manages DNS
o assigns domain names, resolves disputes

Getting a datagram from Source to Destination
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Case 1

Case 2

Case 3

IPv4 Datagram Format (revisited)
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OTARN-H Investment Ltd. Network Project
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Aim

To foster the necessary skills to work alone to produce a network design, understand how the
issues  may  be  researched  and  to  build  an  appreciation  of  the  requirements  of  a  design
proposal. 

Module Weight: 20%   

Deadline: 23rdMay 2016 @ 
00:00Hours  
Cohort: PGD_IT_Batch1

On completion of the project, the student should: 
1. Have  a  knowledge  of  the  basic  hardware  components  of  a  communications

network infrastructure;
2. Be  familiar  with  the  requirements  of  protocols,  standards  and  the  major

standards bodies;
3. Have the ability to design and cost a simple network;
4. Have the skills  to carry out network addressing and document this work; Have

developed expertise in identifying issues that require research.

Learning Outcomes

Project

OTARN-H Investment Ltd. is a small company specialising in sales of specialised products for a niche market.
Until now, the company has relied heavily on stand-alone PCs and individual dial-up access to the Internet for
their work. 

This  year,  the company won a lucrative contract and have decided to upgrade their computer system. The
managing director has told you that he requires a computer network to be installed into their premises. After
installation, it is envisaged that the company will employ at least 10 new staff in various positions throughout
the company. The finance manager has told you that her budget for this upgrade is limited due to the credit
crunch. She has cited http://www.itbox-ltd.com/ and http://vengineers.net/store/index.php as local suppliers she
would like you to use as she can gain 25% discount on large orders.

You have decided to use a Class C internal network with IP address range of 192.168.17.0 /24 for the company.
This  will require the internal network to be subnetted to allow for the functions of different departments.

They have two buildings with a canal in between. Between the two buildings is a small footbridge. As the canal is
navigable,  you may not run cables over (or under)  the canal  nor across the swinging footbridge.  You must
connect these buildings with a bandwidth no less than 54 Mbps. Floor plans of the buildings and the entire site
are available later in this document.  The company may be characterised by its departments. Their names and
functions are as follows:

Design
There are 5 designers in the company. Their rooms are L539, L533, L538, L534, L532. They use CAD for their
designs  and  use  high  power  workstations  for  the  design  work.  They  require  two  large  servers  for  their
department’s data storage and applications. 
Manufacture
This takes place in L441 and L431. In each of these rooms are two computer controlled milling machines. These
already exist and will not need to be replaced. 
Secretarial
There are 4 secretaries for the company. They occupy rooms L510 and L426. Their main role is to type and print
important documents, answer emails and telephone queries. 
Management
The managers occupy rooms L520, L440 and L416. They would like to have powerful PCs so that they can view
their MIS. They would also like the ability to take part in video-conferencing. They have stated that much of the
information they will be using is to remain confidential. 
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ASSESSMENT CRITERIA
Logical & Physical network diagrams 15 %
Software, hardware & network requirements 25 %
Network configuration of clients, servers & devices 10 %
Cost assessment  10 %
Project plan, research & referencing 5 %
Bonus 10 %
Group Presentation 25 %
Total 100 %
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TASKS 

Finance
This department takes care of the company’s money. They currently use room L226. Their function is to work
with large spreadsheets and also to deal with the monthly payroll. As this department deals with large sums of
money, the communications for this department must be secure and not reach any of the rest of the network.
They require one large server for applications and data. There are currently two staff. 
R&D
This department carries out the research and development for the company. They have room B101. The have
powerful workstations (these do not need to be purchased) and often share their files with the Design team.
They require two large servers for holding R&D designs and applications. There are 4 staff in this department. 
Engineering
This department is in rooms B107 and B108. They have stated that they will require at least 4 PCs in each of
these rooms, however they are unable to define the tasks that they wish to carry out with the hardware. 
Ordering and Delivery
This department is in B102 and is responsible for shipping the manufactured items to their purchasers. There
are two staff here and their work will mainly involve addressing parcels and contacting customers by email. The
company will require a web server to accommodate their new website for online ordering. It is envisaged that
there will be at least 1,000 unique visitors per day at first rising as time goes on. Expect a conversion ratio of 1-
2%. You do not need to design the website but you will be expected to provide the specification for the web
server hardware and ensure that the Internet connection can cope with the expected level of traffic. 

All Staff
All staff will need access to a mail server, an intranet server, an application server and network storage. All staff
will require a new PC complete with a suitable office environment OS (unless stated otherwise) and access to a
networked printer. The colour laser printer is located in Holst building. You may assume that the staff already
have adequate furniture for the computer equipment. Staff are to remain where they currently working. 

The following rooms have been identified as potential locations for distribution facilities, L521, L522, L523A,
L541, L431C, L400A, L422, L411, L412, B104, B105, B106, B109. 

The POP is in Bach building in room L523A. 

The Holst  building is expected to have a high data-rate connection from the Bach building. You may use any
suitable technology for this connection, however all communications between buildings must be secure from
eavesdropping. 

Assume that traffic levels are 70%/30% internal/external traffic, i.e. 70% of the generated network traffic stays within the
network and 30% travels onto the Internet.

1. Provide your solution which should include a project plan; comprehensive logical and physical network
maps; software, hardware and network configurations for major assets; and indicative budget for the
project.

2. Mail me your report at clc1@rishiheerasing.net preferably zipped with your groupname as filename and 
each member index number before the deadline in .doc (not .docx) or pdf format.
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